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Abstract—Multi-hop cooperative task offloading (MCTO) allows
resource-constrained edge clouds to collaborate and assist each
other in completing computation-intensive tasks, such as training
machine learning models through device-edge-cloud (DEC) com-
puting. However, internal fake service attacks can pose a threat
to the security and reliability of MCTO in DEC computing. In
this paper, we propose a trust model based on a directed acyclic
graph (DAG) and Proof-of-Work (PoW) to safeguard tasks against
potential attacks. The edge node selection for task offloading in-
volves two key steps: offloading confirmation and trust-based node
selection. To mitigate the unreliability caused by internal fake ser-
vice attacks during cooperative offloading, we propose a multi-hop
offloading node selection algorithm based on the soft actor-critic
(SAC) coalition. This algorithm helps identify trustworthy nodes
for constructing secure offloading paths. Our experimental results
demonstrate that the proposed algorithm effectively counters in-
ternal fake service attacks and significantly reduces cooperative
offloading latency compared to existing leading approaches.

Index Terms—Device-edge-cloud computing, task offloading,
deep reinforcement learning, fake service attack.

I. INTRODUCTION

D EVICE-EDGE-CLOUD (DEC) computing framework [1]
helps IoT devices enhance their computation and storage

capacities by offloading their computation tasks to edge or cloud
nodes. Since a large amount of computational resources and
data are required to handle the offloaded tasks in edge com-
puting, IoT devices, edge nodes, and cloud nodes collaborate
through resource and data sharing to complete these tasks.
DEC computing can select collaborative nodes and elastically
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provision resources for offloaded tasks. Multi-hop cooperative
task offloading (MCTO), as one of the running formats of DEC
computing, enables DEC nodes to process offloaded tasks in
a distributed manner [2], [3], [4]. For example, nodes in DEC
can collaborate in training a machine learning model in swarm
learning (SL) [5]. In this case, a user node can generate a machine
learning task, which may be distributed to multiple edge nodes
that work collaboratively as service nodes to train the model
in SL. Compared with cloud computing and federated learning,
SL uses a fully distributed model training framework without
a dedicated server, reducing model training costs by leveraging
distributed computing resources. It is deployed on open edge
nodes, enabling model training with private data on these nodes
through multi-hop computation offloading in the SL network
based on DEC.

Despite the potential, MCTO not only needs to consider
resource efficiency for DEC in processing distributed learning
tasks but is also highly vulnerable to internal fake service attacks
on DEC nodes in multi-hop paths [6]. It is crucial to guarantee
reliability in cooperation for multi-hop task offloading and more
desirable to prevent attacks in DEC computing due to the follow-
ing reasons: Multi-hop task offloading requires a larger number
of DEC nodes to help process tasks in a distributed manner, while
the selection of multi-hop cooperative nodes provides more op-
portunities for malicious attackers to degrade task performance.
Compared to traditional single-hop offloading cases, MCTO is
more susceptible to selfish edge attacks due to increased node
vulnerability during training. One such threat is the fake service
attack, where malicious nodes falsely claim to offer computing
services, ultimately degrading model training efficiency and
accuracy. This also makes it difficult for existing task offloading
schemes to meet the quality-of-service requirements for DEC
computing.

Although some trusted schemes have been proposed to ad-
dress attack problems in offloading computation tasks, they
mainly spotlight on one-hop task offloading or external attacks.
A blockchain-based access control scheme is designed in [7] to
protect the cloud server from illegal offloading actions, while
a multi-objective resource-aware model is proposed in [8] to
eliminate malware attacks by making smart decisions on ad-hoc
mobile edge cloud devices for task offloading. To ensure the
safety of offloaded tasks on edge virtual machines, a semi-
Markov decision process framework [9] is designed to minimize
the risk of service rejection while meeting the requirements
of latency-sensitive applications in mobile edge computing.
There has been no study addressing internal fake service attacks
through the effective selection of trusted nodes in MCTO.

Although blockchain-based security schemes are designed
in [10], [11], [12] to protect the offloading of computation tasks,
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the focus is on access control, computation performance, and
privacy preservation to secure computation offloading. They did
not consider the case where an MCTO lures an internal fake
service attack in DEC. A blockchain-based trustworthy access
control and computation offloading mechanism is devised in [10]
to alleviate computation burdens while ensuring high security
by taking into account the offloading decision and the usage of
smart contracts in mobile edge cloud. In [11], a blockchain-based
secure computation offloading scheduling scheme is proposed
to protect content offloading from malicious service provider
attacks rather than considering fake service attacks for MCTO.
A blockchain-empowered collaborative task offloading mecha-
nism is presented in [12] to encourage cloud-edge-device nodes
to honestly offload computation tasks by considering partici-
pants’ computational capabilities and network situations.

Previous works primarily consider an external attacker who
can only launch malicious attacks on single-hop task offloading
in edge computing. However, in the multi-hop task offloading
DEC scenario, a mixed attacker also intelligently launches inter-
nal fake service attacks on multi-hop offloading paths. Existing
trust schemes in the literature are less effective at ensuring
MCTO’s security in DEC, as the attacks have distributed charac-
teristics and are difficult to capture and process using these exist-
ing methods. In addition, to fully utilize the processing capacity
and ensure trust model training on edge nodes, the input-output
dependency of the model in MCTO should be represented as a
directed acyclic task graph (DAG) [13]. These concerns motivate
us to develop a DAG model and a soft-actor-critic coalition game
to select trusted offloading nodes for offloading paths to defend
against internal attacks. Although several previous studies use
learning-based approaches, they may not be able to achieve
low-cost distributed multi-hop offloading to withstand internal
attacks.

To prevent internal fake service attacks in MCTO, the task
of offloading countermeasures among distributed DEC nodes
is modeled as offloading confirmation processes between re-
questers and responders based on the DAG and Proof-of-Work
(PoW). We propose a multi-hop offloading node selection algo-
rithm based on the soft actor-critic (SAC) coalition to identify
trustworthy nodes for constructing secure offloading paths. The
main contributions of this paper are summarized as follows:
� Designing a DAG model for DEC nodes to perform multi-

hop cooperative offloading tasks and robustly resist internal
attacks from malicious service providers.

� Developing a trusted offloading scheme based on PoW to
defend against fake service attacks. Specifically, to improve
computational performance by minimizing latency while
ensuring trust in model training and sharing among edge
nodes, we formulate the offloading node selection as a
CMDP-based coalition game.

� To reduce the complexity of offloading decisions, we
present a multi-hop cooperative node selection algorithm
based on the soft-actor-critic coalition game to obtain a
reliable set of nodes for offloading paths.

Given the dynamic changes in the multi-hop cooperative task
offloading network environment that may be affected by fake ser-
vice attacks, nodes exhibit strong interdependence across time
slots, and the associated calculations involve numerous param-
eters with high complexity. Existing heuristic algorithms, such
as decoupling methods and relaxation approximation methods,
exhibit weak adaptability in dynamic multi-hop cooperative task
offloading environments, resulting in low efficiency [14]. Com-
pared with traditional heuristic methods and deep reinforcement

learning approaches, SAC coalition performs better regarding
policy generalization ability, environmental adaptability, and
stability. By introducing a maximum entropy regularization
mechanism, SAC coalition enhances policy diversity, improves
global search capabilities, and thus more effectively addresses
the optimization problem of multi-hop cooperative task offload-
ing [15]. It can also adaptively adjust its node selection strategy
based on proof-of-work and system performance parameters
while dynamically adapting to network environments affected
by fake service attacks.

The remainder of the paper is organized as follows. Section II
discusses related work. In Section III, we present the system
model and formulate the trusted node selection problem for
MCTO. Section IV proposes a soft-actor-critic coalition game
to optimize the node selection policy for defending against
fake service attacks. Simulation results are presented in Sec-
tion V for illustration purposes. Finally, conclusions are drawn in
Section VI.

II. RELATED WORK

In recent years, a series of approaches have been proposed to
enhance the dependability of DEC systems from the perspectives
of intelligent resource management [16] and adaptive service
[17]. These studies focus on designing learning-based task
offloading algorithms and scheduling mechanisms to address
resource heterogeneity and network dynamics in DEC. For ex-
ample, an AI-based cloud-edge-device collaboration framework
[16] is designed to adapt to different scenarios, facilitating
task offloading decisions under incomplete information. An
integrated cloud-edge-device framework [17] is investigated for
adaptive deep learning services to achieve lower latency and
higher system throughput.

The heterogeneity and resource limitations of DEC nodes,
along with the dynamics of collaboration settings, make it
challenging to ensure the security of MCTO. To ensure reliable
cooperation in DEC, it is necessary not only to consider the
adaptability of resource utilization and service provisioning to
improve collaborative performance but also to meet reliability
and trust requirements. In [18], a cloud-edge-device collabora-
tive reliable digital twin scheme is presented to minimize average
communication time costs by optimizing device scheduling and
computational resource allocation. In [19], secure device-edge-
cloud collaboration is employed to achieve efficient and reliable
content delivery, thereby enhancing security performance. Al-
though the above studies exhibit adaptability and reliability, they
did not consider multi-hop cooperative offloading security in the
presence of internal attacks in DEC computing.

Although some efforts have been made to investigate the
multi-hop task offloading problem in collaborative edge com-
puting, existing studies mainly focus on optimizing the QoS
for edge users in multi-hop task offloading scenarios [20], [21],
[22], rather than addressing internal attacks. For instance, a joint
multi-task partial computation offloading and flow scheduling
scheme is proposed in [20] to minimize the completion time
of all tasks. Because edge cloud infrastructures are unavail-
able in remote areas, a multi-path and multi-hop task offload-
ing method is introduced in [21] to provide effective edge
computing services for users in mobile ad hoc networks. To
support resource-intensive computation, a multi-hop computa-
tion offloading model is studied in [22] to realize QoS-aware
computation offloading based on a game theory approach. To
provide edge services in areas with poor server coverage through
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TABLE I
COMPARISON OF RELATED WORKS

multi-hop task forwarding, a novel two-stage method based on
a hierarchical minority game (HMG) and a tree-based routing
mechanism is proposed in [23] to estimate the offloading costs
and schedule the transmission for the offloading nodes. To
enable more efficient computing resource utilization, a gen-
eral multi-hop task offloading framework for vehicle-assisted
collaborative edge computing is presented in [24], where deep
reinforcement learning is used to address the curse of dimen-
sionality problem caused by vehicular mobility and channel
variability. To improve the efficiency of offloading transmission
and minimize the total energy consumption, a deep determin-
istic policy gradient (DDPG) algorithm is proposed in [25] to
optimize UAV trajectory and offloading ratio in UAV-assisted
maritime IoT networks. A Q-learning framework is proposed
in [26] to optimize the candidate UAV selection to achieve
intelligent routing in a cognitive UAV swarm for emergency
communications. To ensure the timeliness of delay-sensitive
tasks, a two-stage optimization method is proposed in [27] for
allocating resources between edge servers and offloaded tasks.
It also utilizes a dual prediction model based on online learning
to reduce energy consumption during the edge server selection
process. These methods, however, ignored untrusted computing
resources of offloading nodes caused by fake service attacks.

Compared with the above studies, in this paper, we consider
a trusted multi-hop task offloading scheme to eliminate internal
fake service attacks, thereby improving the QoS of collabo-
rative task offloading and model training in DEC computing.
More specifically, we utilize reinforcement learning to protect
against fake service attacks in the multi-hop task offloading
process, considering the latency constraints of task offloading
and training time on DEC nodes. We also explore using PoW to
enhance the performance of multi-hop collaborative offloading
while meeting the reliability and trust requirements in DEC
collaborations. The main attributes and comparisons of these
solutions are summarized in Table I.

III. SYSTEM MODEL AND PROBLEM FORMULATION

A. Attack Model

Cooperative offloading can be applied to enable a resource-
constrained edge node to offload tasks, such as the training of a
machine learning model, to neighboring edge nodes to improve
learning accuracy in swarm learning based on DEC.

Fig. 1. An attack scenario for multi-hop task offloading in swarm learning.

Because multi-hop computation offloading often requires ex-
ploiting the collaborative computing capabilities of edge nodes,
a malicious edge node may provide low-quality services through
uncooperative strategic behaviors. An attack scenario is depicted
in Fig. 1. In this scenario, we consider the case where a fake
service attacker uses reduced computation resources to execute
the offloaded tasks or outputs fake (training) results, thereby
reducing the efficiency of offloading. Therefore, it is essential to
identify trusted edge nodes in the cooperative offloading process
to resist both selfish and malicious edge attackers. We summarize
the main notations used in this paper in Table II. Fig. 2 shows the
overall architecture and an application scenario of the proposed
trustworthy multi-hop cooperative task offloading framework in
the context of the swarm learning network based on DEC.

The operations can be divided into seven steps: ➀A user
advertises the model training task to its associated edge node.
➁After receiving the request, the edge node executes a sub-task
to train the model using local data and ➂offloads the model to
the next edge node until the defined conditions for training time
and accuracy are met. ➃The next hop node confirms the model
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TABLE II
LIST OF MAIN NOTATION USED IN THIS PAPER

Fig. 2. Overview of the proposed MCTO in the SL network based on DEC.

weights on the training trajectory based on PoW, ➄selects the
previous hop node as a trusted training node, and ➅merges its
model weights with ones from the previous hop node’s model
to create an updated model before starting new training with
local data. ➆The last node confirms the model weights, selects
the previous hop node as a trusted training node, aggregates the
model weights to generate a global model, and returns it to the
user.

B. System Cost Model for Trusted Cooperation

Due to the limited computational capacity and the prevalence
of fake service attacks, it is inefficient for an individual edge
node to undertake the offloaded task completely when aiming
to improve computational performance in DEC. We consider
an offloading system assisted by a set E = {e1, e2, ..., el} of
densely deployed edge nodes, where each node is attached to
an access point and within transmission distance of some other
edge nodes. An edge node can send requests for task offloading
or receive tasks from others. In the example of collaborative
training of machine learning models without task segmentation
and modularity, we consider a task Σ consisting of K subtasks,
i.e., Σ = {τ1, τ2, ..., τK}. A subtask in execution refers to a

Fig. 3. A directed acyclic graph (DAG) based on PoW.

complete model training process on an edge node using its local
data. For the edge node ei in E , its subtask τi ⊆ Σ is described
by a tuple {di, wi, �i}, where di is the size of its local data,
wi denotes the local model output from the subtask τi, and �i

indicates the computational resources required to train the model
wi. The task Σ is sequentially executed by every edge node in E
in order to train a large model with rich features until it reaches
the converging state. The model wi output from the subtask τi
is distributed to the successor of the edge node ei to continue
training the model wi with its local data and output the model
wi+1 for the subtask τi+1 until the taskΣ finishes. When an edge
node receives a request to offload and continue training a model
trained by the previous hop node, it evaluates the performance
of this model using the PoW mechanism. Multi-hop cooperative
task offloading (MCTO) with N edge nodes is represented by a
directed acyclic graph (DAG) G = (V,E) as shown in Fig. 3.

Each vertex in G represents an edge node and is described
by trust parameters, i.e., training time, queue waiting time, and
model training results. Each edge inG represents a transmission
between two nodes and is associated with the rate and time
requested for task offloading. When an edge node acting as the
requester sends offloading task requests to available neighboring
nodes, the responding neighbor node confirms whether the of-
floading is credible according to the PoW. If the responding node
finds that the offloaded task fails to meet the trust parameters
specified in the PoW, the offloading confirmation is not passed;
otherwise, the offloading is confirmed, and the responding node
sends rewards to the requesting node for the current offloading
task while selecting it as a trusted offloading node.

1) PoW for MCTO: The edge node in G sends an offloading
task request as Θj = (D,Yj) to its neighbor nodes, where D
is the model size and Yj is the resource consumed to complete
model training. When the training task request node sets the
maximum hop to hmax, there should be at least hmax + 1
nodes participating in model training in MCTO, and hmax is
a configurable constant that depends on the SL network size.
However, due to the destructive behavior of attackers (e.g.,
increased computation time delay, deliberate modification of the
model training schedule, etc.), the offloading transmission, com-
putation behavior, and training results become untrustworthy in
MCTO, which can cause offloading failure and thus reduce the
trust degree between edge nodes.

The trust degree of edge nodes and their decays can sig-
nificantly shorten the lifespan of MCTO. To prolong the life-
time of MCTO as much as possible, a PoW mechanism is
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introduced to ensure the trustworthiness in cooperative of-
floading and model training between edge nodes. The PoW
utilizes the training period to prevent the abuse of decen-
tralized computing capacity in MCTO. Thus, it is defined as
pw = {�tpw, �acpw|t ∈ [tmin, tmax], ac ∈ [acmin, acmax]}, where
the random variables t and ac follow the standard normal
distribution. �tpw is the probability that the model training
time t falls into the confidence interval of [tmin, tmax] and
�tpw = 1√

2π

∫ tmax

tmin
e−t

2/2dt. �acpw is the probability that the model
training accuracy ac falls into the confidence interval of
[acmin, acmax] and �acpw = 1√

2π

∫ acmax

acmin
e−ac

2/2dac. The higher

the values of �tpw and �acpw, the higher the PoW compliance of
task offloading. In Fig. 3, a compliance tolerance for PoW in the
offloading transmission k from a requester k is denoted as

Φk = ν�tpw + (1− ν)�acpw, (1)

where 0 ≤ ν ≤ 1 is the normalized weight to balance the train-
ing time and training accuracy. When receiving task offloading
requests for model training, the edge node determines the model
training time and accuracy defined by PoW. If the model training
time and accuracy do not fall within the confidence interval,
the edge node refuses to accept the task offloading. The set
of affirmative request nodes for task offloading is defined as
Oi = {oj}. In the DAG G, each edge node needs to confirm
the offloading between itself and the previous hop node. In
other words, a user only needs to send a request to the first
edge node, which will forward the request to the next edge
node with the model wi output from its completed subtask.
Each receiving node determines whether to accept based on the
time requirements and PoW and responds to the requester. Task
offloading must be processed and confirmed by the edge nodes
sequentially based on the time requirements and PoW. If a node
does not have enough computational capacity, it cannot accept
PoW. Constrained by the computational capacity of edge nodes,
the offloaded task from one edge node to multi-hop edge nodes
should be completed before the capacity of edge nodes and the
links between edge nodes become unavailable.

If a task cannot be completed by an edge in the set E , it sends
a request to other edge nodes. If this node is the last one in E ,
it can reconfigure the offloading path by adding new nodes into
E . Due to fake service attacks on edge nodes, this will cause
the offloading latency to increase between the request node and
the response node in the DAG G. The offloading latency varies
across different paths in DAG G and mainly consists of three
parts: time for a transmission between edge nodes, wait time in
the task processing queue, and training time at edge nodes.

2) Offloading Transmission Time: In the DAG G, the re-
sponse node confirms the offloading and receives offloading
tasks. Due to offloading congestion caused by large payloads
from request nodes, the available offloading transmission rate
for each request node differs in the offloading transmission k
between request node j and the response node i. This rate can
be expressed as

υji,k = ζj,kBj,klog2

(
1 +

pj,kgj,k
σ2

)
. (2)

At each transmission k, each request node j will be assigned
to a response node i and obtain bandwidth Bj,k from it. Time
division multiple access (TDMA) is adopted for spectrum reuse
among these request nodes, where ζj,k is the fraction of time-
slots allocated to request node j. pj,k, gj,k, and σ2 respectively
denote the transmission power, channel gain, and background

noise on the channel. In this case, the transmission time among
edge nodes can be calculated as

tk = max
j∈Oi

{
xji,kD

υji,k

}
, (3)

where j ∈ Oi indicates that response node i can choose re-
quest node j to confirm the offloading and offloading tasks.
Specifically, if xji,k = 1 for an offloading transmission k from
request node j ∈ Oi in the previous hop, the response node
returns an acknowledgment and receives the offloaded tasks;
otherwise, xji,k = 0. For the model size D of the offloaded
task, the required time to send and receive over the offloading
transmission k is calculated as tsrk = tk. Therefore, the total
transmission time in a DAG path is T =

∑hmax

k=1 tsrk .
3) Waiting Time in Offloaded Task Queue: In the DAG G,

the offloading latency between the request node and the re-
sponse node not only hinges on the offloading transmission
time but also depends on the tasks arriving at the current node.
The zk tasks arriving at the current node during duration χ
follow the Poisson distribution with parameter δk [28], that
is, Pj(Γk = zk) =

(δkχ)
zk

(zk)!
e−χδk , where Γk is the number of

tasks arriving at the current node during duration χ. Because the
service rate is constant, the offloaded task can be modeled as an
M/D/1 queue. Thus, considering the number of tasks distributed
in current transmission k, the average arrival rate of offloaded
tasks is expressed as

ηk =
1

M

M∑
j=1

Pj(Γk = zk) · ϑk · I{xji,k=1}. (4)

WhereM represents the number of request nodes in the offload-
ing task, ϑk is the computational resources required for finishing
the training task, and I{∗} is the indicator function, which equals
1 if the response node returns an acknowledgment and receives
offloaded tasks, and 0 otherwise. The arrival of offloaded tasks
needs to wait until previous tasks are processed by the response
node due to the requirement of large CPU cycles to process the
training task with the local data in the response node. Therefore,
considering the resource requirements to complete training tasks
in the offloading task queue, the waiting time in the offloading
task queue is expressed as tqk = ηk

2fc(fc−ηk) , where fc is the
service rate of each CPU core.

4) Local Training Time for Offloaded Tasks: Each response
node performs distributed stochastic gradient descent (SGD)
to train the currently offloaded model with its local data. If
edge nodes perform local training up to εi iterations, then the
local training time is tek = εiD

fc
. Therefore, the total latency of

offloading in transmission k is denoted as

To =

hmax∑
k=1

(tsrk + tqk + tek) . (5)

C. Offloading Node Selection in MCTO

As seen from (5), the total latency of the offloading in trans-
mission k increases as the training time increases. A fake service
attacker will endeavor to prolong the training time to consume
computing power, thereby degrading the performance of the
training models and ultimately diminishing the reward of the
next hop edge node as it is unable to complete the training task
on time in the DAG G. To enhance the service performance for
training models, request nodes within the DAG can transfer the
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training models to other response nodes if their own DAG nodes
belong to a group that complies with PoW. This group of DAG
nodes is commonly referred to as a coalition, and these DAG
nodes are known as collaborative offloading nodes. The key to
MCTO is to determine: (1) optimal cooperative offloading node
selection policies and (2) methods for finding stable coalitions
of DAG nodes to form a trust model training path. On the other
hand, for DAG nodes, the selection of offloading nodes and the
rewards for offloading work to train models in transmission k
depend on the selection of offloading nodes and the rewards for
offloading work in transmission k − 1. Single-hop offloading
methods and cooperative offloading models that do not consider
these dependencies and associated rewards are not suitable for
ensuring trusted task offloading and protecting against fake
service attackers.

In addition, although reinforcement learning can maximize
the accumulated reward of agents by taking joint actions and
considering the dependency relationship and related rewards
among agents, it cannot guarantee that the original action
value Q-function will learn a policy that motivates agents to
cooperate. To improve the overall reward in policy learning,
we formulate and analyze a game between DAG nodes by
combining cooperative coalition games with the constrained
Markov decision process (CMDP). Therefore, the problem of
offloading node selection in MCTO can be transformed into a
coalition game based on CMDP to obtain optimal offloading
node selection policies and offloading paths by considering
the constraint of PoW and the latency cost in the offloading
task. The CMDP-based coalition game can be represented by
a seven-tuple ΘM= 〈N , S,A,Pr, Cpw, R, v〉, where N is the
set of players in the game, S is the state space, A denotes
the action space, Pr represents the state transition probability,
Cpw is the constraint on proof of work, R : S ×A× S 	→ R

denotes the reward function, and v is the characteristic function
of the coalition. The detailed definitions of coalition games with
CMDP are as follows:
� Player: Consider a coalition game with a set of N agents

of players (e.g., DAG nodes) denoted by N = {1, ..., N}.
Each player’s agent i is associated with an action and a
state.

� State: As the DAG assumes that the offloading state of the
current node en is only related to the state of the previous
node en−1, we design the offloading state based on the PoW
rule between en and en−1. The state se,n−1 in node en−1

consists of two parts, represented as se,n−1 = (�tpw, �
ac
pw),

where �tpw and �acpw are the probabilities abiding by PoW
for training time and accuracy. Ce,n represents the ob-
servation of the evolutionary coalition state, describing a
set of coalition players. We denote the offloading state as
S = {(se,n, Ce,n)|n = 1, 2, ..., hmax + 1}, which consists
of the local offloading states and the evolutionary coalition
states of all nodes participating in the coalition.

� Action: In the MCTO based on the DAG G, the previous
node offloads the task to the next hop node, which then
confirms receipt. For the next hop node en, the offloading
action ae,n determines which previous hop neighbor node
should be selected to receive the offloaded tasks from,
denoted as ae,n = {a0e,n, a1e,n}. Specifically, when the cur-
rent node en takes action a0e,n, it implies that the previous
hop node en−1 is not selected for the offloading. Otherwise,
the node en takes the action a1e,n to select the previous hop
node en−1 as a coalition member to receive its offloaded

tasks. Correspondingly, we denote the joint offloading ac-
tion asA = {ae,n|n = 1, 2, ..., hmax + 1}, which consists
of the local offloading actions of all nodes participating in
the collaborative offloading in MCTO.

� State Transition Probability: The state transition prob-
ability Pr(se,n, Ce,n|se,n−1, Ce,n−1, ae,n−1) is defined
as the probability of tasks offloading from the
previous node en−1 to the current node en, af-
ter taking an action ae,n−1, satisfying the condition∑
se,n,Ce,n∈S Pr(se,n, Ce,n|se,n−1, Ce,n−1, ae,n−1) = 1.

� Constraint: A compliance tolerance for PoW in the offload-
ing transmission k should be within the available range. We
define the compliance tolerance as Cpw, and express it as
Φk ≥ φth, where φth is the probability threshold for the
compliance tolerance of PoW.

� Reward: Once the player agent in the node en takes an of-
floading action under the current offloading state, the agent
will obtain an instant reward for the task, and all agents
will share a common reward re,n. The objective of the
offloading node selection is to minimize the total offloading
latency cost under the constraints of PoW. Therefore, we
define the offloading cost on each transmission as follows

Ce,n = ln [1 + λd(t
sr
k + tqk + tek) + λsΦk] , (6)

where the second component represents the latency as-
sociated with offloading models. The third component
represents the PoW compliance tolerance in the offloading
transmission k. λd and λs are non-negative coefficients
used to control the weight of latency and trust risk. To
minimize offloading costs, the reward function is designed
as follows
re,n = R(se,n, Ce,n, se,n−1, Ce,n−1, ae,n−1) = −Ce,n.

(7)
For the empty coalition Ce,n = Ce,n−1 = ∅,
R(se,n, Ce,n, se,n−1, Ce,n−1, ae,n−1) = 0. This implies
that all nodes leave a coalition based on their individual
rewards.

� Characteristic function: v : 2N → R is a real-valued func-
tion. For any coalition C ⊆ N , v(C) represents the total
reward for the set C of players when they cooperate, and
v(∅) = 0. The characteristic function value of any coalition
Ce,n given the current state and action is expressed as
v(se,n, Ce,n|se,n−1, ae,n−1)

=E

[
hmax∑
i=k

γi−kRi(se,n, Ce,n, se,n−1, Ce,n−1, ae,n−1)|π
]
.

(8)

D. Problem Formulation

In this paper, we focus on facilitating multi-hop cooperative
task offloading to improve computational performance by min-
imizing latency costs while ensuring trust in model training and
sharing among edge nodes. In the CMDP-based coalition game,
each player agent in the DAG G needs to find a cooperative
trust offloading policy that results in a joint action A given any
state S, which maximizes the expected cumulative multi-hop
cooperative node reward. The policy π of player agents in the
DAGG is a mapping from their states to actions. To select trusted
offloading nodes and obtain the available offloading path set
under fake service attacks, our objective is to learn the optimal
policy π∗ by maximizing the expected cumulative multi-hop
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cooperative node discounted reward, expressed as

P1 : max
π

E

[
hmax∑
i=k

γi−krie,n|π
]
, (9a)

s.t. ae,n = {ae,1, ae,2, ..., ae,hmax+1}, (9b){
�tpw|t ∈ [tmin, tmax]

}
, (9c){

�acpw|ac ∈ [acmin, acmax]
}
, (9d)

Φk ≥ φth, (9e)

ae,n ∈ {0, 1}, ∀n ∈ N. (9f)

In (9a), E[·] denotes the expectation over the varying parameters
of the offloading node in the offloading transmission. γ ∈ (0, 1]
represents the discount factor, which indicates the importance of
the future node selection relative to the current node selection.
The constraint (9b) guarantees that the number of nodes selected
to confirm and receive offloading tasks meets the requirement.
The constraints (9c) and (9d) ensure that the training time and
accuracy of the model fall into the confidence interval. The
constraint (9e) ensures that the probability of the compliance
tolerance is greater than the predefined threshold φth. (9f) de-
notes the constraint on the offloading decision variables. The
problem P1 is a mixed-integer nonlinear programming problem
(MINLP) and NP-hard due to its nonlinear objective function in
re,n. The constraint conditions contain mixed integer variables,
making it difficult to obtain the optimal solution for problem
P1.

IV. SOFT-ACTOR-CRITIC COALITION GAME

Based on the above definition of the CMDP coalition game
problem P1, this paper proposes a trusted node selection algo-
rithm for multi-hop task offloading based on the soft-actor-critic
(SAC) coalition game. Unlike traditional RL methods that focus
solely on maximizing cumulative rewards, the SAC method not
only maximizes cumulative rewards but also maximizes policy
entropy, offering advantages such as higher policy sampling
efficiency and greater stability. SAC is applicable to CMDP
with multi-modal rewards (latency and compliance tolerance
for PoW), further enhancing the exploration and stability.

A. Shapley Value Reward for SAC Coalition Game

By interacting with the environment and utilizing deep neural
network (DNN) models as well as the deterministic policy
gradient (DPG), deep reinforcement learning (DRL) algorithms
are capable of discovering an optimal policy and approximating
the value function. However, function approximation errors can
lead to overestimated values and suboptimal policies. To avoid
potential suboptimal policies, SAC explores the stochastic pol-
icy gradient (SPG) and the maximum entropy framework of the
policy to induce a probability distribution over actions for a given
state, encouraging exploration of the action space [15]. However,
SAC is unfair in the division of rewards among player agents
because it does not take into account the contribution of each
player agent to the coalition. In the following, we present using
Shapley value to fairly divide the total reward among all player
agents. It provides an unbiased assignment of values to player
agents to encourage them to participate in trusted cooperation for
model training while countering fake service attack behaviors.
The Shapley value of player agent i is represented as a weighted

mean over all C ⊆ N of the coalition game’s participants N ,
and it can be expressed as follows

ϕ̂i(se,n, Ce,n|se,n−1, ae,n−1)

=
∑

Ce,n∈N

|Ce,n|!(N−|Ce,n| − 1)!

N !
Δv(se,n, Ce,n|se,n−1, ae,n−1),

(10)

where N is the number of player agents in the coalition Ce,n.
Δv(se,n, Ce,n|se,n−1, ae,n−1) represents the marginal contri-
bution of player agent i to the coalition Ce,n, which can be
calculated as

Δv(se,n, Ce,n|se,n−1, ae,n−1)

= v(se,n, Ce,n ∪ {i}|se,n−1, ae,n−1)

− v(se,n, Ce,n|se,n−1, ae,n−1). (11)

Equation (11) is used to determine whether the player agent i can
increase the coalition Ce,n reward when it takes an action ae,n−1

to join the coalition. Because the Shapley value has symmetry
and additivity [29], we further normalize the Shapley value of
each member (player agent) to

ϕi(se,n, Ce,n|se,n−1, ae,n−1)

=
ϕ̂i(se,n, Ce,n|se,n−1, ae,n−1)∑
i∈N ϕ̂i(se,n, Ce,n|se,n−1, ae,n−1)

. (12)

Thus, we can obtain each player agent’s reward on each
offloading transmission. It can be expressed as

r̂e,n = ϕi(se,n, Ce,n|se,n−1, ae,n−1). (13)

B. Proposed Multi-Agent SAC Coalition Game

The traditional RL algorithm only maximizes the expected
sum of rewards. By combining the coalition reward with the
expected entropy of the policy π(se,n−1, Ce,n−1), the SAC coali-
tion game can favor stochastic exploration of state and action
spaces. In other words, at each offloading decision, the player
agent (response node en) will stochastically select a set of of-
floading actions when multiple request nodes’ offloading actions
need to be chosen, ensuring that no trusted node is missed while
strengthening learning robustness. Thus, in the SAC coalition
game, we consider a general maximum entropy objective to
find an optimal policy π∗ that maximizes both the coalition
reward and entropy. For convenience of representation, we let
Se,n−1 = (se,n−1, Ce,n−1). The optimal policy is expressed as

π∗ = argmax
π

E

[
hmax∑
n=2

r̂e,n−1 + αH (π(·|Se,n−1))

]

= argmax
π

E

[
hmax∑
n=2

r̂e,n−1 − α (log π (ae,n−1|Se,n−1))

]
,

(14)

whereα is the temperature parameter that can control the weight
of entropy relative to the coalition reward. π(·|Se,n−1) is the
action distribution that measures the probability of taking any ac-
tion under policy π in state Se,n−1. The entropy H(π(·|Se,n−1))
indicates the uncertainty of the action distribution of pol-
icy π in state Se,n−1 and is defined as H(π(·|Se,n−1)) =
− log(π(ae,n−1|Se,n−1)). The soft policy iteration converges to
the maximum coalition reward and entropy policy π∗ in (14).
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Correspondingly, the cumulative entropy-integrated reward is
called the soft reward, which is expressed as

rsoft = r̂e,n−1 + γαE [H (π(·|Se,n))] . (15)

For policy π, the Q-value is computed iteratively by repeat-
edly applying the Bellman backup equation. Its Q-function is
expressed as

Q(Se,n−1, ae,n−1) = r̂e,n−1 + γE [Q(Se,n, ae,n)] . (16)

Furthermore, by replacing r̂e,n−1 in (16) with rsoft in (15),
and using H(π(·|Se,n)) = − log(π(ae,n|Se,n)) according to
(14), the soft Q-function can be written as

Qsoft(Se,n−1, ae,n−1)

= r̂e,n−1 + γE [Qsoft(Se,n, ae,n)]

+ γαE [H (π(·|Se,n))]
= r̂e,n−1 + γE [Qsoft(Se,n, ae,n)

− α log (π(ae,n|Se,n))] . (17)

Therefore, according to (17), we can derive that the Q-
function with the bounded augmented-entropy will converge to
the soft Q-value of the offloading policy π ∈ Π. To maximize
the coalition reward and the entropy of the offloading policy,
it is necessary not only to iteratively evaluate the policy but
also to ensure that the selected policy leads to an increase in
the reward. The improved offloading policy ensures that a new
offloading policy πnew has a higher reward than the current
offloading policy πold under a fake service attack. Since both
the offloading policy π and the exponential of the Q-function
are probability distributions, we can use Kullback-Leibler (KL)
divergence to update the offloading policy towards the expo-
nential of the soft Q-function. Given the state Se,n−1, in each
policy improvement step, the offloading policy can be updated
according to

πnew=argmin
π∈Π

DKL

(
π(·|Se,n−1)

∥∥∥∥exp (Qπold(Se,n−1, ·))
Zπold(Se,n−1)

)
,

(18)
where DKL(·‖·) denotes the KL divergence that projects the
improved policy into the desired set of offloading policies by
using the information projection, Zπold(Se,n−1) is utilized to
normalize the exponential of the Q-function as a probability
distribution. According to (18), the goal of the soft policy
evaluation and improvement is to find a new offloading pol-
icy in the set of policies such that Qπnew(Se,n−1, ae,n−1) >
Qπold(Se,n−1, ae,n−1) holds for all (Se,n−1, ae,n−1) ∈ S ×A
while minimizing the KL divergence.

The multi-hop task offloading with continuous multiple node
selection and cooperation needs to approximate the soft offload-
ing policy under a fake service attack. To avoid overestimating
the Q-value, we use DNNs as function approximators for the
soft Q-function Q(Se,n−1, ae,n−1) and the offloading policy
π(ae,n−1|Se,n−1). The DNN parameters θ of the soft Q-function
can be trained to minimize the soft Bellman residual

JQ(θ) =

[
1

2

(
Qθ(Se,n−1, ae,n−1)− Q̂(Se,n−1, ae,n−1)

)2
]
,

(19)
where

Q̂(Se,n−1, ae,n−1) = r̂e,n−1 + γE [V (Se,n)] , (20)

and

V (Se,n) = E [Q(Se,n, ae,n)− α log π(ae,n|Se,n)] . (21)

Here, Q̂(Se,n−1, ae,n−1) is the target soft Q-function with
parameters θ̄, which can be obtained by calculating the expo-
nentially moving average of the soft Q-function weights. The
soft Q-function can be optimized by the stochastic gradient

∇̂JQ(θ) = ∇Qθ(Se,n−1, ae,n−1) (Qθ(Se,n−1, ae,n−1)

− (r̂e,n−1 + γ(Qθ̄(Se,n, ae,n)− α log πψ(ae,n|Se,n)))) ,
(22)

Given two distributions π1, π2, the expected KL divergence be-
tween them is expressed as DKL(π1||π2) = E[log π1

π2
]. Param-

eters ψ of the offloading policy can be updated by minimizing
the expected KL divergence in (18):

Jπ(ψ) = E

⎡
⎣log πψ(·|Se,n−1)(

exp(Qθ(Se,n−1,·))
Zθ(Se,n−1)

)
⎤
⎦ . (23)

If we immediately apply the likelihood ratio gradient to (23)
to sample policy gradients, the variance of the probability dis-
tribution of the offloading policy π will increase. In particular,
because the output of the policy network is a Gaussian distri-
bution, to reduce this variance, a random variable ξ following
a Gaussian distribution with zero mean and unit variance is
used to reparameterize the action as ae,n−1 = âψ(Se,n−1, ξ) =
tanh(μψ + ξσψ), where μψ is the mean and σψ denotes the
standard deviation. âψ(Se,n−1, ξ) represents a sample from the
probability distribution of the player agent’s action. The tanh(·)
function compresses the action space into the [-1,1] range.
Additionally,Z(·) in (23) can be ignored since it is not related to
the parameters ψ. According to the definition of KL divergence,
Jπ(ψ) in (23) is changed to
Jπ(ψ) = E [log πψ (âψ(Se,n−1, ξ)|Se,n−1)

−Qθ (Se,n−1, âψ(Se,n−1, ξ))] . (24)
The offloading policy in (24) can be optimized using stochas-

tic gradient

∇̂Jπ(ψ) = ∇ψ log πψ(ae,n−1|Se,n−1)

+
(∇ae,n−1

log πψ(ae,n−1|Se,n−1)

−∇ae,n−1
Q(Se,n−1, ae,n−1)

)∇ψâψ(Se,n−1, ξ).
(25)

In (14), the parameter α affects the trade-off between the
coalition reward and entropy. If its value is fixed, the training
process may become unstable in some states. Therefore, we need
to automatically adjust α to maximize the expected cumulative
reward while ensuring a higher entropy to accelerate learning
with more exploration under uncertain states. The entropy of
the current policy must satisfy a minimum expected entropy
constraint, that is: H(π(·|Se,n−1)) ≥ Hmin, where Hmin repre-
sents the predetermined minimum expected entropy. We apply
canonical primal-dual optimization to iteratively update the
parameter α as follows

α = α− λE [(Hmin −H (π(·|Se,n−1)))]
+ , (26)

where λ is the learning rate and [x]+ = max{0, x}.

C. SAC Coalition Game Algorithm for MCTO

In this section, we propose a distributed SAC coalition game
algorithm to select multi-hop task offloading nodes in DEC
computing. As shown in Fig. 4, each edge node en in the DAG
acts as a player agent that observes the state of the preceding
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Fig. 4. The architecture of the SAC coalition game.

hop node en−1 and takes actions to confirm requests and offload
models from node en−1 to the current node en. The offloading
actions and states are stored in the replay buffer of each edge
node without being uploaded to the cloud node. The cloud node
collects and computes the reward re,n for the player agents and
uses the Shapley value to allocate rewards r̂e,n to the player
agents in the coalition.

1) Soft Actor-Critic Architecture for MCTO: As each player
agent incurs offloading requests to maximize its reward, the
current node selects previous-hop nodes to join the coalition
and form a cooperative team for model training. Each player
agent chooses an action to receive trusted offloaded tasks to
combat fake service attacks while minimizing model training
latency. As illustrated in Fig. 4, the player agent comprises
two primary critic networks, two target critic networks, and an
actor network. The actor network is responsible for learning
the policy πψ(ae,n−1|Se,n−1) based on the stochastic gradi-
ent ∇̂Jπ(ψ) and outputs the means and standard deviations
to determine the action based on the input state Se,n−1. By
executing this action to interact with the MCTO environment,
the player agent obtains the reward and the next state Se,n, then
stores (Se,n−1, ae,n−1, r̂e,n−1, Se,n) in the replay buffer Z as
experience.

To overcome the problem of overestimation and improve
the offloading policy, two critic networks are used to evalu-
ate the actions generated by the actor network based on the
soft Q-function. The primary critic network is responsible for
estimating Qθ(Se,n−1, ae,n−1), while the target critic network,
parameterized by θ̄, outputs a target Q-value based on the input
action and state to update Qθ(Se,n−1, ae,n−1).

2) Algorithm Detail for MCTO: The details of the SAC coali-
tion game for MCTO are shown in Algorithm 1. It includes the
model training process and the offloading execution process.
Steps 5-11 perform the model training process; at each hop
transmission, the player agent needs to observe the state of the

Algorithm 1: SAC Coalition Game for MCTO.

request nodes and take an offloading action. The cloud node
allocates rewards to the player agents after they execute actions,
and the player agents store these experiences in the replay buffer.
Furthermore, steps 12-19 optimize the actor network param-
eters ψ and the two critic network parameters θi, θ̄i, i = 1, 2
by performing mini-batch stochastic gradient descent iterations
with learning rates to approximate the expectations Jπ(ψ) and
JQ(θi). The target critic networks are updated according to
parameters θ̄i. κ ∈ (0, 1) is the soft update coefficient for the
target critic networks, which is kept small to ensure that the target
critic networks update slowly to output accurate values. Steps
20-25 conduct the offloading execution process, during which
the player agent takes an action to confirm the offloading and
receives a model to train from the request nodes. These request
nodes, confirmed by the player agent, are selected as trusted
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Fig. 5. The simulation scenario and the node deployment diagram.

cooperative nodes for training the model in the next round.
The cooperative coalition members are updated by merging the
selected nodes after they are determined by the offloading action.

D. Coalition Stability Analysis

We define the initial andh-hop iteration coalition structures as
C(0) and C(h), respectively. Each player participating in the SAC
coalition game is rational and aims to obtain its maximum total
reward. A trusted SAC coalition C(∗) is an h-hop stable MCTO
coalition if the following condition is met: for each en ∈ V , there
does not exist any MCTO coalition C such that v(C) > v(C(∗))
and h < hmax. Therefore, the initial coalition structure C(0)

reaches the stability at C(∗) after the h-hop iterations, where
no player has an incentive to take further action to select nodes.
The h-hop stable MCTO coalition structure represents a Nash
equilibrium. In the process of the MCTO coalition resisting
fake service attacks, each game player uses SAC to obtain the
optimal node selection strategy, thereby improving the reward of
the MCTO coalition and accelerating convergence to an h-hop
stable solution.

E. Complexity Analysis

Algorithm 1 includes five DNNs to approximate an actor
network, two primary critic networks, and two target critic
networks. Thus, the computational complexity is O(5âΥb̂�),
where â denotes the number of layers, Υ represents the number
of neurons in each layer, b̂ is the number of iteration rounds, and
� represents the mini-batch size. Because each player agent
needs to upload rewards to the cloud node and receive rewards
from the cloud node at each training round, the communication
overhead of Algorithm 1 is O(b̂

∑
ei∈E 2ω), where ω represents

the data size. For Algorithm 1, the state and action spaces are
stored in memory for each player agent to train networks or
select actions, and the space complexity is O(|S| · |A|), where
|S| and |A| denote the size of the state space and the action space,
respectively.

V. PERFORMANCE EVALUATION AND ANALYSIS

In this section, we conduct simulations to evaluate the per-
formance of the proposed node selection scheme for MCTO
against fake service attacks. Simulation experiments consider a
multi-hop offloading scenario and a node deployment diagram as
shown in Fig. 5, where edge nodes and cloud nodes are randomly

TABLE III
SIMULATION HYPERPARAMETERS IN OUR ALGORITHMS

distributed within a 300m×300 m region with 90 edge nodes
and 10 cloud nodes. For the offloading task, model sizes for the
training task are distributed in the range [413, 2090] KB. The
number of CPU cycles per byte for the training task is set to
0.8 cycles/byte. The computation capacity for each edge node is
set to 2.41 GHz. For the wireless transmission of the offloading
task, we set the offloading power for each edge node to 0.58 W
and its channel bandwidth to 6 MHz. We set the noise power for
the offloading environment to −70 dBm and the channel gain to
1.5 dB. We implement the proposed algorithm using PyTorch,
which is based on Python 3.7, on a computer with an Intel 4-Core
i5-7200U processor and 32 GB RAM.

A. Results Analysis

To evaluate the performance of our proposed algorithm, we
consider four peer cooperative offloading policies: (1) Deep De-
terministic Policy Gradient (DDPG) [25]: This method consists
of an actor and a critic. The actor network outputs a deterministic
action based on the state of the current nodes, while the critic
network evaluates the value using the Q-function. DDPG utilizes
a deterministic policy but is not suitable for environments under
attack. (2) Intelligent Path Selection without considering PoW
(IPS) [26]: It uses the Q-learning algorithm to select a path and
update the Q-value at each time step. This scheme does not
apply the stochastic policy gradient or reward allocation based
on Shapley values to optimize the action space of the player
agent. (3) Real-time Task Allocation Strategy (RTTAS) [27]:
This scheme divides subtasks and allocates them among mobile
edge computing servers, optimizing the trade-off between time
delay and energy consumption, without considering fake service
attacks on edge nodes. (4) Random Node Selection (RNS): This
is a random node selection scheme for multi-hop cooperative
task offloading in DEC.

We deploy the actor and critic on each player agent, which
encompasses an input layer, an output layer, and a hidden
layer. The hidden layer is set to 180 neurons. The simulation
parameters and scenarios are derived from the literature [30],
[31]. We set other hyperparameters in our model as shown in
Table III.

Attackers utilize fake service attacks to achieve sophisticated
attacks. The target region in Fig. 5 is divided into eight subareas.
The player agents in these subareas use our proposed algorithm
to form eight coalitions based on assigned rewards computed
by Shapley values. Fig. 6 shows the average observed reward
using Shapley values for different coalitions, which is lower than
the average allocated reward using Shapley values for different
coalitions in Fig. 7. We can see that the average rewards allocated
in coalitions 2 and 3 are greater than those in other coalitions.
This indicates that coalitions 2 and 3 are the optimal coalitions
for providing reconfiguration paths for multi-hop cooperative
task offloading in DAG.
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Fig. 6. Average observed reward using Shapley values for different coalitions.

Fig. 7. Average allocated reward using Shapley values for different coalitions.

Fig. 8. Actor’s average loss with varying learning steps.

To verify the learning performance of our proposed algorithm,
we plot the training loss for the actor agent in Fig. 8. The average
training loss of the actor agent decreases rapidly and reaches the
lowest steady point as the learning step increases. Besides, we
can see that when the learning step is 100, the average training
loss of the critic agent also decreases and reaches a steady state
(Fig. 9). This is because the actor and critic agents at each node

Fig. 9. Critic’s average loss with different learning steps.

Fig. 10. Convergence of the proposed algorithm with different learning rates.

observe more local states and receive more rewards, allowing
them to learn an optimal offloading action at each iteration step.

We evaluate the impact of the learning rate on our proposed
algorithm in Fig. 10, where the cumulative reward under our
proposed algorithm is shown with different actor network learn-
ing rates a_lr, different critic network learning rates c_lr, and
different temperature parameters α. We can see that the training
process eventually converges, although the learning rate has
an impact on the algorithm’s convergence speed. It is clearly
observed that the convergence speed increases as the learning
rate increases. Specifically, when a_lr = 0.005, c_lr = 0.05,
and α = 0.03, the convergence speed is faster compared to
other learning rates. Therefore, setting a suitable learning rate is
crucial for adjusting the weights of the actor and critic networks
according to the gradient of the loss.

Fig. 11 shows the impact of the number of nodes under fake
service attacks on the average multi-hop offloading latency.
As expected, the DDPG-based offloading method has a higher
average multi-hop offloading latency compared to our proposed
algorithm. Furthermore, as the number of nodes increases, RT-
TAS and RNS exhibit faster upward spikes in latency compared

Authorized licensed use limited to: SUNY AT STONY BROOK. Downloaded on January 09,2026 at 08:07:25 UTC from IEEE Xplore.  Restrictions apply. 



LIU et al.: TRUSTWORTHY MULTI-HOP COOPERATIVE TASK OFFLOADING IN DEVICE-EDGE-CLOUD COMPUTING 4315

Fig. 11. Multi-hop offloading latency of five schemes with different numbers
of nodes.

Fig. 12. Trust tolerance rate of offloading and training model with different
the number of nodes.

to the DDPG-based offloading scheme, reaching approximately
2.2 seconds when the number of nodes is 98. In contrast, our
proposed algorithm maintains an average multi-hop offloading
latency of about 1 second. We also observe that when the number
of nodes is less than 20, the average multi-hop offloading latency
of DDPG and IPS is greater than that of the other three methods.
This is because DDPG and IPS can select fewer nodes to offload
tasks under attack, but their average multi-hop offloading latency
is still lower than that of RTTAS and RNS when the number of
nodes reaches 50. This phenomenon implies that the number of
nodes significantly affects the average multi-hop offloading la-
tency. RTTAS and RNS generate suboptimal offloading policies
under fake service attacks. Additionally, our proposed algorithm
achieves the lowest average multi-hop offloading latency under
these attacks.

In Fig. 12, the trust tolerance rate of offloading and training
models versus the number of nodes is illustrated. The trust
tolerance rate decreases with an increase in the number of
nodes under fake service attacks. When the number of nodes
is small, all methods are shown to be ineffective in increasing
the trust tolerance rate. Conversely, when the number of nodes
exceeds 70, our proposed algorithm demonstrates significant

Fig. 13. Offloaded task completion with different numbers of attacked nodes.

effectiveness in enhancing the trust tolerance rate compared to
the reference scheme, which does not perform intelligent node
confirmations or path reconfiguration for offloading and training
models. As a result, when the number of nodes reaches 100, the
trust tolerance rates of DDPG, IPS, RTTAS, and RNS are 60%,
90%, 98%, and 92% lower than that achieved by our proposed
algorithm.

Fig. 13 shows the impact of the number of attacked nodes
on the offloaded task completion rate for different offloading
approaches, where the number of attacked nodes is associated
with the node selection for the offloading path in DAG. When we
set the proportion of attacked nodes to 40%, the offloaded task
completion rate of our proposed algorithm is the highest and is
1.5x, 1x, 4x, and 2.33x higher than that of DDPG, IPS, RTTAS,
and RNS, respectively. DDPG is applied in a centralized manner
and has low protection ability against attacks on offloading
paths. The IPS method cannot ensure cooperative nodes fol-
low PoW for offloading tasks. RTTAS considers the offloading
performance of unattacked nodes. RNS may select fake service
nodes as collaborators, thus decreasing the completion rate for
offloading tasks and training models. Therefore, as the number
of attacked nodes increases, the offloaded task completion rate
of our proposed algorithm remains higher compared to the above
methods.

Fig. 14 shows the efficiency of resource utilization compared
to task offloading schemes. We can see that our proposed algo-
rithm achieves higher resource utilization than other methods.
Our proposed algorithm saves communication resources by
uploading rewards to the cloud node without transmitting local
states, which not only eliminates the impact of fake service
attacks on edge nodes but also improves the performance of the
DAG network. Other methods have lower resource utilization
efficiency compared to our proposed algorithm, as DDPG, IPS,
and RTTAS do not focus on optimizing resource utilization. The
RNS method has the lowest efficiency because it randomly se-
lects nodes for task offloading, leading to significant redundancy
in offloading tasks.

B. Discussion

1) Fairness and Efficiency of PoW: In edge computing en-
vironments, the computational capabilities of different edge
nodes exhibit significant variation. To ensure both efficiency and
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Fig. 14. Efficiency of resource utilization with different numbers of nodes.

fairness in training tasks, it is essential to adjust the difficulty of
workload proof using dynamic strategies. This study employs an
edge node selection strategy that prioritizes nodes with higher
computational power for participation in training tasks. Partic-
ipation eligibility is dynamically adjusted based on real-time
workload performance metrics (e.g., training duration and model
accuracy) to prevent underperforming nodes from compromis-
ing the overall system efficiency. In addition, through multiple
rounds of training, weaker nodes are permitted to increase the
number of local training iterations in order to compensate for
limited computational resources and prevent failure caused by
time-outs.

2) Adjustment of Flexible SAC Coalition: Multi-hop cooper-
ative task offloading based on DEC constitutes a chained service
architecture. This study draws on the fundamental principle from
public blockchain systems that the proportion of malicious nodes
must remain strictly below 50%. In simulation settings, this
threshold is typically configured within the range of 30% to
45% to evaluate network resilience. When the proportion of
fake nodes exceeds the threshold set in this paper, the SAC
coalition formation mechanism and the dynamic adjustment of
the compliance tolerance threshold for PoW are used to enable
2/3 of the high-computing-power nodes to form a service chain
coalition to participate in the training tasks.

3) Flexible DAG Task Processing: When a new task arrives,
the current node verifies the submitted model through PoW.
After verification, the new node is merged into the existing DAG
through the SAC coalition formation algorithm, and the training
task execution sequence is dynamically adjusted. The PoW of the
edge nodes is continuously monitored. If the probability of the
compliance tolerance of PoW exceeds the threshold, it is marked
as unavailable, and the coalition members are dynamically ad-
justed, and removed from the sequence. After each successful
completion of a trusted model training task by an edge node, the
node is merged into the SAC coalition in real-time.

4) Deployment Limitations and Scalability of MCTO: In
large-scale deployment scenarios, the increase in the number
of nodes in multi-hop paths leads to exponential growth in
communication hops, intensifies the strategy conflict problem
in distributed reinforcement learning, and causes a sharp in-
crease in the complexity of solving Nash equilibrium due to
the independent decision-making of multiple agents. The model
convergence time extends linearly with the increase in the

number of nodes. For system scalability, response delays
from cross-domain collaboration and heterogeneous resource
scheduling require urgent optimization.

VI. CONCLUSION

In this paper, we propose an intelligent coalition game scheme
to defend against fake service attacks for MCTO in device-edge-
cloud computing. We consider two multi-hop task offloading
approaches based on the DAG G and PoW technologies. The
objective of this scheme is to minimize the time and costs
of distributed model training under attack. To defend against
fake service attacks from nodes inside MCTO, we formulate
the node selection process for trusted cooperative training as a
CMDP-based coalition game model. To allow the node selection
decision to be made through multiple agents, we present a soft-
actor-critic coalition game method with Shapley value reward
allocation. This approach encourages player agents to participate
in trusted cooperation while forming an effective cooperative
coalition. Finally, the simulation results show that our proposed
algorithm outperforms other approaches for MCTO under the
constraints of cooperative time costs and internal attacks.
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