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Abstract—As a promising architectural design for future Internet, Named Data Networking (NDN) relies on data names, instead of

destination IP addresses, to deliver data. NDN supports data authenticity and integrity by making public key signatures mandatory on

data content and data names. This handles the primary security concern in NDN, but is still vulnerable to new DDoS attacks, including

Cache Pollution attacks and Interest Flooding attacks, which degrade NDN transmission significantly, by violating the crucial

components of NDN routers. To defend against DDoS attacks in NDN, the most effective way is to persistently detect the malicious

traffic and then throttle them. Except for the usual concern of the accuracy and efficiency in attack detection, since these attacks

themselves have already imposed a huge burden on victims, to avoid exhausting the remaining resources on the victims for detection

purpose, a lightweight detection solution is highly desired. We study DDoS attacks and propose a persistent detection solution based

on an observed malicious traffic pattern, which leverages a novel sketch to monitor the malicious traffic in a timely and lightweight way.

Additionally, our analysis and experiments demonstrate that, with fixed low resource consumption, the proposed solution can

persistently detect DDoS attacks in NDN.

Index Terms—DDoS attacks, persistent attack detection, named date networking, malicious traffic pattern, lightweight, advanced FM sketch

Ç

1 INTRODUCTION

DURING the past several decades, Internet has evolved
from a simple network for point-to-point communica-

tions to a sophisticated global system that supports commu-
nication needs of all types of services, including data
delivery for information-intensive business, new AI applica-
tions, and getting everything connected to enable Intelligent
Internet of Things [1]. Existing Internet architecture relies
on IP address to guide packet transmissions. However, orig-
inally designed to suit the need of connection driven end-to-
end communications, this transmission infrastructure is
inefficient in supporting data oriented applications. As a
promising architectural design for the future Internet, NDN
[2], [3] applies hierarchical name-based data transmission to
bridge the gap between the current Internet architecture
and the new information-intensive applications. It leverages
in-network caching and multi-path communications to
implement efficient hierarchical name-based data retrieval.

In recent years, distributed denial of service (DDoS)
attacks have become more common and notorious in

Internet. NDN provides a built-in resilience to conventional
DDoS attacks. In NDN, to retrieve data, a user needs to
send a request (Interest) packet to the data provider, where
the Interest packet shares the same hierarchical name with
the requested data. After receiving the Interest, a router
searches its Forwarding Information Base (FIB) to longest
match the name contained in the Interest to find the egress
interfaces, through which it can forward the Interests to the
down-stream routers. The name and egress interfaces will
be stored in the Pending Interest Table (PIT) of this router.
The requested data , once found, can be sent back along the
reverse path of the Interest packet, and all routers on the
path will cache this data to speed up the responses to the
subsequent requests on the same data. In this data request-
ing process, routers on the path aggregate Interest packets
requesting for the same data into a PIT entry, and discard
the duplicated Interests. Although sending excessive data
requests is the most convenient and popular way to mount
a conventional DDoS attack in Internet, this aggregation
process prevents the sending of a large number of Interest
packets to request the same data to deplete the network
resources. Thus, conventional DDoS attacks by sending a
huge number of duplicated packets can be mitigated in
NDN [3]. Unfortunately, NDN is still vulnerable to some
new DDoS attacks [4], [5] that maliciously exploit its hierar-
chical name-based transmission.

More specifically, the two key enablers of highly efficient
Data transmission in NDN, Pending Interest Table (PIT)
and Content Store (CS), have been proven vulnerable to two
respective types of DDoS attacks, i.e., Interest Flooding
Attack (IFA) [4] and Cache Pollution Attack (CPA) [6].
Upon the attacks, the PIT or CS on the targeted NDN router
could be overwhelmed and thus the corresponding router
fails to forward the subsequent Interest packets or satisfy
the received Interests with the data cached in the local cache
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(CS). Motivated by the importance of addressing security in
the early stages of a new Internet architecture, we focus on
persistently detecting DDoS attacks over NDN, including
both Interest Flooding attack and Cache Pollution attack.

To defend against DDoS attacks in NDN, countermeas-
ures are proposed in literature. For Interest Flooding
attacks, Token Bucket [7] and Resource Allocation [8]
attempt to proactively balance the PIT usage for interests
received by different Interfaces. To ensure the PIT space is
available, a predefined PIT usage threshold is introduced [9]
to trigger dummy content packet response and release the
occupied PIT space. However, lacking of effective attack
detection, all interests over the limits will be throttled by
these coarse-grained mechanisms. Similarly, the first proac-
tive countermeasure against CPA attacks in NDN [6] com-
promises the regular cache usage. To throttle the attack
traffic more accurately, multiple approaches are proposed
to detect CPA or IFA attacks [10], [11], [12]. In [13], the
diversity of the Interest traversing paths within an ISP’s
point-of-presence network is exploited to mitigate the threat
of the thwarting pollution attacks. However, these DDoS
countermeasures suffer from the high complexity when
monitoring different data flows continuously. Built on
heavyweight primitives like artificial neural network,
approaches in [11], [14], [15], [16], [17] are too complex to
run persistently in a realistic NDN router. The long-term
excessive consumption of the router resources will cripple
the regular data transmission through the router.

In [18], we perform a preliminary study on the CPA
detection. In detail, we analyze the malicious traffic pattern
of CPA attacks, and propose a light-weight sketch to moni-
tor the malicious traffic pattern based on each individual
name prefix. However, since the name prefixes of the
requested data vary and have a large number, allocating a
sketch for every name prefix will still consume a consider-
ably amount of resources. A practical attack detection solu-
tion should be lightweight to reduce the resources needed
for running the detection from the victim, which is already
overburdened by the attack. Meanwhile, to maintain a high
detection performance, the patterns of attack traffic should
be correctly and timely identified, that the attack traffic can
be accurately throttled without blocking any regular data
transmissions. To achieve a persistent detection for all types
of DDoS attacks in NDN, we propose to address various
challenges for DDoS atttack detection in this paper.

Challenges. In summary, to persistently detect DDoS
attacks at high accuracy in NDN, we face multiple cha-
llenges:

1) The compromised network nodes may mimic regu-
lar packets, thus the malicious packets are indistin-
guishable from regular ones. To identify attacks, we
need to analyze these attacks to provide a rational
guarantee for attack detection.

2) The compromised network nodes usually send a
considerable number of malicious Interest packets in
a short period to deplete Pending Interest Tables or
Content Stores. It is a challenge to timely identify the
attack traffic before the victim is overwhelmed.

3) To timely discover an attack, monitoring all types of
data flows continuously for identifying malicious

traffic will lay a huge burden on routers. The chal-
lenge is to alleviate this burden without degrading
the detection accuracy.

To conquer the above challenges, we first perform a pre-
liminary studies on the impact of DDoS attacks in NDN. We
observe that, in order to overwhelm a victim node, an
adversary needs to forge a large number of malicious Inter-
est packets that possess a common name prefix, so that
these packets can converge at the same network node by fol-
lowing the forwarding principle of longest name prefix
match in NDN. To reduce the resource consumption in
attack detection, we propose to exploit a novel lightweight
and efficient sketch to persistently monitor all types of data
flows. The analysis and experiments demonstrate that our
approach can largely reduce the traffic monitoring cost
while timely and accurately discovering all the aforemen-
tioned DDoS attacks.

Contributions. The primary contributions are summarized
as follows.

1) We study attacks in NDN and discover an important
traffic pattern, based on which we design an solution
that can work across-the-board to detect all the major
types of DDoS attacks.

2) We propose a lightweight and efficient Flajolet-Mar-
tin sketch, LiEffi-FM sketch, that can continuously
monitor the pattern of malicious traffics with very
low resource consumption.

3) We design a persistent DDoS detection scheme to
timely detect DDoS attacks in NDN with high accu-
racy and low resource consumption.

4) We analyze the overhead and security of the pro-
posed detection solution, and evaluate its perfor-
mance in a real-world NDN test-bed network [19].

In Section 2, we provide thorough background knowl-
edge on NDN and introduce the primitives we use in our
design. We study DDoS attacks in NDN and then present
our threat model in Section 3. Following the guidelines pro-
posed in Section 4, we design a light-weight and efficient
FM sketch to support continue Interest traffic monitoring in
Section 5, and propose the whole attack detection solution
to detect all types of DDoS attacks in Section 6. We analyze
its overhead and security in Section 7, and evaluate the per-
formance of our design in Section 8. Finally, we outline the
related work in Section 9 and conclude in Section 10.

2 PRELIMINARY

2.1 NDN Overview

Unlike IP-based architecture, Named Data Networking
(NDN) uses hierarchically structured names rather than IP
addresses to guide packet routing and forwarding. The hier-
archical structure of IP addresses enables the aggregation
which is essential in scaling today’s routing system. Simi-
larly, the hierarchical structure of data names used in NDN
facilitates the merge of data requests Interests with the same
prefix. Data providers announce the name prefixes that
cover the data they are willing to serve. These announce-
ments are propagated through the network via a routing
protocol, such as OSPF and BGP. Ultimately, according to
the same name prefix of Interest packets longest matched
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by FIBs, NDN routers forward these Interests to the same
data providers.

An NDN user (data consumer) retrieves name-based
content (data) by three steps: (1) To request name-based
data, a consumer (user) first sends an Interest (data request
packet) identified by the name of the requested data. (2)
After receiving the packet, a router records this Interest and
its ingress interface into its Pending Interest Table (PIT).
Duplicate Interests are aggregated to one entry by append-
ing the ingress interface list. If the requested data has been
cached in its Content Store (CS), the router will respond the
Interest with the cached copy. Otherwise, it will search its
Forwarding Information Base (FIB) to longest match this
interest’s name and find the egress interfaces to forward
this Interest to the next routers. If this Interest can not be sat-
isfied by the routers along its transmission path, it will reach
the corresponding data provider (data producer). (3) When
the data packet is sent back, the router finds the correspond-
ing PIT entry and forwards the data packet to all the ingress
interfaces listed. In addition, the router removes the corre-
sponding PIT entry, and caches the data in its CS.

2.2 Flajolet-Martin (FM) Sketch and its Alternatives

In order to estimate the number of distinct items in a large set,
many approaches for the heavy-hitter problem have been
extensively studied. Among them, counter-based approaches
maintain a bounded-size cache, and leverage some efficient
algorithms, such as MG algorithm [20], to count the number
of distinct items in the set. However, each monitored item
needs its own counter, and these counters need to be updated
whenever a new item is inserted [21]. Considering the over-
head for monitoring items and updating the corresponding
counters, they can only be used in a small portion of the
counting applications [22]. To achieve a light-weight solu-
tion, probabilistic sketch-based approaches [23], [24], [25],
[26], [27], [28] are proposed. At a small cost of counting accu-
racy, this type of approaches outperforms the existing
counter-based approaches in terms of counting overhead
and efficiency. Among them, FM sketch and its alterna-
tives [23], [27], [27], [28] outperform the other existing
schemes in terms of computational and spacial overhead and
counting efficiency. It applies a group of functions H1;
H2; . . . ;Hk to hash all items, and constructs k corresponding
bitmapsA1; A2 . . . ; Ak to track the hashing results. The length

of each bit map is equal to the number of bits of a hash value.
The basic procedures to estimate the distinct number of items
that arrive sequentially are shown as an example in Fig. 1 and
introduced as follows:

1) When receiving the first item S1, H1; H2; . . . ; Hk are
applied to hash this item to obtain k hash values.

2) As the feature used to represent each distinct item,
the position of the leftmost “1” bit of the hash value
of each Hi is inserted into bitmap Ai. In Fig. 1, the
position of the leftmost “1” bit of the hash value
fromH1 is 2, so the second bit of A1 is set to “1”. Sim-
ilarly, the left most “1” of the hash value fromH2 is 6
and the sixth bit of A2 is set to 1. This process contin-
ues until the leftmost ”1” bits of all hash values for
Item S1 are aggregated into the corresponding bit-
maps so the features of S1 are added into the FM
sketch.

3) For the next item S2, the FM sketch repeats the above
operations to insert the leftmost ‘1” bits of all k hash
values for S2 into A1; A2 . . . ; Ak. This process contin-
ues when a new item arrives, and the bitmaps can
record the features of all received items compactly.

By tracking the leftmost ”1” bit of the hash values, the
bitmaps can capture the probabilistic features of the rec-
eived items. It is not difficult to see that the leftmost bit of
each bitmap has the highest chance of being filled with ”1”
(50% for the hashing of each item). The second bit from the
left has the second chance of being set to “1”, and its proba-
bility is under the condition that the first bit of the hash
value is a ”0”. The chance of each next bit to be set to ”1” bit
reduces. In addition, the chance for each bit of a bitmap to
be filled with ”1” increases as the number of distinct items
increases. Thus to estimate the number of distinct items, we
can track the length of the sequence of ”1” from the left of
the bitmap. To determine this length, FM sketch searches
for the leftmost “0” bit in each bitmap. To reduce the error
rate of estimation, it estimates the result by finding the arith-
metic mean of the indices of the leftmost “0” bits of all
bitmaps [23].

The number of hash functions and corresponding bit-
maps used in an FM sketch have impact on the final estima-
tion accuracy. It generally requires at least hundreds of
hash functions and bitmaps to guarantee the accuracy [23].
As the most effective and latest version of FM sketch,

Fig. 1. Basic FM sketch.
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Hyperloglog FM sketch [27] reduces the number of hash
operations to one by leveraging the categorized hash-value
counting. It forms a group of bitmaps to record the probabi-
listic features of different groups of hash values. For each
hash value, it uses the left several bits as a group index. For
the counting purpose, its tracks the leftmost “1” bit of the
remaining substring.

Both FM sketch and Hyperloglog FM sketch neglect most
probabilistic features captured in a generated hash value,
but only consider the leftmost ”1” bit of a hash value or the
leftmost ”1” of the hash bits excluding the part for group
index. Although Hyperloglog FM sketch reduces the num-
ber of hash operations on each item to one, it needs to collect
more items to capture sufficient probabilistic features to
estimate a stable counting result, which will result in a long
estimation delay.

To timely identify the attack traffic before

2.3 Monte Carlo Hypothesis Test

To learn the criteria for attack identification in an efficient
and lightweight way, we study state of the art learning tech-
nologies, and choose a re-sampling-based hypothesis test,
Monte Carlo hypothesis test, to achieve lightweight yet
timely criteria learning. Monte Carlo hypothesis test con-
structs several repeated tests and achieves an estimation on
the underlying distribution according to the test results. To
provide sufficient samples for all the repeated tests, each
Monte Carlo hypothesis test re-uses the latest set of samples
by randomly re-sampling the set without replacement.
Compared to a conventional hypothesis test, Monte Carlo
hypothesis test needs fewer samples to obtain an estimation
on the underlying distribution. A Monte Carlo hypothesis
test follows four steps: (1) Performing the initial sampling
with S samples taken from the data of interest and obtain-
ing a sampling set; (2) For the re-sampling, randomly select-
ing a value from the sampling set as a new sample, putting
it back to the sampling set so that it has a chance of being
drawn again, and continuing this process until totally S
new samples are obtained to form a re-sampling set; (3)
Computing a statistic estimation for the S members of each
re-sampling set [29] and displaying the estimation results
from different sampling groups in a histogram to represent
the distribution of the estimation results; (4) Setting a level
of significance a on the distribution to find a convincing
estimation result. Hence, this re-sampling-based hypothesis
test technology reduces the number of the required samples
as well as the test latency.

3 THREAT MODEL OF DDOS ATTACKS

To detect DDoS attacks in NDN effectively, we first study
different types of DDoS attacks in NDN by building threat
models for different DDoS attacks in Section 3.1. Based on
the analysis on threat models, we discover the adversarial
strategy for malicious nodes to performing an effective
DDoS attack in NDN, which is verified through extensive
simulations of the attack damage effect evaluation in the
same subsection. Finally, we derive the attack detection
guidelines in NDN, based on a significant attack symptom
related to the adversarial strategy.

3.1 Modeling DDoS Attacks in NDN

As the primary security consideration of NDN design, NDN
can guarantee the integrity of data and thus defend the con-
ventional attacks that aim to modify data packets. However,
it is susceptible to another type of primary threats to Inter-
net, i.e., Denial of service (DoS) attacks, that can deplete the
resources on NDN routers. The DoS attack, especially, its
distributed variants (i.e., DDoS attack), have plagued today‘s
Internet by exhausting different types of network resources.
In NDN, an adversary cannot send an arbitrary number of
interest packets through specific channels to exhaust their
bandwidth thanks to the Interest aggregation of the name-
based transmission. However, it can take advantage of the
vulnerability of PIT or CS to mount new DDoS attacks spe-
cific to NDN, among which Interest Flooding Attack (IFA)
aims to deplete Pending Interest table and thus block the
transmission of the subsequent regular interests, and Cache
Pollution Attack (CPA) can violate the data locality of the
in-network caches by requesting unpopular data. When a
CPA attack is successfully launched, the regular users will
not be able to retrieve the expected data from the network
caches. Instead, they need to turn to the distant data pro-
vider, which will incur higher delay and reduce network
throughput.

3.1.1 Interest Flooding Attack

The IFA attack targets to deplete the PIT on a specific router
and the subsequent Interests will be discarded since there is
no space of the PIT to record the information of these Inter-
ests. As depicted in Fig. 2a, to perform an IFA attack, the
adversary needs to forge a large number of malicious Inter-
est packets to request different non-existent data (step A.1).
In step A.2, the routers on the path will forward these mali-
cious Interest packets according to the Forward Information
Base (FIB) entries that have the longest matched prefixes
with the Interest names, and also record the information of
these Interest packets in their PITs until the corresponding
data packets are sent back. Since the aforementioned Inter-
est packets requested no-existing data, there is no data sent
back, so the space of the PITs occupied cannot be released
before the time limits of the corresponding PIT entries are
reached (step A.3). As shown in step A.4, if a regular Interest
packet arrives at one of these routers, the router can only
drop the information associated with the Interest due to the
lack of available PIT space. These routers and other regular
users using these routers are the attack victims.

3.1.2 Cache Pollution Attack

The malicious users can violate the data locality of the in-
network caches by performing a CPA attack [30], [31]. CPA
attacks can be characterized into two subtypes, Locality Dis-
ruption Attack (LDA) and False Locality Attack (FLA). An
LDA attack continuously requests different unpopular data
to ruin the data popularity distribution (see Fig. 2b). In step
B.1, the adversary makes the malicious users to forge a large
number of malicious Interest packets, requesting different
unpopular data. In step B.2, these Interest packets are for-
warded by the routers on the transmission path. In step B.3,
after receiving a malicious Interest packet, the data provider
sends the corresponding unpopular data back along the
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reverse path of the Interest packet. This unpopular data will
be cached in the content store of the routers on the transmis-
sion path, and squeeze the cached popular data out of the
content store (step B.4). As a result, the subsequent regular
Interests requesting popular data cannot be satisfied by the
cached data in the content store of the routers on the trans-
mission path, and thus will be forward to the corresponding
data providers (step B.5).

An FLA attack repeatedly requests the same set of
unpopular data to create a false data popularity distribution
at the CS of each router on the transmission path. However,
NDN routers will aggregate the Interest packets from differ-
ent incoming interfaces, and discard the Interests requesting
the same data. Therefore, the FLA attacker can hardly dis-
tort the popularity of the cached data on a router unless the
unpopular data are requested from different interfaces on
this router, i.e., the malicious Interests must be requested by
users at different parts of the network and forwarded along
different transmission paths. As the attacker can hardly
arbitrarily compromise the users at the different parts of the
network. it is difficult to launch a FLA attack in NDN.

3.2 Adversarial Strategy Analysis

According to the definitions of IFA and LDA attacks, the
compromised network nodes must send malicious Interest
packets to perform any of these attacks. In a real-world net-
work, a large number of network nodes will forward pack-
ets to a specific router in a short time period. If the number
of compromised nodes is small, the number of malicious
packets and their impacts are also small. If a compromised
node dramatically increases the frequency of forging and
forwarding malicious Interest packets, the resource of its
downstream next-hop router will be exhausted and fail to
support forwarding the subsequent malicious Interest pack-
ets. Hence, it requires the existence of a lot of compromised
nodes in different subnets to perform an effective denial-of-
service attack in NDN.

To perform an effective distributed denial-of-service
attack, the compromised nodes should target a router on

the common transmission path of their attack packets. In
general, these compromised malicious nodes do not know
where a data provider indicated by a name prefix is in a
NDN network. Therefore, they cannot make the malicious
packets forwarded towards the same router according to
their addresses. They can only attach these malicious pack-
ets with a common name prefix that they are forwarded to
the same target according to the longest name prefix match
principle. This ia an inevitable adversarial strategy for malicious
users to mount an effective DDoS attack in NDN. Here, the
name prefix that the compromised nodes use to form the
names of the malicious packets is named as an attack prefix.

On the contrary, different from the malicious traffic of
DDoS attacks, the regular interests normally request a
group of data under a Zipf-liked distribution, rather than a
significant increase of the number of requests for the distinct
data. Therefore, as an important traffic pattern of DDoS attacks,
a victim router can observe a dramatic increase of Interests that
request for distinct data using a common name prefix (attack
prefix).

3.3 Adversarial Strategy Verification

To investigate whether the discovered adversarial strategy
is the inevitable choice for any adversary to perform an
effective DDoS attack in NDN, we evaluate the damage
effect of all two types (e.t. IFA and LDA) of DDoS attacks by
using different number of attack prefixes.

3.3.1 Simulation Setup

The processes of these DDoS attacks are evaluated in
ndnSIM [19], the most extensive NDN simulator. All of our
simulations were performed on a local machine, equipped
with an Intel Core i7 3.4G CPU and 16G RAM, running
Ubuntu 15.04 with kernel version 3.19. All the primary
parameters used in ndnSIM are listed in Table 1.

The PIT size of each router is 15000, and the cache size is
1000 (which is 1% of the total number of distinct data used
in the simulations). Since a CPA attack can significantly
affect the in-network caches regardless of the types of

Fig. 2. DDoS attacks in NDN.
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replacement strategies [6], we chose LRU (least recently
used) without loss of generality.

To simulate the background traffic, each benign user
sends 3000 regular interests per Second, requesting data by
following a Zipf distribution with a power parameter 0.7.
The name of an interest consists of a name prefix and a dis-
tinct random number. Specifically, five optional name pre-
fixes, “/google”, “/amazon”, “/youtube”, “/yahoo” and
“/facebook”, are used throughout our simulations.

3.3.2 Effectiveness of Adversarial Strategy

We simulate all types of DDoS attack sceneries over a real-
world ISP network (see Fig. 3), Telstra, the network topol-
ogy of Australian ISP. It includes 65 backbone routers, 35
gateway routers, and 169 edge routers. On this topology,
we randomly deploy five compromised users on different
edge nodes. To verify the effectiveness of adversarial strat-
egy, we make these compromised users use different num-
ber of attack prefixes to forge Interest packets and perform
attacks from Second 2. First, all of compromised users take
“/amazon” as the attack prefix to perform attacks. Second,
compromised users are divided into 2 groups, one with two
malicious users using “/amazon” to perform attacks and
the other taking “/youtube” as the attack prefix. Finally,
each compromised user has its own choice of attack

prefixes, including all name prefixes used for generating
background traffic. Additionally, the compromised users
will extend the attack prefix with random numbers in a
range different from those used by regular interests. With
the similar configuration of the benign users, each compro-
mised user sends 3000 malicious interests per second.

For IFA attacks, the PIT usage of network nodes in differ-
ent topology places is depicted in Fig. 4. Two types of net-
work nodes on the crucial path (two gateways of providers,
and two backbone routers) are involved into the evaluation.
We have four observations about PIT usage of these net-
work nodes under IFA attacks: (1) The PIT usage of these
network nodes reaches 15000, the maximum value of PIT,
when malicious users share the same attack prefix. (2) On
the gateways, the malicious traffic of the attacks using one
and two attack prefixes raises the PIT usage to its maximum
value within 3 seconds, and the attacks using five different
prefixes make the PIT usage reach the maximum value in
the fifth second. A part of malicious Interest packets can
converge in the gateways in all cases. (3) On the backbone
routers, the attacks using one and two attack prefixes cause
the same trend of the PIT usage. In contrast, the number of
the used PIT entries increases to almost 8000 and fluctuates
below 8000 when the attack uses five different attack pre-
fixes. It appears that most of malicious Interest packets
bypass these backbone routers when the malicious users
take their own name prefixes.

In Fig. 5, we obtain similar observations on the damage
effect of CPA attacks. The attacks with only one attack pre-
fix reduce the hit ratio of the cache on different network
nodes most severely, while the attacks with more attack pre-
fixes create moderate damage effect the routers. The dam-
age effect on the PIT and Cache causes the longer data
transmission latency for the data possessing the name prefix
of “/amazon”, as listed in Table 2. For the attack with one
attack prefix, the average evaluation results of data trans-
mission latency and their standard deviations are degraded
most seriously. The transmission latency under the attack
with five different attack prefixes is almost equal to that

TABLE 1
Simulation Parameters

Simulation Parameters Value

# Data 100,000
Link (Edge nodes to Gateway) 100Mb/s
Other link 1000Mb/s
CS strategy LRU
CS size 1000 data items
Maximum PIT size 15000 entries
Size of each data 1,024 bytes
Rate of regular traffic 3000 Interests/s
Zipf power of regular traffic 0.7
Life time for Interests 20s

Fig. 3. Simulation topology.

Fig. 4. PITusage under IFA attacks.
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without the interference of attacks, which also is 0.2 second.
We conclude that only the attacks with one attack prefix can
create the severe damage effect on the victim routers.

4 GUIDELINES FOR DETECTION DESIGN

Our studies (in Section 3.2) have shown that victim routers
suffering from DDoS attacks in NDN network will observe
a common traffic pattern, a dramatic increase of the number
of Interests that possess the same name prefix (attack prefix)
but request distinct data contents. We will exploit this
attacking pattern for detecting both Cache Pollution attacks
and Interest Flooding attacks in NDN.

4.1 A Straw-Man Scheme and its Limitations

According to the traffic pattern of DDoS attacks, the routers
can identify the name prefix used by attackers and block
their subsequent malicious requests. A router can detect a
DDoS attack if there is a dramatic increase of distinct data
requests which possess a common name prefix (Section 3.2).
This traffic pattern can be exploited to detect DDoS attacks
following two processes, traffic monitoring and attack
identification.

In the traffic monitoring process, a router watches for the
burst of Interest packets that possess a common name pre-
fix. If the burst exceeds with an empirical threshold, a
potential DDoS attack is identified and the corresponding
common name prefix used by the malicious Interest packets
is reported immediately and the Interest packets possessing
this name prefix will be blocked. A router can simply rely
on FM sketch or its alternatives to monitor the Interest pack-
ets which possess a common name prefix. In the attack iden-
tification phase, the router periodically check the interest
traffic monitoring result (i.e., the counting result of the
sketch), and compares the result with an empirical thresh-
old. If the result exceeds the threshold, the router reports a
potential DDoS attack immediately.

Limitations. If FM sketch or its alternatives is used to
monitor Interest traffic, the straw-man scheme needs to use

a large set of hash values to capture sufficient probabilistic
features and achieve a stable traffic monitoring result,
which will consume more computation and storage resour-
ces and delay the whole attack detection process. Even
worse, since a name prefix can be composed of various
strings, there are a huge number of candidates to be used as
the attack prefix, which would require an extremely large
number of FM sketches to monitor Interests with different
name prefixes. The computation and memory resource con-
sumption in the traffic monitoring process will increase
dramatically.

4.2 Detection Guidelines

The simple straw-man scheme, however, is not efficient
enough due to only using a small fraction of the information
in each hash value and the large number of redundant hash
values generated in the FM sketch and its alternatives. We
study the primary issues to address, and provide a group of
reasonable design guidelines.

A persistent DDoS attack detection solution should be
lightweight to avoid consuming too much additional
resource and overload the victim. Among the two afore-
mentioned processes of DDoS attack detection, the traffic
monitoring process will consume much more resources of
routers in order to check Interest packets continuously,
while routers only need to learn and use a threshold for
identifying abnormal increment of the distinct data requests
with common name prefixes in the initial phase. Except for
the need of low resource consumption, the attack detection
should be efficient to timely capture the traffic pattern of the
attack. We provide the corresponding guidelines for traffic
monitoring process and attack identification process respec-
tively, as the following:

Guidelines for Traffic Monitoring Process:

1) There is a need to eliminate redundant resource con-
sumption in FM sketch.

2) The Interest requests should be monitored continu-
ously for timely detecting the attack and blocking
the attack as soon as possible.

Guidelines for Attack Identification Process:

1) The threshold learning process should be limited in a
short time period.

2) To avoid excessive resource consumption and attack
identification latency, we pursuit an unified DDoS
attack detection solution by monitor all Interest
packets with different prefix names, instead of moni-
toring Interests for each specific name prefix with a
standalone sketch.

Fig. 5. Hit ratio under CPA attacks.

TABLE 2
Latency Under IFA and CPA Attacks

Metric (S) #Attack prefixes

One Two Five

IFA Expectation 8.90 5.59 0.19
Standard Deviation 9.53 7.74 0.45

CPA Expectation 1.53 0.57 0.20
Standard Deviation 3.48 1.89 0.57
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5 LIEFFI-FM SKETCH: A LIGHTWEIGHT AND

EFFICIENT FM SKETCH

To timely identify potential DDoS attacks, routers need to
continuously monitor the Interest packets. To reduce the
resource consumption and also to speed up the detection,
we propose a novel Lightweight and Efficient Flajolet-Mar-
tin sketch (LiEffi-FM Sketch) for traffic monitoring. Its
design follows the guidelines for traffic monitoring in
Section 3.1.

5.1 Reducing Resource Consumption

Rather than only using a small fraction of the information in
each hash value, we propose a novel counting strategy by
fully utilizing all bits of a hash value to reduce the number
of hash operations thus the large overhead in obtaining an
accurate counting result. More specifically, we permutate a
given hash value K times to replace K hashing operations
of FM sketch. For each permutation, we treat it similarly as
a new hash value, and use its leftmost “1” in the sketch
operation.

Fig. 6 illustrates our proposed schemes. For an item to
insert into the sketch, we first use a hash function to generate
a hash value, and then generate a large number of permuta-
tions. In Section 7, we will show that the use of permutation
can achieve a counting accuracy similar to that of using mul-
tiple hash values. Rather than permutating all bits, we divide
a hash value into substrings, and permutate the substrings.
This allows us to use a permutation table in advance to guide
the ”virtual” permutation searching without consuming
high computation and storage resources to physically per-
mutate a hash value. We assign each substring an ID, and for
each permutation, we could provide a sequence of sub-string
IDs in a row of the permutation table to guide the searching
of the leftmost “1” bit in sub-strings. Following we explain
the idea through the example in the Fig. 6.

1) For an incoming item “1900.1.1”, we first hash
“1900.1.1” to generate an 8 bit hash value “00000110”.
We then split this hash value into 4 substrings, “00”,

“00”, “01” and “10” respectively, and name them as
A, B, C, D. To facilitate the finding of leftmost “1”
index of a virtual permutated string, we further
obtain the index of the leftmost “1” bit in each sub-
string to generate an index set {-1, -1, 1, 0}, where -1
means there is no “1” bit in a substring.

2) For a permutation following the first pattern “AC-
BD” provided by the permutation table, to find its
leftmost “1” bit, we don’t need to perform the actual
permutation (i.e., “00010010”), but just need to go
through the leftmost “1” indexes of substrings in the
sequence of A, C, B and D. We first check the left-
most “1” index of A. It is -1, there is no “1” bit in A,
and thus we skips A. We continue this check, until
we find a substring that has “1” bit, and we count
the index of this “1” bit in “ACBD” as the obtained
leftmost “1” bit. In this example, the next substring C
contains “1” bit, and the leftmost “1” index in
“ACBD” is 3, equal to the sum of the length of the
skipped substrings (2 bits of A) and the index of the
“1” bit in C.

3) We set the bit at index 3 (the fourth bit) in the first
bitmap to 1 in this example, without the need of
searching the remaining substrings of the permuta-
tion (B and D).

4) We continue the above steps on the other permuta-
tion patterns in the permutation table, and aggregate
their left most “1” bits into the corresponding bit-
maps. To obtain the counting result, we calculate the
average of the indexes of the leftmost “0” bit from k
bitmaps to estimate the number of distinct items.

In order to obtain stable estimation result, we need to
monitoring enough packets over a period of time. In Sec-
tion 5.2, wewill introduce our sketch to enable no interrupted
estimation. A detailed description of the aforementioned
counting process is provided inAlgorithm 1. On line 2, a new
item is hashed, and the generated hash value is split into M
substrings. We find the leftmost “1” bit in each substring and
store the results into an index set (line 4-5). Line 7 begins a
loop to calculate the index of the leftmost “1” bit in each

Fig. 6. Reduce resource consumption of the sketch-based traffic monitoring.

3456 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 20, NO. 4, JULY/AUGUST 2023

Authorized licensed use limited to: SUNY AT STONY BROOK. Downloaded on December 28,2025 at 06:31:50 UTC from IEEE Xplore.  Restrictions apply. 



permutation (line 8-17). We aggregate this result into the cor-
responding bitmap (line 18) by setting its corresponding
position to 1. To obtain the counting result, we search for the
leftmost “0” bit in all the bitmaps (line 21) of a time period,
and calculate the harmonic mean of the corresponding
indexes to estimate counting result (line 22). In our detection,
we apply this estimate the number of distinct name suffixes.

Algorithm 1. Basic Counting Algorithm

Input:
T: a new item;
PM[][]: a permutation table, including K rows, where each
row containsM elements;
Output:
Est: the estimation of number of the distinct items;
1: while The counting period is not end do
2: Hash over T to get a hash value h of size L;
3: Split h into a set ofM substrings;
4: Search the index of the leftmost 1 bit in each substring;
5: Store the search results into an index set p[];
6: ConstructK bitmaps, bitmap[i], 0 <¼ i <¼ K � 1;
7: for i = 0 toN � 1 do
8: offset = 0;
9: for j = 0 toM � 1 do
10: id = PM[i][j];
11: if p[id] != -1 then
12: offset = offset + L/M;
13: else
14: k = offset + p[id];
15: Break;
16: end if
17: end for
18: Set the k-th bit in bitmap[i] to be 1;
19: end for
20: end while
21: Search the index of the leftmost 0 bit in each bitmap;
22: Est is the harmonic mean of the search results;
23: Return Est;

To reduce the load of checking each Interest packet to
determine if it is a new item, we reuse a hash value in
LiEffi-FM Sketch to reduce the number of hash operations
to only one. This significantly reduces the computation
complexity in the detection of DDoS attack in NDN. This
design is based on the observation that the shift operation

on a bit string, a bit array or a binary numeral is a simple
and fast action, which is directly supported by CPU. In
practice, to optimize the performance, we can implement
our algorithms with machine-codes according to different
CPU instruction sets and operating systems.

5.2 Continuous Estimation With Cyclic
Memory Management

In order to timely detect the DDoS attack, the monitoring of
Interest packets needs to be performed continuously with-
out interruption. However, as time goes on, the bitmaps
will be filled more and more. The increase of diverse items
over time is natural but may not reflect the real pattern of
the current traffic. The Interests that are checked in the long
time back may be outdated and lead to false detection deci-
sion, so outdated records should be removed from the bit-
maps. However, the current bitmap design does not
differentiate between items arriving at different time. If the
sketch is simply cleaned with all bitmaps reset to 0, it needs
to wait for a period of time to rebuild the stable statistics. If
a DDoS attack happens during this initial feature accumula-
tion period, it will create significant damage.

To timely detect DDoS while not being impacted by old
records, we propose the use of a cyclic bitmap scheme with
time slicing. Rather than aggregating all hashing results
into one group of bitmaps, we consider using I time slices,
each is associated with K bitmaps as done above. When
reaching a new time slice, the bitmaps associated with the
oldest time slice will be cleaned up to record the new Inter-
ests. The bitmaps used in I slices that are associated with
the same row of the permutation table are categorized into
one group, and K bitmap groups are formed accordingly.
In order to get a stable statistics without being impacted by
the short duration of a time slice, the bitmaps in in a group
are merged generate a record to support stable statistics
(see Fig. 7).

Algorithm 2 depicts how to circularly apply bitmap
groups to counting distinct items. On line 1, a new item is
hashed, and the corresponding K leftmost “1” indexes are
obtained by calling Algorithm 1. We switch the bitmap
group used just now (line 3-9), where variable “used” is the
index for the group of bitmaps used currently. This variable
will point to the first bitmap group if the time slice when
the last bitmap group is used ends; otherwise, the next

Fig. 7. Continue traffic monitoring based on the sketch.
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bitmap group will be used. From line 10 to line 12, the left-
most “1” bits of the new item are aggregated in the K bit-
maps in the group indicated by the variable “used”. To
obtain a counting result, we merge the bitmaps in a group
by performing bitwise “OR” operation on them, and search
the leftmost “0” bit in the obtained result (line 14-21). In line
22, we calculate the harmonic mean of the leftmost “0” bit
indexes to estimate the number of distinct items.

Algorithm 2. Continuous Counting Algorithm

Input:
T: a new item;

Output:
Est: the estimation of the number of distinct items;
1: K bitmap groups, each group includes I bitmaps,

totally,K � I bitmaps, bitmap[i,j],
where 0 <¼ i <¼ I � 1, 0 <¼ j <¼ K � 1;

2: Hash over T to obtain a hash value,
get K leftmost “1” places, p½j�, by applying Algorithm 1,
recorded into theK bitmaps used in present;

3: if A new time slice is coming then
4: if used==I-1 then
5: used=0;
6: else
7: used++;
8: end if
9: end if
10: for j = 0 to K-1 do
11: Set the p½j�-th bit in bitmap½j; used� to be 1;
12: end for
13: if A counting result is required then
14: for j = 0 to K-1 do
15: for i = 0 to I-1 do
16: Bitwise OR on bitmap[j,i] to obtain amap[j];
17: end for
18: end for
19: for j = 0 to K-1 do
20: Search the index of the leftmost 0 bit in amap[j];
21: end for
22: Calculate the harmonic mean of the search results as Est;
23: end if
24: returnEst;

The cyclic design allows LiEffi-FM sketch to timely detect
the DDoS without the need of the initial accumulation of
statistics and any heavyweight management of the storage.

6 DETECTION SCHEME DESIGN

To make our attack detection scheme light weight and
timely, we propose a comprehensive attack detection
scheme based on our LiEffi-FM sketch to efficiently identify
the attack prefix and throttle the corresponding attack traf-
fics. LiEffi-FM sketch is first used to monitor the increase of
the number of recent requests for distinct data that possess
a common name prefix. Based on the traffic monitoring
results, we learn a threshold for the monitoring results of
regular Interest traffic to request data with a common name
prefix, and thus can use the learnt threshold to discover
abnormal traffic. Note that the name prefix used by an
adversary would include various name fragments con-
nected with slashes to forge malicious Interest packets.

There are a large number of candidates for the attack prefix,
all of which will be monitored during DDoS attack detection
in NDN.

6.1 Efficient Learning of the Criteria for
Attack Identification

To identify an DDoS attack in NDN, a threshold should be
learnt for identifying the abnormal increment of Interest
packets that are sent recently to request different data items
and the requests share a common name prefix. We learn the
threshold according to the traffic monitoring results related
to different name prefixes. Once the number of distinct data
requested (with a common name prefix) exceeds the prede-
termined threshold, the common name prefix used in the
request packets is reported as an attack prefix. Since Interest
traffic is affected by rough time-of-day pattern, long-term
trends, and topology differences [32], we should use an
adaptive rather than a fixed threshold. In a running net-
work, we should reduce the time taken to learn the change
of threshold.

According to Chebyshev’s inequality, the traffic monitor-
ing results will fluctuate around their expectation under an
upper bound with a high probability [33]. Thus, we can esti-
mate a proper threshold for regular Interest traffic monitor-
ing results. Specifically, we conduct Monte Carlo hypothesis
tests on the regular traffic monitoring results acquired in the
latest S time slices, and obtain an upper bound ofmonitoring
results that can be used as a detection threshold. If the moni-
toring results related to a specific name prefix exceed the
threshold, a DDoS attack is detected, and the name prefix is
reported as the attack prefix. The subsequent Interest packets
possessing this prefix should be throttled to defend against
the detected attack. This threshold estimation process has
three steps:

1) The S traffic monitoring results are taken as the orig-
inal sampling set, fxig . These monitoring results are
randomly drawn from the original sampling set
without replacement, in order to build a re-sampling
set of size S. The expectation and variance of sample
values are calculated for this set.

2) On all other re-sampling sets, we repeat this opera-
tion. The distribution of the expectation values as
well as that of the variance values is gained. In this
way, with a specific level of significance a, we
achieve the stable estimations of the expectation and
the variance.

3) Finally, we find the upper bound of the sample val-
ues according to Chebyshev’s inequality, P ðjxi �
EðxiÞj � �Þ < VarðxiÞ=�2, where xi is an arbitrary
sample in the re-sampling set, EðxiÞ and VarðxiÞ are
the estimations of expectation and variance of sam-
ple values, respectively. � is the upper bound, and
used as the threshold.

Since the Monte Carlo hypothesis test can be performed
on a small group of samples, our learning process of the
detection threshold can be performed after collecting very
few traffic monitoring results. Additionally, to adapt the
threshold to current Interest traffic, we perform the above
threshold estimation process after the empirical monitoring
results deviate from the threshold multiple times almost
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uniformly over a long period of time (e.g., 6 hours), besides
when a router is initiated. In detail, how many times and
how long the empirical monitoring results deviate from the
threshold before learning a new threshold should be config-
ured according to the practical configuration experience. A
fixed updating schedule of the threshold is vulnerable for
the well designed attacks.

6.2 Towards Persistent Attack Detection

As a prefix may consist of various strings (name compo-
nents) separated by slashes, to identify the attack, a straight-
forward way is to assign a sketch to each prefix and look for
the abnormal increase of the related Interest packets that
request for distinct data [18]. However, there are numerous
name prefixes (with different combinations of name compo-
nents), it is impossible to have a sketch to monitor each
group of interests possessing a specific name prefix. Besides
the storage overhead, the overhead to match every name
prefix is prohibitive.

If an LiEffi-FM sketch is used to monitor Interest packets,
the probabilistic features of the packets will be recorded in
the bitmap groups. Compared with regular Interest packets,
malicious ones will share a common name prefix but pos-
sess vary different name suffixes. In the case that different
sketches are used to monitor the name prefix and suffix of
Interest packets respectively. If the Interests are malicious,
the bitmap groups of the sketch for monitoring the name
prefixes of these Interests will share the similar ”1” bit dis-
tribution in bitmaps, while the bitmap groups associated
with the other sketch for recording the name suffixes get
totally different ”1” bit distribution in their bitmaps. The
”1” bit distribution of the first sketch can be used to identify
the attack prefix. More specifically, the name prefix of a

new received Interest will be compared with the ”1” bit dis-
tribution in the bitmaps of the first sketch to determine if
the prefix is the attack prefix. A more substantial challenge
arises here. A name prefix always consist of multiple name
components separated by slashes, and it is a challenge to
determine which parts constitutes the attack prefix. There-
fore, we need to address three critical issues, separating the
prefix and suffix in the names, reporting an attack and iden-
tifying the specific attack prefix. We list our procedures as
follows.

6.2.1 Sketch Allocation

In Fig. 8, rather than monitoring different name prefixes, we
separate a prefix into different components based on ”/”
and use a fixed number of LiEffi-FM sketches (10 sketches)
to monitor the first ten of them. To prevent the failure when
the number of name components is larger than the number
of sketches, we use the last sketch to monitor the 10th com-
ponent and any additional name components as a whole
string.

6.2.2 Separation of Interest Names and

Attack Reporting

Malicious packets normally have very different name suf-
fixes but an unchangeable name prefix. Within the attack
process, only the name components included in the name
suffix part have a large number of variable values. There-
fore, the component with a large number of variable values
is statistically more likely to form the name suffix, instead
of the attack prefix. To determine which name components
constitute the attack prefix, we will neglect these name com-
ponents. Sketches are used to count diverse candidates for
the last several components. If an unusual increase of the

Fig. 8. Monitoring interest name with multiple LiEffi-FM sketches.
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diverse candidates for these components is observed, these
components and its successors are grouped into the suffix
part (Step 6, 7 in Fig. 8). This process continues until adding
more components will not lead to an unusual increase of
diverse candidates of the name suffixes. All name compo-
nents in the suffix part have been found. The remaining
components constitute the attack prefix (Step 8 in Fig. 8).
More specifically, we take the product of the estimation
results of the sketches associated to the last several compo-
nents as a unified metric, which is used to compare with the
detection threshold. Once finding the product exceeds the
threshold, an attack is reported, and the corresponding
components are grouped in the suffix part.

6.2.3 Identification of the Specific Attack Prefix

While monitoring different packets, the sketch has stored
the probabilistic features of their names (”1” bits) in the bit-
maps. We can use these ”1” bits as an indicator of the moni-
tored names. Assuming there are g name components
grouped into the prefix parts. We look up the sketch associ-
ated with each of these g name components to find the com-
mon ”1” bit distribution of different bitmap groups. This
common distribution is a stable indicator. We cascade the
indicators associated with these g name components to
form an indicator to identify the specific attack prefix. In
detail, we first separate the name of an incoming Interest
packet into a prefix and a suffix. While inserting all name
components of this Interest packet into the corresponding
sketches, we cache the leftmost ”1” bits obtained on the
hash results of the prefix components, and then use these
”1” bits to match the ”1” bit distribution of the indicator. If
the distribution is matched, the name prefix of this Interest
packet has a high probability of being the attack prefix (Step
8 in Fig. 8).

In summary, our proposed detection scheme benefits
from the traffic records in LiEffi-FM sketch to timely iden-
tify the malicious name prefix. Designed to be persistent, it
can be used to continuously prevent against various types
of DDoS attacks with very low resource consumption.

7 ANALYSIS

7.1 Security Analysis

The security of the proposed DDoS attack solution is cap-
tured by the following lemmas, theorems and analysis.

Theorem 1. The replacement of original hash values by the per-
mutations of a hash value has no affect on estimating the accu-
racy of the sketch.

Proof. Existing FM sketch algorithms rely on a hypothesis
that each hash value is totally random, uniformly distrib-
uted over the set of binary strings, i.e., every bit in this
hash value will be 0 or 1 with the same probability [23].
When using a hash function to generate a hash value (i.e.,
a binary string), an original input is first encoded in a
binary string, and partitioned into a number of sub-
strings. Certain linear transformations are then per-
formed on these substrings to propagate randomness in
order to generate a more random hash value. The capabil-
ity of a linear transformation to propagate randomness is

measured by the number of its branches, which are non-
zero substrings that remain after the transformation is
performed [34].

The number of branches related to a transformation F
is calculated by minh 6¼0ðWðhÞ þWðF ðhÞÞÞ, where h is the
binary string corresponding to an input, WðhÞ counts the
number of its non-zero substrings. Since a permutation
operation on substrings only changes the order of its sub-
strings. W ðF ðhÞÞ ¼ W ðhÞ, and its number of branches is
minh 6¼0ð2 �WðhÞÞ, equal to the number of branches for
the original hash operation. Therefore, the permutation
operations will not reduce the randomness of a hash
value, and our replacement of original hash values with
the permutations of a hash value has no affect on the
accuracy of the sketch estimation. tu

Theorem 2. For LiEffi-FM sketch, the leftmost “1” bit stored in
the bitmaps can indicate the existence of items with a high
probability.

Proof. The probability that an item can be indicated by one
unique bit in a bitmap of LiEffi-FM Sketch is equal to:
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where L is the length of the bitmap, and M is the number
of substrings used to form a permutation.

Since there are K bitmaps used in present, the proba-
bility that all these bitmaps can not provide any unique
bit to represent an item is equal to ð1� 2

3ÞK . When K is
larger than 512, the probability approaches 0. Hence, for
LiEffi-FM sketch, the leftmost “1” bit stored in the bit-
maps can indicate the existence of items with a high
probability. tu
Our Solution can Accurately Detect DDoS Attacks. Accord-

ing to Theorem 2, LiEffi-FM sketch can achieve nearly the
same estimation accuracy as FM sketch for the number of
distinct items in a huge set. While our solution relies on
LiEffi-FM sketch to monitor Interest traffic, different Interest
packets will leave an unique record with high probability.
In addition, our solution can identify a potential DDoS
attack by using a proper threshold generated by Monte
Carlo test, whose effectiveness is related to the selected level
of significance of Monte Carlo test. Thus our solution is able
to detect the increment of distinct data names accurately.

7.2 Performance Analysis

We analyze the performance of the proposed DDoS attack
solution, specifically, by evaluating the computational com-
plexity and spatial complexity of LiEffi-FM sketch as
follows.
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Theorem 3. The computational complexity for inputting an item
into LiEffi-FM sketch is Oð2KÞ, where K is the number of bit-
map groups used in LiEffi-FM sketch.

Proof. We analyze the computational complexity of the left-
most “1” bit searching and the bitmap updating as fol-
lows. The computational complexity of finding the
leftmost “1” bit in a virtual generated permutation con-
sists of two parts. The first part is the computational com-
plexity of finding the leftmost “1” bit in a substring of the
hash value. The expectation that the leftmost “1” bit is the
h-th bit in the substring is equal to

PL=M
h¼1 h � ð12Þ

h
, where L

is the length of the hash value, and M is the number of
the substrings. We define a function for formulating this
expression:

HðxÞ ¼
XL=M
h¼1

h � xh�1:

Then we can compute it as follows:

HðxÞ ¼
�Z

HðxÞdx
�0

¼ x� x
L
M

ð1� xÞ2 :

Hence, the computational complexity of the leftmost “1”

bit search in FM sketch isM � ð2� ð12Þ
L
M�2Þ.

The second part is the computational complexity that
we compute the index of the leftmost “1” bits inK virtual
permutations of the substrings and aggregating them
into the corresponding bitmaps. For each virtual permu-
tation, we find the first nonzero hash substring and
return its leftmost “1” bit as a result. The computational
complexity of finding such a substring is equal to

PM
h¼1

hðð12Þ
L
MÞ

h�1

ð1� ð12Þ
L
MÞ. Therefore, the total computational

complexity is equal to:

K þK

�
1

2

L=M

� 1

2

L��
1� 1

2

L=M��1

þM

�
2� 1

2

L=M�2�
:

Since ð12
L=M � 1

2

LÞð1� 1
2

L=MÞ�1 < 1 and K > > M, the

computational complexity for inputting an item into

LiEffi-FM sketch is O(2K). tu
Theorem 4. The computational complexity for estimating the

counting result of LiEffi-FM sketch is OðL �K � IÞ, where L is
the length of hash value, and I is the number of bitmaps used in
I time slices.

Proof. To estimate the counting result of LiEffi-FM sketch,
we merge the bitmaps in each of K groups by performing
bitwise “OR” operation on them, and search the leftmost
“0” bit in the result. Totally, we perform K � L � I OR
operations. In addition, we expect to checkK � ð2� ð12Þ

L�2Þ
bits to find the leftmost “0” bit in the merging results.
Hence, the computational complexity of estimating the
counting result of LiEffi-FM sketch is OðK � L � I þK �
ð2� ð12Þ

L�2ÞÞ, which is reduced to OðL �K � IÞ. tu
Theorem 5. The spatial complexity of LiEffi-FM sketch is

OðL �K � IÞ.

Proof. The storage resource used in LiEffi-FM sketch
includes bitmap groups used in different time slices, a
permutation table, and a segment of temporary storage
space for caching a generated hash value. Hence, the spa-
tial complexity of LiEffi-FM sketch is OðL �K � I þM �
K þ LÞ, which can be reduced to OðL �K � IÞ. tu
Let d be the computational complexity of a hash opera-

tion. The computational complexity for FM sketch to input
an item is Oðd �K þKÞ ¼ Oðd �KÞ, while that for estimating
the counting result is equal to OðL �KÞ. The spatial com-
plexity of FM sketch is Oð2 � L �KÞ. If we extend it based on
the similar technology of cyclic memory management, the
computational complexity for the extended version to input
an item is Oðd �KÞ, that for estimating the counting result is
OðL �K � IÞ, and the spatial complexity of the extended ver-
sion is equal to OðL �K þ L �K � IÞ ¼ OðL �K � IÞ. Even
compared with the variants of FM sketch, the overall
computational complexity and the spatial complexity of
LiEffi-FM sketch operations is a smaller constant. Our
sketch-based solution can detect DDoS attacks with limited
resource consumption.

8 EXPERIMENTS

In this section, we implement our detection solution and a
baseline on an experimental NDN network. On the experi-
mental network, we first reproduce the aforementioned
DDoS attacks. In addition, we apply the proposed solution
to detect these attacks, and compare its effectiveness and
resource consumption with those of the baseline.

8.1 Experiment Implementation

We name our proposed attack detection solution as ”Per-
sistent” and evaluate its performance on a NFD-based
experimental network. NFD [35] is a software defined for-
warder that implements and evolves together with the
Named Data Networking protocol. The topology of the
experimental network is released in Fig. 9, which is a con-
cise version of a real-world network, including a NDN
router, a data producer, two data consumers and a mali-
cious DDoS attack node, connected by Gigabit links. Among
them, the router is the central node of the network,
equipped with an Intel Xeon 2.5G CPU and 16G RAM,
which monopolizes two cores of the CPU. The other nodes
are similarly equipped, but with 8G RAM and one monopo-
lized CPU core. We install the NFD on Ubuntu 16.04 on all

Fig. 9. Experimental network topology.
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network nodes. This deployment coincides with the most
common attack senior we analyzed in Section 3.

To generate background traffic, each data user sends 1000
regular Interest packets per second. The name of these regu-
lar Interest consists of a prefix, “/youtube”, and a suffix (i.e.,
the remaining components of the name except for the name
prefix). Different data are requested by Interest packets on a
Zipf distribution with a parameter a (0.8), while the total
number of different data items is 100,000. Correspondingly,
a random integer in the range from 1 to 100,000 is used as the
name suffix of regular Interests. The life time of an Interest is
set to 20 seconds, after which the corresponding PIT entry
will expire and be removed. We configure all nodes accord-
ing to the transmission scenario of the background traffic.
The CS size of each node is equal to 1000, 1% of the total num-
ber of regular data packets. Additionally, we limit the PIT
size of each NDF node to 3000. Since the CPA attack can sig-
nificantly affect the in-network caches no matter which
replacement strategy is applied [6], we chose LRU (least
recently used), which is commonly used by the in-network
caches [36]. To evaluate DDoS attacks, the compromised con-
sumer sent malicious interests following the attack strategy
proposed in Section 3.1. The name of a malicious interest
also consists of a name prefix “/youtube”, and a name suffix
of a 32 bits random integer larger than 100,000. To launch dif-
ferent types of DDoS attacks, the attack node randomly sends
250, 500 and 1000malicious Interest packets per second.

Implementation of Our Solution. When implementing our
solution, we used murmur hash function [37] to generate
hash values due to its efficiency. Each interest name is
hashed to a 32-bit hash string, which is further split into 8
substrings. In this way, we are able to estimate the number of
distinct data items requested accurately, since we are
allowed to include at most 8! permutation patterns in our
sketch. In our implementation, we randomly selected 256
permutation patterns to map the features of name compo-
nents into bitmaps. When using Monte Carlo hypothesis test
to obtain the detection threshold, our significance level is
0.5%, and the sampling times is 10. A threshold for the regu-
lar traffic is learnt by the router in the first two seconds and
fine-tuned to the value based on the weakest CPA attack, so
amoderate attack can still be effectively identified.

Implementation of the Baseline. To show the effectiveness of
our solution, we also implemented the most lightweight
detection approach [10] in the literature as a baseline for com-
parison. This approach monitors the interest traffic, and cal-
culates the number of each newly requested data. It identifies
a CPA attack by checking whether the requesting frequency
deviates from a experimental threshold, which was obtained
based on the expectation and the variance of the past request-
ing frequency for these data. In addition, we extend this
approach for IFA attack detection, by leveraging the expecta-
tion and variance of the number of requested data unsatisfied
in 2 seconds to manually select a threshold and detect IFA
attacks. Its threshold was also fine-tuned under the CPA
attack that sends 250 Interest packets per second.

8.2 Results

We assume the malicious node has been compromised by
the attacker and only send malicious Interest packets (i.e.,.

Interest packets requesting distinct unpopular data and
Interest packets requesting nonexistent data). Since the
malicious Interest packets and regular Interest packets use
different groups of name suffixes, we can distinguish these
Interest packets and evaluate the performance of our attack
detection solution. From the 2nd second, LDA attacks or IFA
attacks are performed by sending incremental number of
malicious Interest packets, i.e., 250 Interest packets per sec-
ond, 500 Interest packets per second and 1000 Interest pack-
ets per second. Their damage effects are illustrated in
Fig. 10. After these attacks happens, the network through-
put drops almost to 0. The throughput remains at a low
level in the case of heavy attacks, even when the malicious
node stops sending malicious Interest packets at the 50th
second. Especially, the IFA attacks deplete the PIT with the
Interest packets for non-existent data, and could maintain
their damage effects until the corresponding PIT entries
expire.

Accuracy. The effectiveness of our attack detection solu-
tion is evaluated in terms of detection delay, detection rate,
and false positive rate, which are depicted in Table 3. Com-
pared to the baseline, our solution achieves lower false posi-
tive rates [10] (FP-R) and similarly outstanding detection
rates [10] (D-R). When the malicious Interests have the same
rate with the regular Interests (1000 Interests per second),
there is no explicit difference between the regular Interest
traffic and the malicious Interest traffic. This is the cause of
the increase of the corresponding FP-R values. In this case, a
more flexible mechanism is desired to block the malicious
Interest traffic. Furthermore, the detection delays of our
solution (Delay) are always less than 10 seconds. In contrast,
the detection delays of the baseline all exceed ten seconds.
Both of the solutions obtain relatively high false positive
rates when the thresholds were trained to be sensitive
enough to capture almost all potential attacks. However, for
the attacks that send more malicious Interest packets, this
sensitive threshold is fine tuned under the weakest attack
and thus may mistakenly consider more regular Interest
packets as the malicious ones.

Resource Consumption. To evaluate the resource consump-
tion of our solution, we trace the CPU and memory usage of

Fig. 10. Damage effect on network throughput.
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the router under the DDoS attacks that send 1000 malicious
Interest packets per second (see Fig. 11). When monitoring
Interest traffic, the router deployed the baseline takes more
CPU cycles, and requires twice as much memory space as
the router with our solution used. The difference on mem-
ory usage is due to the difference in the counting of distinct
data requests between these detection solutions. The pro-
posed solution estimates the number of distinct requests
with a compact way (LiEffi-FM sketch), but the baseline
records the recent request frequency of distinct data with a
hash table. The difference will be widened under the real
network traffic, which possesses a higher variety of name
structures, and will take away more memory and computa-
tion resource for recording the requested data in terms of
their different name prefixes.

9 RELATED WORK

For more complete reviews, we discuss literature studies
related work in this section.

9.1 Conventional DDoS Attack Detection

DDoS attack is a major threat in the current Internet [30].
Numerous research efforts [31], [38] have been devoted to
mitigate this type of attack. In particular, they analyze the
characteristics of the network flows in terms of different IP
addresses in a certain period, and thus are able to identify
and throttle a malicious client. However, in NDN, we need
to analyze the network traffic in terms of hierarchically
structured packet names, rather than well-formatted IP
addresses. Due to the differences between packet names
and IP addresses in nature, we need to re-design the CPA
detection mechanism for NDN networks [6].

9.2 DDoS Attacks in NDN and Their
Countermeasures

Under an Interest Flooding attack (IFA) [4], a malicious user
could attempts to deplete PIT entries with malicious
requests for no-existent content [4]. Additionally, the mali-
cious user can violate the content locality of the in-network
caches by performing a cache pollution attack (CPA) [30],
[31]. In this way, it can cause a large number of cache misses
and significantly degrade quality of services for regular

users. As the primary DDoS attack threats in NDN, both of
these two attacks aim at disrupting NDN Data transmission
rather than depleting the transmission channel bandwidth.
Actually, the similar types of attacks have been perpetrated
in the DNS system [39]. Compared to these attacks, the
overhead to detect DDoS attacks in NDN is much higher,
considering the extremely large number of data name iden-
tifiers used. The special challenge to detect DDoS attacks in
NDN is to alleviate this burden without degrading the
detection accuracy.

Interest Flooding Attack and its Countermeasures. The pri-
mary countermeasures against Interest Flooding attack
(IFA) try to limit the number of incoming Interests, either
per prefix, or per interface. The main challenge is to distin-
guish valid from malicious Interests. In [7], Token Bucket is
applied for monitoring the ratio of Interest packets and data
packets to identify malicious requests for non-existing con-
tent in terms of distinct interfaces, whereas Poseidon [8]
additionally takes the number of current PIT entries into
account for more accurate malicious request detection.
These interface-based countermeasures apply thresholds to
mitigate malicious request forwarding from an interface but
all requests from the throttled interface will be affected by
the limitation. However, satisfaction ratio cannot identify
potential attacks when considering network congestion[40].
Zhi et al. [41] proposed to use the well-known Gini coeffi-
cient to measure a side effect of IFA: the discrepancy in the
range of requested content. Similarly, Theil index-based
detection is proposed in [42]. The hierarchical structure of
the prefixes used by malicious users are exploited in [43].
In [44], to distinguish IFA malicious Interest packets by
incorporating data provider, a hash-based signature is
attached behind the corresponding Interest name. Accord-
ing to hash-based security labels (HSLs) of name prefixes,
InterestFence[45] detects IFAs on the content servers rather
than routers. Tan et al. [12], with adapting different attack
intensity, develop a generalized likelihood ratio test to
detect evolved IFA attacks.

Cache Pollution Attack and its Countermeasures. Although
Cache Pollution attack (CPA) will degrade the performance
of NDN networks significantly [6], [46], till now, there is
very limited work on mitigating NDN CPA attacks in prac-
tical. Xie et al. [6] propose a proactive CPA countermeasure

TABLE 3
Detection Accuracy Comparison

Attack Detection Delay(S) D-R FP-R

IFA 250 Persistent 8.034 95.56% 4.00%
Baseline 10.970 94.44% 23.00%

500 Persistent 9.220 95.56% 18.00%
Baseline 12.539 93.33% 33.00%

1000 Persistent 9.493 95.56% 28.00%
Baseline 11.755 94.44% 32.00%

CPA 250 Persistent 8.840 95.56% 2.00%
Baseline 10.888 94.44% 23.00%

500 Persistent 9.519 95.56% 21.00%
Baseline 11.544 93.33% 29.00%

1000 Persistent 9.392 95.56% 29.00%
Baseline 11.300 94.44% 33.00%

Fig. 11. Resource consumption comparison.
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to enhance cache robustness to CPA attacks without any
attack detection process. In their work, when a router
receives a content packet, it evaluates an exponential func-
tion of the requesting frequency to provide the probability
that this content packet will be kept in the cache. One disad-
vantage of their work is, it will prevent caching some poten-
tial popular content requested by regular users. Conti et al.
[10] propose a lightweight approach for detecting LDA
attacks. They first point out that the existing proactive coun-
termeasure [6] is ineffective when defending against realis-
tic adversaries. They then propose their approach based on
the hit rate records of the received content. Their solution
will consume a large number of computation and memory
resources for storing and iterating these hit rate records.
Recently, a detection and defense scheme with the help of
grey forecast is proposed in [47]. Some other learning-based
approaches [11], [14], [15], [16], [17] are also not efficient
enough in a realistic network because they all build on top
of heavyweight primitives like artificial neural network.

10 CONCLUSION

NDN is vulnerable to new DDoS attacks, Cache Pollution
attacks and Interest Flooding attacks, which degrade NDN
transmission significantly. They compromise the crucial
components of NDN routers, content stores and pending
interest tables, respectively. With a comprehensive study of
all types of DDoS in NDN, we discover a common strategy
for an adversary to perform an effective attacks in NDN.
That is, an adversary needs to send a large number of mali-
cious Interest packets to share a common name prefix, so
that the malicious packets will converge at the same net-
work node and disable this victim node. Since these attacks
themselves have already imposed a huge burden on vic-
tims, to avoid exhausting the remaining resources on the
victims, we propose to exploit a lightweight and efficient
FM sketch (LiEffi-FM sketch) that can monitor Interest pack-
ets persistently. More importantly, LiEffi-FM sketch can be
applied to detect various types of DDoS attacks at the same
time. The experiments on a real NDN network demonstrate
that the introduced detection solution achieves effective
and efficient DDoS attack detection only at a little cost of
computation and storage resources, therefore, is feasible to
be deployed in any practical network and run persistently
to eliminate the threats of DDoS attacks in NDN.
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