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Quick and Accurate False Data Detection
in Mobile Crowd Sensing

Xiaocan Li, Kun Xie
Zhenyu Li

Abstract—The attacks, faults, and severe communication/
system conditions in Mobile Crowd Sensing (MCS) make false
data detection a critical problem. Observing the intrinsic low
dimensionality of general monitoring data and the sparsity of
false data, false data detection can be performed based on
the separation of mormal data and anomalies. Although the
existing separation algorithm based on Direct Robust Matrix
Factorization (DRMF) is proven to be effective, requiring iter-
atively performing Singular Value Decomposition (SVD) for
low-rank matrix approximation would result in a prohibitively
high accumulated computation cost when the data matrix is
large. In this work, we observe the quick false data location
feature from our empirical study of DRMF, based on which
we propose an intelligent Light weight Low Rank and False
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Matrix Separation algorithm (LightLRFMS) that can reuse the
previous result of the matrix decomposition to deduce the one
for the current iteration step. Depending on the type of data
corruption, random or successive/mass, we design two versions
of LightLRFMS. From a theoretical perspective, we validate that
LightLRFMS only requires one round of SVD computation and
thus has very low computation cost. We have done extensive
experiments using a PM 2.5 air condition trace and a road traffic
trace. OQur results demonstrate that LightLRFMS can achieve
very good false data detection performance with the same highest
detection accuracy as DRMF but with up to 20 times faster speed
thanks to its lower computation cost.

Index Terms— Matrix separation, false data detection, mobile
crowd sensing.

I. INTRODUCTION

HE proliferation of smartphones contributes to the pros-

perity of a novel sensing paradigm called Mobile Crowd
Sensing (MCS) [1]-[7]. Different from traditional wireless
sensor networks (WSNs) which usually leverage dedicated
sensors to acquire real-world conditions, MCS utilizes off-
the-shelf smartphones carried by citizens to capture dynamic
changes of social and urban information. The participatory and
mobile nature of MCS provides a novel way for the monitoring
of environment, transportation, and city infrastructure [8]-[11].
Although promising, there is a big challenge to ensure the data
quality in MCS, as it is susceptible to different kinds of attacks,

faults, severe communication and system conditions:
o Attack during transmission. With the transmissions over

wireless networks, MCS data are subject to attacks such
as eavesdropping, information tampering and malicious
programs.

o Attack by intelligent participation. MCS involves human
participation. Intelligent attackers can introduce bad data
into certain state variables, exploiting the knowledge of
the MCS application configurations to bypass existing
techniques for detecting bad measurements. For exam-
ple, to earn rewards, participants may submit fake data
without performing the actual sensing task [12], or com-
promise the mobile devices to provide faulty sensor
readings [13].

o Failure of algorithms or sensors. Mobile devices that
do not work in normal states may also provide false
measurements.

o Severe communication/system conditions. False measure-
ments may be resulted from network congestion, node
misbehavior, monitor failure, and unreliable wireless
transmission channels.
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The attacks, faults, and severe communication/system con-
ditions in MCS cause a serious false data problem which
affects the proper operation of the MCS systems. As many
MCS applications are vulnerable to the false data, detecting
false data as fast and precise as possible has a significant
impact on the reliable operations in MCS.

Facilitated by the popularity of smart-phones and other
GPS-enabled mobile devices (e.g., in-vehicle sensing devices),
most of MCS applications are location-aware. Sensory data
are usually reported along with the monitoring locations.
The data collected from MCS can generally be represented
by an N x T matrix, which records data from N loca-
tions over 7' time slots. As almost all physical conditions
monitored are continuous without sudden changes, sensory
data from environment monitoring generally exhibit strong
spatio-temporal correlations [14] thus the data matrix has a
low-rank feature. Since it is very costly for an attacker to
compromise a large number of measurements and transmission
units for a long period of time, and moreover, faults in sensors,
communications, and systems usually rarely happen, false data
over time form a sparse matrix [15]-[17]. The data matrix
observed is usually the sum of a low-rank real measurement
matrix and a sparse malicious data matrix.

Based on the observation, one effective way to detect
false data is through the matrix separation. That is, we can
recover and separate real measurement data in MCS from
the corrupted ones by exploiting the low-rank feature of
the real measurement matrix and the sparseness feature of
the false data matrix. After obtaining the sparse false data
matrix, we can further locate the attacks or faults in the MCS
systems.

Principal Component Analysis (PCA) [18] and Robust PCA
(RPCA) [19] are two typical matrix separation techniques.
However, they can not achieve good performance in false
data detection, as they either fail under the large corruption
or resort to some relaxation techniques to solve the problem.
Recent work in [20] proposes a Direct Robust Matrix Factor-
ization (DRMF) to minimize the error of the low-rank matrix
approximation subject to that the number of outliers is small
without using the relaxation techniques. DRMF is proven
to be very effective in video activity detection and USPS
anomaly detection [20]. Although promising, to accurately
separate the low-rank matrix and the false data components,
DRMF requires iteratively solving a low-rank matrix approxi-
mation sub-problem and an anomaly detection sub-problem.
The execution of low-rank approximation further requires
performing SVD (Singular Value Decomposition), that has
(0] (min {mng, an}) time complexity to handle a matrix of
R™*™ in each iteration step, which results in a prohibitively
high accumulated computation cost and makes it impractical
for dealing with large data set in MCS.

For the security and robustness of MCS, it is critical to
separate/detect the false data and recover the original mea-
surement data. In light of the importance of DRMF and the
above challenge in high computation complexity, in this work,
we propose a computationally efficient algorithm to enable
fast and accurate false data detection based on DRMF. Our
contributions are summarized as follows:
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o We find the feature of quick false data location. DRMF
operates iteratively to separate the false data from the
observed noisy data. From the empirical study of applying
DRMF to trace data sets for false data detection, we find
that candidate false data locations can be detected in the
first few iteration steps, and after which the locations will
not change even though the false data values will change
until the algorithm converges.

o We propose an intelligent Light weight Low Rank and
False Matrix Separation algorithm (LightLRFMS), which
takes advantage of the feature of quick false data loca-
tion to largely speed up the whole iteration process by
reusing the previous result of the matrix decomposition
to deduce the one for the current iteration step. As the
false data may be caused by random corruptions or suc-
cess/mass corruptions in MCS, we propose two versions
of LightLRFMS to detect the random false data and
structured false data respectively.

o We validate from a theoretical perspective that LightL.-
RFMS only requires one round of SVD computation and
thus has very low computation cost.

o We compare LightLRFMS with the state of art false
data separation algorithms using two real data sets. Our
experiment results demonstrate that LightLRFMS can
achieve the same highest false data detection accuracy as
DRMF at significantly faster speed (up to 20 times faster

than DRMF) thanks to its lower computational cost.
The rest of the paper is organized as follows. Section II

presents the related work. We present the problem formulation
and empirical studies with two real traces in Section III
and Section IV, respectively. We present our LightLRFMS
algorithm and its extension to detect structured false data in
Section V and Section VI, respectively. Finally, we implement
the proposed LightLRFMS and evaluate the performance in
Section VII, and conclude the work in Section VIII.

II. PRIOR ART AND LIMITATIONS

In this paper, we would like to solve the false data detection
problem through low-rank and sparse matrix separation and
propose a general solution for false data detection.

Current research interests in MCS mainly focus on issues
such as sensing task allocation, sparse sensing, privacy, and
data integrity [1]-[7] investigate the false data detection prob-
lem in MCS. The accuracy of the detection of false data
highly depends on the accuracy of the recovery of low rank
normal data. However, the work in [21] solves the low-rank
normal data recovery problem and false data detection problem
individually. As a result, [21] suffers from false data with
large deviation. With the need of context information of the
particular MCS application, [22] is not a general false data
detection algorithm.

To detect false data, Principal Component Analysis
(PCA) [18] is perhaps the best-known statistical analysis tech-
nique. The principal components (PCs) in the lower dimen-
sional subspace capture the dynamical properties of the system
and the PCs in the higher dimensional subspace represent
noisy information. Using this property, it is hypothesized
that outliers due to bad data will result in larger activity in
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the high dimensional subspace. Although effective when the
corruption is caused by small additive noise, recent studies
show that traditional PCA-based approaches fail under the
large corruption, even if the corruption affects only very few
of the observations [23].

Although not targetting for MCS, to decompose a given
observation (noisy) matrix X into a low-rank component X’
and a sparse outlier component F, Candes et. al. [19] propose
Robust PCA (RPCA). To make the problem solvable, the work
in [24] replaces the matrix rank and the cardinality ({[||,)
functions with their convex surrogates, the nuclear norm |||,
(i.e., the sum of its singular values) and the L; norm [|||,, and
solves the following convex optimization problem

. !
win (X[, + X|E]}
st. X' + E=X (1)

where A is a positive weighting parameter. To decompose
the data into low-rank component and sparse component,
these methods resort to some relaxation techniques which may
largely impact the accuracy of false data detection.

To conquer the challenge in RPCA, work in [20] proposes
DRMF which directly formulates the problem in its original
way using the matrix rank to represent the low rank feature and
the Lo-norm to represent the sparse feature of the false data.
However, the solution involves the iterative execution of the
SVD decomposition, which will bring very high computation
cost and is not scalable to large monitoring data.

To the best of knowledge, we are the first that proposes
a highly accurate and quick false data detection algorithm
based on DRMF. Specially, from experiment studies, we find
an interesting feature (quick false data location) hidden in
the DRMF. That is, DRMF can quickly identify the candidate
false data location in the first a few iteration steps although
DRMF doesn’t converge as the data values still change over
iteration steps.

III. PROBLEM AND CHALLENGE

In this section, we first show that the detection and iden-
tification of false data in MCS can be formulated as a low
rank and sparse matrix separation problem. We then give
an overview of our solution, and analyze the computation
complexity of the problem.

A. Problem Formulation

The monitoring data captured by MCS at a time slot k is
denoted as I, € RN where N is the number of measurement
locations. In the presence of attacks and faults, the measure-
ment is contaminated by the false data vector s, € RY. Let
L = [l1,l2,-+- ,lr] € RNXT be the matrix of monitoring
data taken from N locations for a time period of 7', and
S = [s1,89, -+ ,s7] € RV*T be the false data matrix. The
obtained observation can be expressed as:

X=L+S58 2)

In the monitoring data matrix, the row and the column
correspond respectively to a measurement location and a
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Fig. 1. Random distributed data corrupted monitoring data.

time slot. In a typical MCS platform, mobile users that are
willing to provide sensing data can register as participants.
The inherent mobility of mobile users provides unprecedented
spatiotemporal coverage compared to static sensor networks.
However, some locations may not have measurements due to
the mobility and change of participants, so the corresponding
entries in the matrix are empty. These entries can be inferred
through matrix completion, which takes advantage of spa-
tial and temple correlations to fill the missing measurement
data [25]-[30].

As discussed in introduction, data for environment monitor-
ing generally have low-rank feature due to their strong spatial
and temporal correlations, and false data are sparse because
attacks, faults, and failures in MCS are rare. Therefore, the
detection and identification of false data problem can be
converted to a matrix separation problem as:

. 2
min |[(X = 8) = L[y

s. t. rank (L) < k
15]lo < e S

where S is the false data matrix, L is the low-rank approx-
imation of matrix X — S, k is the truncation rank, and e is
the maximal number of non-zeros entries in S that can not
be ignored as outliers. In (3), we use rank(L) to stand for
the rank of the matrix L, and ||.S||, represents the number of
nonzero entries of matrix S.

The outlier number constraint e does not need to match the
actual number of outliers, but is only used to prevent that too
many data items from being classified as outliers. Therefore,
we do not need the actual number of outliers, but only use
e to provide an upper limit. The formulation in (3) aims at
minimizing the error of the low-rank approximation subject
to that the number of outliers is small, without any further
assumptions.

B. Solution Overview and Challenge

Usually, optimization problems (i.e., problem in (3)) involv-
ing the matrix rank or the Lg-norm i.e. set cardinality are diffi-
cult to solve. Some relaxation techniques are proposed to solve
the low-rank matrix approximation, such as using the nuclear
norm of matrix to replace the rank and Li-norm to replace
Lo-norm. However, these relaxations may largely impact the
estimation accuracy of the low-rank matrix approximation and
further impact the accuracy of false data detection.
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Rather than resorting to relaxation techniques, following
DRMF in [20], we adopt the block coordinate descent strategy
to directly solve the problem (3). The block coordinate descent
strategy solves the problem (3) iteratively, and in each iteration
step the following two sub-problems need to be solved:

e Low-rank matrix approximation sub-problem

L = argmin ||C — LH?,
L

st. 0 =X-8
rank(L) < k 4)

e False data detection sub-problem
S = argmin ||E — SH?7
s

st. BE=X—L
I151lo < e ®)

In each iteration, we first fix the current estimate of the set
of outliers S and exclude them from the measurement X to
get the “clean” data matrix C, and then fit L based on C.
Next, we update the false data matrix S based on £ = X — L.

Specially, a theorem proven by Eckart and Young [31]
shows that the error in approximating a matrix A by Ay
can be written as: HA—AkH% < HA—B||% where B is
any matrix with the rank %k, Aj is the rank-k truncated
SVD of the matrix A. According to Eckart and Young’s
theorem, the solution to L in problem (4) is the truncated
SVD approximation to the “cleaned” matrix C.

Moreover, following the theorem in the work of [32] to
solve the general problem of Ly-norm constrained minimiza-
tion of the decomposable objective, the false data detection
problem in (5) can also be solved as

S = {e” Jis = 01e) ©)

0 otherwise

where f;; = (€)%, B (e) is the e-th largest value in 3; ; (e is
outlier number constraint in (5)), and e; ; is the (¢, j)-th entry
in ¥ where £ = X — L.

C. Computation Complexity and Challenge

The block coordinate descent strategy requires a truncated
SVD approximation to solve the problem in (4) in each
iterative step. Such an operation, however, introduces a high
computational cost and is not scalable to deal with large
monitoring data.

Given a matrix X € R™*" SVD decomposes the matrix
into three factors:

X =UxV7, 7

where U is an m X m orthogonal matrix. ¥ is a diagonal
m X n matrix with non-negative real numbers on the diagonal.
V is an n x n orthogonal matrix, and V7 is the conjugate
transpose of V. The diagonal entries o; of 3 are known as
the singular values of X. Generally, the rank of a matrix X,
denoted by 7, is equal to the number of its non-zero singular
values. We call this rank definition as “precise rank”. Based on
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Fig. 2. Fraction captured by top k singular values.

the matrix rank, an alternate version of the SVD (in (7)) can
be expressed as

X =UxvT
g1 0 0
= [ug,ug,...,ur] | O ... 0 [U17U2,....,UT]T
0 0 o,
=urorv1’ +ugoove’ + -+ upopv,t (®)

where U = [u1, -+ ,u,] € R™*" such that UTU = I, ¥ is
r X r diagonal matrix with positive entries in the decreasing
order on the diagonal, and V' = [vq,---,v,] € R"*" such
that VTV = I. Given the truncation rank k, by setting all but
the first k largest singular values equal to zero and using only
the first k£ columns of U and V, we can obtain the truncated
matrix Xy,.

Although promising, the exact SVD has O(min{mn?,
nm?}) time complexity. This is highly unscalable, rendering
the straightforward way of obtaining the truncated matrix
through the exact SVD impractical for a large data matrix.
Additionally, as the low-rank matrix approximation is executed
iteratively in DRMF framework, the overall computation cost
will be very high. Therefore, how to reduce the accumulated
computation cost of the whole iteration process becomes the
key challenge.

IV. EMPIRICAL STUDY WITH REAL TRACE DATA

The low-rank feature is the prerequisite for matrix separa-
tion. In this section, we first validate that real PM 2.5 air
condition data and road traffic data have a good low-rank
feature. Then we present our empirical study of applying
DRMF for matrix separation, which discovers an interesting
feature hidden in DRMF and provides us the opportunity to
speed up the whole iteration process.

A. Low-Rank Feature Validation

An N x T matrix is low-rank if its matrix rank r <
min{N, T'}. Although the definition of the precise rank is of
high theoretical interest, it is not realistic to use this definition
for the practical data. The calculation of the precise rank of
the matrix is an ill-posed problem in a practical environment
because arbitrary small perturbations of matrix elements may
change the rank [33]. Instead of calculating of precise rank,
according to PCA, if a matrix is low-rank, its top k singular

k r
values occupy the total variance, that is, Y 07 ~ 3" o2.

i=1 i=1

The PM 2.5 air condition data and road traffic data are
respectively denoted as PM 2.5 [34] and Traffic [35] are
utilized in the experiment. Fig.2 plots the fraction of the total
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Fig. 3. False data candidate position change during iteration process.

variance captured by the top k singular values (i.e., g (k) =

k 2
2171;) for these two traces. We find that the top 20 singular

i=1"1
values capture more than 90% variance in the data, which
indicates that real PM 2.5 air condition data and road traffic
data have a good low-rank feature.

B. Quick False Location Identification With DRMF

In DRMF, two sub-problems (Low-rank matrix approxima-
tion sub-problem (4) and False data detection sub-problem(5))
need to solve iteratively until the two results converge.
Among these two sub-problems, the false data detection sub-
problem(5)) in each step will identify up to e locations as
the candidate false data positions. When the whole iteration
process converges, among all e positions, the positions with
the large data values will be detected as the outliers. In each
iteration step, after update the false data matrix, the clear data
matrix C' will also be updated and an SVD is required to be
executed on C' to solve the low-rank matrix approximation
sub-problem.

As we will show in Section V, this paper exploits the matrix
decomposition SVD in the previous step to deduce the SVD
in the current step to speed up the whole iteration process.
As a basis, we will investigate how the candidate false data
positions change and thus the false data matrix S and the
clear data matrix C' change in the iteration steps when DRMF
is carried out. We define two metrics to track the change
of candidate false data position detected during the iteration
process, which can be expressed as follows:

e Ni(t+1), which counts the total number of locations that
change from a candidate false data location to a normal
location or from a normal location to a false location from
step t tot+ 1.

e N.(t + 1), which counts the total number of columns
that change from a false column (a column that has false
candidate locations) to a normal column or from a normal
column to a false column from step ¢ to ¢t + 1.

In the experiment, using the real PM 2.5 air condition
data and road traffic data, we randomly select 0.1% locations
to inject the false data, then run DRMF. Fig.3 tracks the
changes of the false data locations during the iteration process.
Obviously, at the initial iteration step, N;(t+1) (Fig.3(a)) is a
large value. Although it takes a longer period of time for the
whole DRMF to converge with the false data values change
in a new iteration, N;(t + 1) converges quickly. After ¢t = 15,
N;(t+1) = 0, which means the candidate false data locations
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Fig. 4. The relationship between two sequential steps.

will not change any more. N.(¢ + 1) has a similar trend as
that of N;(t+ 1) while N.(t+ 1) is significantly smaller than
N (t+1) as one column may contain several false data entries.

This experiment results real a very interesting feature,
that is, DRMF can quickly identify the candidate false data
locations. We call this feature quick false data location.
In section V, we will take advantage of this good feature to
largely speed up the DRMF execution.

V. LIGHTWEIGHT MATRIX SEPARATION ALGORITHM

As the false data matrix S is updated in each iteration step,
C = X — S also changes. To search for the rank-k matrix that
can approximate C' in each iteration step, the straight-forward
way is to perform SVD on the newly updated matrix C.
However, as discussed in Section III-C, such a straight-forward
solution involves a large accumulated computation cost. In this
section, we will exploit the relationship between the sequential
matrices C'[t] and C[t + 1] to significantly speed up the whole
iteration process.

A. Opportunity for Speedup the Whole Iteration Process

The false matrix S is usually sparse with only up to e
non-zero entries, and all others zeros. If we compare two false
data matrices obtained in two sequential steps, the large num-
ber of columns in the matrix should remain unchanged except
only a few columns (at most 2e columns). This relationship
provides us an opportunity to reuse the previous result of SVD
on C'[t] to deduce the SVD for the matrix C[¢t + 1] in current
step so that the whole process can be sped up.

Fig.4 further illustrates the above relationship. There are two
candidate false data positions with e = 2. S[t] and S[t + 1]
denote the false data matrices at the iteration steps ¢ and t+ 1,
respectively. C[t] and C[t+ 1] are the clear matrix to perform
SVD for the low-rank matrix approximation. Obviously, when
S[t] changes to S[t + 1], C[t] changes to C[t + 1] with only
3 columns (ca, c3, ¢4) different, and N;(t + 1) = 2 and
N.(t + 1) = 2. From the empirical study in Section IV-B,
we know that DRMF has the feature of quick false data
location. Therefore, we can expect that after a small number
of iterations, we will have N;(t +1) = 0 and N.(t+1) =0,
with no more false location changes. After that, the entry
values at these false locations may change until they converge.
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Therefore, instead of 2e, there will be only totally e entries to
change their values from C[t] to C[t + 1], and thus at most e
columns will change.

As S is a sparse matrix with e being a small value, only
a small number of columns will be changed from C[t] to
C[t + 1], and the SVD of these two matrices must have
strong relationship. In the next section, we will present how
we exploit this relationship to design a lightweight matrix
separation algorithm.

B. Algorithm Design

Before presenting our matrix separation algorithm, the fol-
lowing two theorems will illustrate how to deduce the SVD
of a matrix A from the SVD of a matrix B, if there is only
one column difference between the two matrices.

Theorem 1: Given a matrix B = [M , cf} e R"™*"™ and

A = [M,d] € R™", where M € R™" ! and d, d
R™. If svd(B) = sud([M, CZD — UpSoVo?l where Uy =
[ug, - ,u,] € R™*" and Vy = [vy,- -+, v,] € R" ", we have

svd (A) = svd ([M,d)) = U2, © )
where U, = UgU (1: 1, L:r) + pU (r + Ll:r), ¥ =

S(A:rl:r)yand Vi = VoV (1:r1:r)+qV (r+1,1:7)
where U s f), and V are calculated from Eq.(15).

Proof: As only the last columns of the two matrices A
and B are different, we can easily obtain

A=[M,d = {M, CZ} +ceT (10)

where ¢ = d —d and 7 = 0,0,---,1 |. With only the last
————

n
item of e equal to 1, such a design can guarantee that ce”
in (10) is an m x n matrix with all entries zero except the last
column which is ¢. Further we can rewrite (10) as follows:

A= [M,d] = Uy, ] [579 (1)] [‘ef(ﬂ

To make (11) in the SVD style, it requires that columns in
[Uo, c] and [V, €] be orthogonal unit vectors. As svd (B) =
svd( M,d|) = UsSeVo”, we have UTUs = I and VI
Vo = 1, that is, the columns of Uy and V; form orthonormal
bases for R".

To make columns of [Uy, ¢| and [Vp, €] become orthogonal
unit vectors, we need to consider the Gram-Schmidt orthogo-
nalization of e and c. For example, the orthogonal vector of e
under Gram-Schmidt orthogonalization can be expressed as

(1)

ta =e—(e,v1)v1 — (e,v2) v2 — - — (e,v:) v,  (12)

and we further have

te = e — Voa (13)

with a = (V') where (V) is the last column of (V).
Further, ¢ = Hfta—allz is the orthogonal unit vector of e.

Similarly, the orthogonal unit vector of ¢ can be calculated
as p = ”ttb—sz where t, = ¢ — Upb and b = UOTC.
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After the Gram-Schmidt orthogonalization of ¢ and e,
we can rewrite the Eq.(11) as following:

B Yo + abT tall,a V&
Wﬂ%“[mwTuwwm g | Y

The SVD of the middle part of the Eq.(14) can be written
as follows.

Yo + ab” lta]lya
svd 2
q ol b [ltallolitoll,

Based on (15), we can obtain that:

D =uxv?t 15

e~ vr
M. = 000577 [ ¥ | (16)
Let
Uy =UU(:r1:7)+pU(r+1,1:7) (17)
lei(lzr,lzr) (18)
Vi=VoV(:rl:r)4+qV (r+1,1:7) (19)

we have svud (A) = svd ([M,d]) = U, i 7.

Theorem 1 presents the way to quickly deduce the SVD of
matrix A from the SVD of matrix B if these two matrices
have the same size with only the last column different. In the
following theorem, we will show the relationship between
SVDs of A and B if only two of their columns are exchanged
but all the remaining ones are the same.

Theorem 2: Given a matrix B = [by,ba,- - ,b,] € R™*™
with its SV D (B) = UXVT, exchange the J-th column with
the last column in B, the resulted new matrix is denoted as
A=1[b1, -+ ,bj_1,bp,byy1, - ,bs] € R™*™, then we have
SVD(A) = UXV where U = U, X =%,V =V except
V(n,:) = V(J,:) and V(J,:) = V(n,:) where V(n,:) and
V' (J,:) denote the n-th row and the J-th row of the matrix V.

Proof: From the definition of SVD (in Eq.(8)), we have

B = [blab27"' 7bn]
T
V1,1 U1,r
g1 0 0
= [ul,uQ,....,ur] 0 0 Vi1 Vir
0 0 o,
Vn,1 Vn,r
(20)

As A is obtained from exchanging two columns in B, A can
be written as

A= [b17"' ;bJ—labnabJ+17"' ;bJ]

T
V1,1 U1,r
g1 0 0
= [ug,uz,y ... ur] | O ... 0| |Vna Vnr
O O Oy :
V31 Vir
21

Obviously, the proof completes.
Based on Theorem 1 and Theorem 2, given the SVD of
matrix A, we can easily design Algorithm 1 to quickly deduce
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Algorithm 1 Deduce the SVD When One Column Different

Input: SVD(B) = UpZoVol, column index [, column dif-
ference vector v
Output: SVD of A where A and B have n — 1 columns the
same except the [-th column a; = b; + v
1: if [ # n then
2:  Exchange the last row of Vj(i.e., Vo(n,:)) with the [-th
row of Vj (i.e., Vo(l,:)) according to Theorem 2
3:  Update Uy, X1, Vi according to Theorem 1 using the
column difference vector v
4:  Exchange the last row of V; (i.e., Vi(n,:)) with the I-th
row of V; (i.e., Vi(l,:)) according to Theorem 2
5. return SVD(A) = N
6: else
7. Update U, X1, Vi according to Theorem 1 using the
column difference vector v
8: return SVD(A) = Uzt

9: end if
A and B only have one column different
T
l Two l One I L4 Two l ¢
v columns CoTumn columns &
B fiotmeyl gl Al g %_::t":".gf.. Al |
A %
¢
I 1 I 1]
Theorem2 Theorem2
mﬁnwm-QmEHme““mﬁlll..’uﬁlm
- Two rows m Two rows
exchange =220 exchange
3 13 ]
(a) Line 2 (b) Line 3 © Line 4 (d)
Fig. 5. Deduce SVD of A from SVD of B.

the SVD of matrix B if A and B only have one different
column. Fig.5 shows the main operations of line 2-4 in
Algorithm 1. In Fig.5(a), SV D(B) = U2V, . In Fig.5(b),
the updated Uy, Yo, and Vy form the SVD of B’ which
is built by exchanging the [ column with the last column
of B. On line 3, by applying theorem 1, we further have
the SVD (U, X1, Vi) of B” = B’ with the last column
(B")n, = (B'),,+v, as shown in Fig.5(c). On line 4, according
to theorem 1, the SVD of A is deduced (in Fig.5(d)).

Based on Algorithm 1, we further design Algorithm 2 to
quickly separate the false data matrix from the observed data
matrix. On lines 4-5, we scan the false data matrices S[t] to
S[t+1] obtained in two sequential steps to identify all possible
columns changed from ¢ to ¢ 4 1, with the column index set
denoted by R;. On lines 6-9, update the corresponding SVD
sequently until all columns are changed and we obtain the
final SVD of C[t + 1]. On line 10, set L[t + 1] as the rank-k
truncated SVD of matrix C[t+1], thatis, L[t+1] = C[t+1]j.

C. Algorithm Analysis

For the original DRMF, each iteration step requires SVD,
which brings O (min {mn? nm?}) time complexity.

Different from DRMF, our LightLRFMS only requires one
time execution of SVD at the first iteration step. After that,
LightLRFMS deduces each next SVD from the previous

Algorithm 2 Light Weight Low Rank and Sparse Matrix
Separation
Input: X: the observation matrix
k: the maximal rank of the matrix factorizaiton
e: the maximal number of false data injected
S: the inial false data matrix
t: iterative step
Lt =1, St] = S, Ct] =
UoXoVol, Lt] = C[t]x
2: while not converged do
3:  Apply (6) to solve the false data detection problem:

X — S[t], SVD(C[t]) =

S[t+ 1] = argmin | E — S|
S

s.t. E=X — L[t]

15]lo < e (22)

4: Scan S[t] and S|t + 1], use the sets R[t] and R[t + 1] to
record the column index in S[t] and S[t 4 1] that have
entry values not zero, respectively.
R, =R[t{JUR[t + 1]
for each r € R; do
v = S[t]r - S[t—l- 1]7“
update SV D(C[t + 1]) by applying Algorithm 1 with
SVD(C[t +1]) = UsXoVo”, r, and v as the input
9: end for
10: Set L[t 4+ 1] as the rank-k truncated SVD of matrix
Clt+ 1), that is, L[t + 1] = C[t + 1],
1n: t=t+1
12: end while

® W

SVD by exploiting the relationship of matrices operated in
sequential iteration steps. As shown in Algorithm 2, if there are
|R;| columns of difference between C'[t] and C[t+ 1], we will
perform |R;| times SVD deductions through Algorithm 1.
The computation cost of Algorithm 1 is mainly caused by
the step on line 3 or line 7, which applies the Theorem 1 to
deduce the SVD when one column changes. According to
Theorem 1, the main operations to deduce SVD include a
Gram-Schmidt operation (in Eq.(13)) with the time complexity
O (mr), an SVD on a small size matrix (in Eq(15)) with

the time complexity O ((r + 1)‘3) , and the update operations
on Eq.(17), Eq.(18), and Eq.(19), which requires O (mrQ),
O (1), and O (mr2) time complexity, respectively. Therefore,
applying Theorem 1 one time to deduce the SVD involves
the complexity of O (mr?) + O ((r+ 1)3) + O(1). One
iteration step in our Algorithm 2 requires |R;| times of SVD
deduction, thus the complexity is |R;| x (O (mr?)+(O (mr)+
o((r+1)") +0o).

According to Fig.2, as PM 2.5 air condition data and
road traffic data have strong correlations, we have the rank
r < min{m,n}. Moreover, according to the analysis in
Section V-A, in the inial iteration steps, the number of updated
columns |Ry| is at most 2e. After a few steps, the quick
false data location makes the updated column number |R;|
even less and at most e. As outlier seldom happens, e is
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Fig. 6. Structured false data.

obviously a small value. Therefore, we can easily conclude
|m|xammﬂ)+(0@w)+o(u+1f)+ou» <
0] (min {an,an}), that is, our LightLRFMS has much
smaller computation cost than DRMF. In our performance

studies, we will show the significant speed gain achieved by
our LightLRFMS.

VI. EXTENSIONS TO STRUCTURED
FALSE DATA DETECTION

Problem in (3) uses [y norm penalty on the false data matrix
S to introduce element-wise sparsity. However, recent studies
show that successive/mass data corruption may be resulted
from the matrix rows (Fig. 6) due to the failure of sensor
nodes, continuous data tampering on nodes by attackers, and
the severe communication conditions. In this paper, we call
such successive or mass data corruption as structured false
data.

In this section, we first introduce the structured false data
detection problem and its iterative solution, then present our
lightweight solution for the problem.

A. Structured False Data Detection Problem and
Its Iterative Solution

For the structured false data, we would like to look for
the outlier rows so that the evidences of anomalies can be
aggregated to enhance the false data detection performance.
Instead of counting the number of outlier entries in prob-
lem (3), we use the structure norm |[S||,, to represent the
number of rows with nonzero entries in matrix S. The false
row detection problem can be expressed as

. 2

min (X —S5) - L]y

s.t. rank (L) < k
HSHQ,O <7 (23)

where 7 is the maximal number of false rows.

Similar to Section III-B, we adopt the block coordi-
nate descent strategy to solve the problem (23), where two
sub-problems need to be solved iteratively.

e Low-rank matrix approximation sub-problem

L = argmin ||C — LH?,
L
st. C=X-9

rank(L) < k (24)
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e Structured false data detection sub-problem
S = argmin ||E — S||?,
s
st. E=X—-1L

18]l2,0 < 7 (25)

By treating each row of S as an element, based on (6),
we obtain the solution for the sub-problem in (25) as follows:
E;,. (Bi>
5i. = { D P2 000) (26)
0 otherwise
where S; . and E; . denote the i-th row of matrices S and E
respectively. 3; = || E; .|| and (3 (7) is the 7-th largest value

in {Bi}i—y .~

B. Lightweight Algorithm

In Section IV, we find the feature of quick false data
location when we follow DRMF to solve problem in (3)
by adopting the block coordinate descent strategy. We expect
that there exists a similar feature in the iterative solution in
Section VI-A. Similar to Section IV, we conduct experiments
to investigate whether there exists the similar feature by using
the metric N,.(¢ + 1) to track the change of candidate false
data rows detected during the iterative process.

e N,(t + 1), which counts the total number of rows that
change from a false row (a row that has false candidate
locations) to a normal row or from a normal row to a
false row from step ¢ to t + 1.

In the experiment, using the real PM 2.5 air condition data
and road traffic data, we randomly select 5% rows to inject the
false data, then run the iterative solution in Section VI-A. Fig.7
shows the experiment results. As expected, only after very few
iterative steps, N,.(t + 1) converges quickly to zero. These
experiment results show that DRMF can quickly identify the
candidate false data rows. The feature of quick false data
location also exists when we adopt block coordinate descent
strategy to detect the structured false data.

Taking advantage of the feature, we propose another version
of LightLRFMS in Algorithm 3 to detect the structured false
data. To well utilize the properties hidden in Theorem 1 and
Theorem 2, a simple matrix transpose is executed at matrices
S and X to transform the rows of the matrices to the columns,
as shown in line 1 in Algorithm 3.

Similar to the analysis in Section V-C, one iteration step in
Algorithm 3 requires |R;| times of SVD deduction, thus the

Authorized licensed use limited to: SUNY AT STONY BROOK. Downloaded on December 27,2025 at 08:02:32 UTC from IEEE Xplore. Restrictions apply.



LI et al.: QUICK AND ACCURATE FALSE DATA DETECTION IN MCS

Algorithm 3 Detection of Structured False Data With Light
Weight Low Rank and Sparse Matrix Separation
Input: X: the observation matrix
k: the maximal rank of the matrix factorizaiton
7: the maximal number of false data rows injected
S: the inial false data matrix
t: iterative step
1t =1, S[t] = ST, Clt] = XT - S[t], SVD(C[t]) =
UoXoVo?, Lt] = C[t]x
2: while not converged do
Apply (26) to solve the structured false data detection
sub-problem:

[95]

Slt+1] = argmin ||E — S||%
S

st. E=X — L[t]

15120 < 7 @7)

4:  Scan S[t] and S[t + 1], use the sets R[t] and R[t+ 1] to
record the column index in S[t] and S|t + 1] that have
structured data values not zero, respectively.
R, =R[tJUR][t + 1]
for each r € R; do
v = S[t]r - S[t—l- 1]7“
update SV D(C|t + 1]) by applying Algorithm 1 with
SVD(C[t + 1]) = UgXo Vo, r, and v as the input
9: end for
10:  Set L[t+1] as the rank-k truncated SVD of matrix C'[t+

® 3w

1], that is, L[t + 1] = C[t + 1]
1: t=t+1
12: end while
Output: S = S[t]" L=XxT -5

complexity is |Ry| x (O (mr?) + (O (mr) + O ((7“ + 1)3) +
O (1)). As indicated in Fig.7, after a few steps, N,.(t + 1)
is equal to zero which makes the updated column number
|R:| even less and at most 7. Therefore, after a few steps, the
complexity of one iteration step is at most |7| x (O (mr?) +

(O (mr)+ 0O ((r + 1)3) + O (1)), which is obviously much
less than O (min {mn? nm?}), the complexity of SVD.

Therefore, in the case of structured false data detection, our
LightLRFMS has much smaller computation cost than DRMF.

VII. PERFORMANCE EVALUATIONS

We use one PM 2.5 air condition data (denoted as PM 2.5)
and one road traffic data (denoted as Traffic) to evaluate the
performance of our proposed LightLRFMS.

e PM 2.5 [34] includes PM 2.5 air condition data every
one hour in the time span of 2014-05-01 to 2015-04-30
from 437 monitoring locations in 43 cities in China
including Beijing, Tianjin, Guangzhou, Shenzhen, and
other 39 adjacent cities.

o Traffic [35] includes traffic speed data collected from
142 road segments in Manhattan (New York City) every
five minutes from 04:00 AM to 23:55 PM in every day
during the time span from 2017-11-29 to 2018-01-11.
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As trace PM 2.5 and trace traffic record the real measure-
ments of PM 2.5 air condition and traffic speed, to evaluate the
proposed false data detection algorithm, we inject the outliers
to these raw data to generate the synthesized corrupted data
with following steps.

1) Data normalization. We denote the raw trace data as

L € RN*T. For more efficient data processing, given lijs
li;—min{ly, . }

we adopt [; ; = 3 to normalize the data

max{h v min{l
within the range [0, 1] where max {luw} and mm {luv} are

the maximum value and mlmmum value of all the data,
respectively.

2) False data generation. A false data matrix S is generated
as

6 = sij (i,7) € Q
" 0 otherwise

where s;; is the generated outlier, and (2 is the set of false
data locations.

The synthesized data X is: a;; = l; ; + s;,; for all (¢, 7),
and we adopt two data distributions to generate the false data
value injected:

1) Gaussian distribution: s;; € ) is generated following
the Gaussian distribution N (11, 0%) with the defaults values
of mean p and variance o2 set to 0 and 0.1, respectively.

2) Exponential distribution: s;; € ) is generated following

(28)

the Exponential distribution £ (5) with the defaults values of
mean g = 0.1.

The following four metrics are utilized to evaluate our pro-
posed LightLRFMS. False Positive Rate (FPR): It measures
the proportion of non-outliers that are wrongly identified as
outliers. True Positive Rate (TPR): It measures the proportion
of outliers that are correctly identified. Error(false): is the
average value of the differences between false values estimated
and the false values injected. Speedup: Given the computation
time under two different algorithms (alg; and algs), denoted
as T and T5, the speedup in the computation time of the alg-
with respect to the algy: S1_o = T1/T5.

All experiments are run by a workstation equipped with two
Intel(R) Core (R) 15-8300H CPUs(2.30 GHz) (totally 4 Cores)
and 32.00GB RAM. To measure the processing time, we insert
a timer into all the schemes implemented.

In Section V and Section VI, we propose two versions of
our LightLRFMS, one is to detect the random false data and
the other is to detect the structured false data. Actually, we can
further easily extend our LightLRFMS to detect mixture false
data that consists of both random and structured corruptions.
To evaluate the detection performance, three groups of exper-
iments are performed. The first group is to detect the false
data with random locations, the second group is to detect the
structured false data, and the third is to detect the mixture
false data. All performance results are obtained with average
of results from 10 random runs.

A. Group 1: Detection of Random False Data

In this group of experiments, to simulate false data that do
not have fixed locations, we randomly select v x (N x T')
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locations to form (), where ~y is the false data ratio. We set
v=0.1% as the default setting.

Besides our LightLRFMS, we implement other four
schemes including Deco [21], DRMF [20], RPCA [19] and
PCA [36]. To fairly compare these algorithms, we adopt the
same false detection principle: among all the candidate false
locations, return the v x (N x T') data points with the largest
vXx (N x T) absolute values where v x (N x T) is the number
of false data points injected.

1) Speed Comparison: In Fig.8, we compare the compu-
tation speeds between DRMF and our LightLRFMS under
random attack. Fig.8(a) shows the computation time. More-
over, by using DRMF as the baseline algorithm and set
algy. = DRMF, we also calculate the speedup metric and
show in Fig.8(b). With the increase of v, the Speedup of
our LightLRFMS decreases as higher computation complexity
is involved in the SVD deduction. When the false data ratio
~ = 0.01%, it takes LightLRFMS 12 seconds (PM 2.5) and
3.5 seconds (Traffic) to detect the false data, while it takes
DRMEF 120 seconds (PM 2.5) and 28 seconds (Traffic). Our
LightLRFMS is up to 10 (PM 2.5) and 8 (Traffic) times faster
than DRMF.

In following experiments, we will show although our
LightLRFMS achieves significant speed gain, it can achieve
the same and best false data detection performance as DRMF,
which is much better than other peer algorithms.

2) Detection Accuracy (FPR and TPR): With other parame-
ters fixed, we vary the variance o2, the average value j, and
the outlier ratio v of the outliers injected. In Fig.9 - Fig.13,
our LightLRFMS and DRMF achieve the lowest False Positive
Rate and Highest True Positive Rate, under all the experiment
scenarios using different data traces (PM 2.5 and Traffic) with
different anomaly injected strategies, which demonstrates that
our LightLRFMS in Algorithm 1 can highly accurately deduce
the SVD by well utilizing the relationship between matrices
in two sequential iteration steps.

IEEE/ACM TRANSACTIONS ON NETWORKING, VOL. 28, NO. 3, JUNE 2020

LightLRFMS -8-DRMF|

-0-RPCA -a-PCA %k-Deco)

0.1

L
m =B
@ 0.05% = =% - ~u_
o SR il e
ek S Sl SRR P R
0.01 0.1 1 10

mean value s

R b S ShE L

K ook==2"" %o
= _-=
0.8===
0.01 0.1 1 10
mean value s
(a) Traffic
Fig. 10.

with different mean value.

LightLRFMS -e-DRMF

|-0-RPCA-a-PCA %k-Deco

0.05f ~=8s~_ . _
—
& iti=’--t==*==.ﬂ:s""‘-~
D A P Sk
0 PP 4
0.01 0.1 1 10
mean value p
1 ——=3==
S e
o =R H T
= 559:_-5--‘5
054 - =g=-°
0.01 0.1 1 10
mean value p
(a) Traffic
Fig. 11.

with different mean value.

LightLRFMS —-DRMF|

-0-RPCA-a-PCA ~k-Deco

T

LightLRFMS -e-DRMF

~0-RPCA -a-PCA -%-Deco

0.1
o ~
S
0.0 L3 :_:_3—2_‘-_'%‘-_;_:3-._—._._15___
0 =
0.01 0.1 1 10

mean value u

1——-*--*-:-§:—;;:: =3

@RI KT L G-
Eo'galt"g,— --=
b - = L3
0.8
0.01 0.1 1 10
mean value 1
(b) PM2.5

Detection accuracy - inject random Gaussian distribution outlier

-0-RPCA—a-PCA =-Deco)
005F==&-__
o L k. e
o P-=-6 k== %- = 53
. *---—-—%::g_:*:: ==
0 —-e--9-=
0.01 0.1 1 10
mean value ;1
1 —a ==
IS S 2L |
& SR e S
o5k --E==#7"7"
0.01 0.1 1 10
mean value g
(b) PM2.5

Detection accuracy - inject random Exponential distribution outlier

LightLRFMS -e-DRMF]|
-0-RPCA -0-PCA —%-Deco|
002 —F-B-B-g-8-= =

w002 o -s-5-g-8a-2-2" v
o ===
Lootp—*—d-p-y-gog=d=3=F LOOFop-A-Xobcizg=d=3-3
CE e e e e-—e—t— oh—.—“—‘—o—c—o—c—-.-«
0.01 0.03 0.05 0.07 0.10 0.01 0.03 0.05 0.07 0.10

outlier ratio (%)

1,.—.---0—.-.-4—4—-.—-4
Koo =p==f-t-f-a-R==H
@o.

-8 g -2 -8 -g- 8- 9--0- 4

0.8
0.01 0.03 0.05 0.07 0.10
outlier ratio v(%)
(a) Traffic
Fig. 12.

with different outlier ratio.

LightLRFMS -e-DRMF|

[-0-RPCA -a-PCA *-Deco|
=

mo.oar-.—e—a—--";:ﬁ:
&0.04‘F=*=¢=g=t=t= =

0.02 e a—a-s-—9-2-

*=3

0.01 003 005 0.07 0.10
outlier ratio (%)
%07
Fogk K- -R-R-g-R=R=%=3F
— = = & 8- 8 -
0.01 003 005 0.07 0.10
outlier ratio v(%)
(a) Traffic
Fig. 13.

with different outlier ratio.

outlier ratio v(%)

- - -6 -6 -—6-—0-—0—0— o— -4

£ - -06-6-g-g-0-90-0-4

oop-grg-grg-g-$r3iy

- —p-B-8-—8-a_ g_.a- 4

0.03 0.05 0.07 0.10
outlier ratio v(%)

(b) PM 2.5

Detection accuracy - inject random Gaussian distribution outlier

LightLRFMS —e-DRMF|

-0-RPCA -a-PCA ~-Deco)

a-
-
_e-p-a-92-42

0.04
o
a 0.02£ —
0 BB BB
0.01 0.03 0.05 0.07 0.10
outlier ratio v(%)

1,—.—.-—0—.—0-.—.—-.—-4
- o- 4
R e =k =k — —k-k- k-4

Eoga-—o—e-e— -e-©-9

£t

=%
0.03 0.05 0.07
outlier ratio v(%)

(b) PM 2.5

0.8
0.01 0.10

Detection accuracy - inject random Exponential distribution outlier

The false positive rate under RPCA is up to 2 times larger

than that under DRMF and our LightLRFMS. RPCA uses the
trace norm to relax the low-rank feature of monitoring matrix,
which largely impacts the detection performance. Higher false
positive rate would result in false anomaly alarms, which may
largely increase the MCS system maintenance cost.
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For the Gaussian distribution, as shown in Fig.9 and Fig.10,
with the increase of variance o2 and mean 1 of the outliers,
the True Positive Rate increases while the False Positive Rate
decreases for all algorithms implemented. Obviously, when the
variance and mean of outliers are smaller, synthesized outlier
data have closer and smaller values, and are more difficult
to be differentiated from the normal data. Moreover, with
the increase of variance o2 and mean 1, the outlier value is
generated in a large range, PCA is not robust to these outliers
and results in the largest False Positive Rate and lowest True
Positive Rate, which confirms the observation of [20]. For the
Exponential distribution (in Fig.11), similar to the simulation
results in Gaussian distribution, with the increase of mean p
of the outliers the True Positive Rate increases while the False
Positive Rate decreases for all algorithms implemented.

Fig.12 and Fig.13 draw the experiment results under dif-
ferent outlier ratios when the outlier locations are randomly
generated. As DRMF and our LightLRFMS formulate the
problem directly using the matrix rank to represent the low
rank feature and the Lgp-norm to represent the sparse feature
of the false data, the detection performance of these two
algorithms are much more stable compared to peer detection
algorithms.

3) Error on False Data Estimated: From the experiment
results in Fig.3, we find DRMF can quickly detect the
false data location although DRMF doesn’t converge as the
false data values estimated still change over iteration steps.
Fig.14- Fig.16 show the error on the false value estimated.

Obviously, our LightLRFMS and DRMF achieve the similar
best performance with the lowest error. With the increase of

DRMF 120 = * 20
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_25 __100 | 15
[ [ Q Q
20 & 80 % 15 2
15 g 60 -9 g10
F 10 F a0 @
5
5 20 5
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(a) Time (b) SpeedUp
Fig. 17. Speed comparison - inject structured false data.

variance o2 and mean p of the outliers, synthesized outlier
data have larger and different values, which impacts the normal
data recovery thus the estimation of the false data values. As a
result, the errors under all schemes implemented increases.
PCA only considers the constraint of low rank measurement
data but ignores the sparsity feature of false data injected,
which results in high error on the estimation of false data
value.

B. Group 2: Detection of Structured False Data

In MCS, the failure of sensor nodes, constant data tampering
by attackers, and the severe communication conditions may
cause structured data corruption in matrix rows [27]. To sim-
ulate such data corruptions, we randomly select kN (k=5%)
locations in PM 2.5 trace and road segments in traffic trace
be the ones under such an attack.

Similar to our LightLRFMS, by using the structure norm
[Sll5, to represent the number of rows with nonzero entries
in matrix S, DRMF can detect the structured false data.
Besides LightLRFMS and DRMEF, Deco [21], RPCA [19] and
PCA [36] do not directly support the detection of structured
false data. For fair comparison, we calculate the Frobenius
norm of the rows in the false data matrix (S) in these
algorithms and return the x/N-largest rows as the structured
false data rows.

Fig.17, Fig.18- Fig.20, and Fig.21- Fig.23 show the speed,
the detection accuracy performance, and the error on the
false data estimated under the experiment scenario of inject-
ing structured corruptions. As expected, our LightLRFMS
and DRMF achieve the best accuracy performance to detect
the structured false data, while our LightLRFMS is almost
20 times (Traffic) and 15 times (PM2.5) faster than DRMF
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for both data sets, which demonstrates that SVD deduction in
our LightLRFMS is very effective in reducing the computation
cost.
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C. Group 3: Detection of Mixture False Data Consisting of
Both Random and Structured Corruptions

To simulate the mixture false data scenario, we randomly
select KN (k=5%) rows to inject the structured corrup-
tions. Besides these rows, we also randomly select 7 X
((N = kN) x T') locations to inject the random corruptions.

To detect the mixture false data, we can apply both the
Lo-norm and L3 g-norm to constrain the number of random
false data and the number of structured false rows in DRMF
and our LightLRFMS. For other peer algorithms, we calculate
the Frobenius norm of the rows in the false data matrix (S)
in these algorithms and return the ~/V-largest rows as the
structured false data rows. Besides these rows, we also return
the largest v X ((N —kN) x T) data points in matrix S
with the largest absolute values. For space saving, we only
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list the detection results with the injected outlier data values
following the Exponential distribution in Fig.24. Obviously,
both our LightRFMS and DRMF achieve the highest false data
detection performance with the highest False Positive Rate and
the smallest True Positive Rate.

VIII. CONCLUSION

To accurately and quickly detect the false data in MCS,
we propose a novel LightLRFMS based on DRMF. From the
empirical study, we find DRMF has an interesting feature
called quick false data location, that is, DRMF can quickly
detect the candidate false data locations in the first few iter-
ation steps. To conquer the computation complexity problem
faced in DRMF, taking advantage of the sparsity feature of
the false data and DRMF’s quick false data location feature,
we propose to reuse the previous result of the matrix SVD
decomposition to deduce the one for the current iteration
step, which largely speeds up the whole iteration process.
Furthermore, as the false data may be caused by random
corruptions or success/mass corruptions, our LightLRFMS is
designed with two versions to detect the random false data and
the structured false data respectively. Extensive experiment
results demonstrate that LightLRFMS can achieve the same
highest false data detection accuracy as DRMF at significantly
faster speed (up to 20 times that of DRMF) thanks to its lower
computation cost.

We don’t expect that our scheme works for all MCS
applications. This paper focuses on false data detection in
the environment monitoring, one of the most popular MCS
applications and with the sensory data often formed as a
low-rank matrix. Some previous studies [25], [37]-[40] also
show that sensory matrices of temperature, humidity, light,
and sound level are low-rank and have high spatiotemporal
correlations. Although this paper utilizes two data sets PM
2.5 air condition data and road traffic data as an example
to evaluate our proposed LightLRFMS, we expect that our
scheme can also work well to detect the false data in other
sensory matrices. In our future work, we will evaluate the
performance of our LightLRFMS in these cases.
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