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ARTICLE INFO ABSTRACT

Keywords: Virtual routing table lookup is a crucial operation in multi-tenant cloud gateways, the essential devices to
Virtual routing lookup enable the elastic management of Virtual Private Clouds (VPCs). However, software-based cloud gateways
Programmable switch face performance bottlenecks when handling ever-increasing traffic. To address this challenge, a recent trend

Memory compression involves accelerating virtual routing table lookups using programmable switches, with Sailfish being the state-

of-the-art solution. Nonetheless, Sailfish’s table scale on a single programmable switch is limited by the ASIC
memory sizes. We introduce a novel scheme, named MaP (Merge and Partition), to significantly increase the
memory efficiency on a single Tofino 1.0 programmable switch. MaP exploits the similarities in routing table
entries across various VPCs for table compression and leverages the hardware architecture of programmable
chips to minimize the memory occupancy. Performance evaluations using real-world virtual routing tables
demonstrate that our approach reduces the memory cost from 25% to 47.7% compared to Sailfish, without
negatively impacting the throughput and latency. With MaP, a single programmable switch can manage a
massive table containing over 2 million entries for nearly 1 million VPCs, while only occupying 59.0% of
memory and 63.0% of stages.

1. Introduction To address these challenges, major public cloud vendors have in-
vested considerable efforts. Existing methods are commonly software-
The exponential growth in the number of cloud service customers [1] based [6-8] to meet the need of flexibility, and often rely on a cluster-

has led to a substantial increase in the scale of cloud services. To based architecture to handle the large number of rules. Although they
address the need for elastic resource isolation, security, and person-
alized services, the concept of virtual private clouds (VPC) [2] has
been introduced. By assigning a dedicated virtual routing table to each
VPC, overlay network protocols like VXLAN [3] enable customers to
seamlessly access cloud resources, as if they were an integral part of
their own dynamically provisioned data centers.

In a multi-tenant public cloud environment, the cloud gateway as-

are helpful in reducing the rule space, the compression ratio is still not
very high and the time taken to search for a rule is still large. A number
of devices may work together as a cluster to complete the tasks, at a
higher cost in building the gateway and complexity in coordinating
the functions of multiple devices. The emergence of programmable
switches offers an alternative for constructing high-performance cloud

sumes a pivotal role as the central hub for efficiently managing inbound gateways. Programmable switch ASICs outperform x86 processors typ-
and outbound traffic. The gateway faces several critical challenges to ically used in software-based approaches in terms of lookup and for-
function efficiently and reliably. Firstly, the cloud gateway must exhibit warding performance, while still offering sufficient programmability
robust processing performance to effectively handle traffic at the scale for agile deployment of new network functions. Compared to conven-
of gigabits or terabits. Secondly, it must demonstrate the exceptional  tional software-based methods involving multiple dedicated devices,
flexibility to swiftly deploy integrated network functions in response to programmable switches can substantially reduce hardware require-

the demands driven by Software-Defined Networking (SDN) [4] and
Network Function Virtualization (NFV) [5]. Thirdly, it must possess
ample capacity to handle the rules needed for the extensive volume
of virtual routing entries.

ments, maintenance overhead, and troubleshooting efforts [9]. Despite
the potential, the limited capacity of programmable switches poses a
great challenge in handling a huge number of rules.
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Intuitively, expanding the number of devices (i.e., programmable
switches) to construct a cluster can broaden the rule capacity by
distributing rules among them. However, this approach overlooks fi-
nancial costs, maintenance expenses, and energy consumption. There-
fore, rather than initially adopting this solution, we aim to enhance
the capacity of individual devices. We observe that routing entries of
different Virtual Private Clouds (VPCs) have strong similarities, and we
propose to take advantage of these similarities to largely compress the
virtual routing table. Different from a common route lookup process
that finds a target VPC first and then looks for the destination within
the VPC through IP prefix, we propose a novel MaP framework that
transforms the virtual lookup process into two phases, IP prefix lookup
followed by VPC exact match. This design significantly reduces the
memory consumption while enhancing the overall lookup efficiency.
In addition, in order to offload rules onto programmable switches,
we introduce specific designs to take into consideration the diverse
memory footprints associated with different memory types including
SRAM and TCAM, and key lengths. To optimize the capacity to hold
more rules on a single device, we divide the rule set into multiple
independent groups. Among them, one group is responsible for holding
rules of variable key lengths, with an LPM (Longest Prefix Match) table
to perform the longest prefix match. Additionally, there are multiple
EM groups, each holding rules of a specific key length and utilizing
two EM (Exact Match) tables to perform an exact match. We propose
a division algorithm to minimize the memory footprint, so we can
maximize the rule capacity while efficiently utilizing the resources of
the programmable switch.

Our contributions can be summarized as follows:

1. Based on our observation of the similarity among the real-world
VXLAN routing rules, we propose a Merge-and-Partition scheme
to reduce the number of IP prefixes. To minimize the memory
cost, we propose a dynamic programming algorithm to optimally
partition the SRAM-based table.

2. To further improve the memory efficiency of the partition de-
ployed in the Tofino 1.0 programmable switch, we propose
TCAM-SRAM, a hybrid partition scheme that adjusts the rule
division by moving some rules from the EM table to the LPM
table.

3. We prototype our scheme with a programmable switch, and
conduct extensive experiments by comparing with the state-of-
the-art in terms of memory cost to demonstrate that our scheme
can significantly reduce the memory cost of the deployment
of a virtual routing table, and meanwhile do not impact the
throughput and latency.

The remainder of the paper is organized as follows. Section 3 intro-
duces our important observation of prefix similarity among the routing
tables of different VPCs, and outlines the MaP methodology which in-
volves routing entry merge, prefix table partition, and an optimization
algorithm aimed at minimizing the memory cost of deploying on the
programmable switch. Section 4 introduces the prototype implemented
with a programmable switch. A performance evaluation of the proposed
scheme is conducted in Section 5. Finally, Section 7 concludes the

paper.
2. Motivation

As the first programmable switch based gateway design, Sailfish [9]
uses Tofino switches and leverages some fundamental primitives di-
rectly supported by the ASIC to deploy the rules with high priority.
However, such a straightforward method is hard to get a high memory
efficiency of the ASIC. Fortunately, the following important observation
drive us carefully organize the rule entries’ placement to minimize the
overall memory cost.

There are three blocks of IP addresses reserved by the Internet
Assigned Numbers Authority (IANA) for private Internets [10]. In
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Fig. 1. CCDF with 5 real tables, referred to as tbl through tb5.
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Fig. 2. CCDF with synthetic tables.

general, a VPC will be assigned with a sub-block of IP addresses from
one of them. Intuitively, there should be certain degree of similarity
among the routing tables of different VPCs. Our observations on 5
real-world VXLAN routing tables indeed support this hypothesis. As
shown in Fig. 1, the ratio of distinct IP prefixes of sub-nets across all
VPCs is as low as 10.3%, indicating a wide space for compression.
Besides, although a high portion of IP prefixes are shared by two or
more VPCs, more than 90.5% of them are shared by less than 8 VPCs.
This indicates that the number of IP prefixes shared among multiple
VPCs is commonly distributed between 2 and 8. These observations will
serve as the base to guide our design of efficient algorithms to largely
compress the memory consumption of routing entries while ensuring a
fast lookup in Section 3.4.

What is interesting, the similar trend can also be observed (Fig. 2)
with synthetic data sets. For generating each synthetic data set, we
follow the same IP address allocation scheme mentioned at beginning
to allocate a sub-block of the reserved addresses to each VPC. This
indicates that such an IP address allocation scheme results in the
significant IP prefix similarity among the virtual routing tables of VPCs.
Accordingly, to explore the similarity if IP prefix for compression, we
should consider the whole space of virtual routing tables, regardless of
the VPCs.

These important observations drive us to revisit a classic strategy
proposed for virtual routers to compress multi-FIBs (Forwarding Infor-
mation Base) [11-13] by merging multiple forwarding rules sharing
the same IP prefix into one entry and recording the corresponding FIB
identity in a reserved and fixed-size data structure. However, the above
solutions are not appropriate for the routing table compression on the
current multi-tenant cloud gateway implemented by the programmable
switch. Firstly, a reserved fixed-size memory design is unsuitable for
a large-scale rule set. Secondly, the fundamental primitive of these
designs, which involves performing a second phase lookup on a certain
block of fixed-size SRAM indexed by the output of the first phase
lookup, is impractical on current programmable switch architectures.

In order to overcome the obstacle of memory compression with the
merge of routing table entries across different VPCs, the key challenge
is the management of millions of IP prefixes with multi-ownership from
millions of VPCs at low cost for storing the routing table while high
query speed for the next hop of transmission. In the rest of this section,
we will present the Merge-and-Partition (MaP in short) approach to ad-
dress this challenge step by step, by utilizing the hardware architecture
of programmable ASICs with novel table designs.
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Original virtual prefix table MPT

m IP Prefix NextIlop IP Prefix NextIlop List

R1 A 172.16.0.0/16 N, 172.16.0.0/16 {AIN,}

R2 A 172.16.0.0/22 N, 172.16.0.0/22 {A:N,}

R3 A 172.16.0.0/26 N; Meorge 172.16.0.026  {A:N;} {B: Ns}

R4 B 172.16.0.0/20 N, 172.16.0.0/20 {B: Ny}

RS B 172.16.0.0/26 N 192.168.0.022  {C:N;}

R6 C  192.168.0.020 Ng 192.168.0.0/20  {C: Ng} {D: Ng}

Merge -
R7 C 192.168.0.0/22 N,
RS D 192.168.0.0/20 Ng

Fig. 3. Entry merge of an example of 8 routing entries from 4 VPCs.

A\ TcaM [l SRAM [JEM table <@>LPM table
O Table of LPM group £\ Table of EM group

MAU-1 MAU-2
5 g
& g
a

Intuitive deployment

MAU-0 MAU-1 MAU-2
£ 2
=)

MaP deployment

Fig. 4. Assuming that only the ingress pipeline of a switch with Tofino 1.0 architecture
works while the egress pipeline is empty, the intuitive deployment of MPT in the upper
and MaP deployment in the lower one.

3. Design
3.1. Routing entry merge and prefix table partition

As shown in Fig. 3, to compress the space occupied by routing
entries, our proposed scheme merges all entries sharing the same IP
prefix into one and associate it with a list of {vni', nexthop} pairs, with
the VNI to identify the original VPC the corresponding entry belongs
to, and we name the table produced as the Merged Prefix Table (MPT).
To look up MPT, the IP prefix is first searched to find the associated
{vni, nexthop} list, and then the nexthop with the vni is found from the
list. It should be noted that a virtual routing table lacking such prefix
similarity could hinder MaP’s compression capabilities. For example,
in an extreme scenario where each virtual private cloud (VPC) has a
unique IP prefix, converting the original virtual prefix table into a MPT
would not result in any reduction of IP prefixes.

Here comes the most important design issue with our approach:
how to map MPT to the hardware pipeline(s) on the switching
ASIC? Fig. 4 illustrates the pipeline architecture of the ASIC. Initially,
the parser processes the raw packet and extracts some important data,
such as the headers of certain protocols or the structured payload, while
storing the remaining content aside. The extracted data then go through
a sequence of the pipeline’s Match-Action Units (MAUs), with each
MAU utilizing its inner tables for data manipulation. A MAU consists of
a TCAM for building the Longest Prefix Match (LPM) table to efficiently
handle the lookup based on prefixes of varying lengths, and an SRAM
to construct the Exact Match (EM) table for the precise match of a
specific data entry. Upon traversing through all MAUs, some or all of
the extracted data, along with the stored content, are reassembled to
reconstruct the complete packet, ready to be transmitted outwards.

Under such a pipeline architecture, a straightforward solution is to
construct one LPM table to store all prefixes and several EM tables
where each holds (rules of) a nexthop list corresponding to a certain

1 VNI stands for VXLAN Network Identifier and works as the ID of a VPC.
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------- 4 pre-extension =======p post-expansion

LPM group

IP Prefix NextHop List VNI-IP Prefix NextHop

172.16.0.0/16 {AiN}  mmmmeees ® A:172.16.0.0/(24+16) N,
172.16.0.0/20 {B:N,}  mmmm———— - B:172.16.0.0/(24+20) N,
Prefix Length=VNI(24)+IP Prefix Length

IP Prefix NextHop List

172.16.0.0/22 {AIN,}

EM group 0

IP Prefix NextHop List

172160022 {A:N,}

)
192.168.0.022  {C:N;} oW 1921680022 {CiNojt{D: Nx}i
192.168.0.020  {C: N} {D: Ny} 9EZ—-—-=p 1921684022 I {C:Ng} {D:Nx}i

oS-
SSOTTR 1921688022 1 {CiNg | DiNg}
~ 1
EM group 1 A 192.168.12.0/22 | (C:Ng} {D:Ng} |
IP Prefix | NextHop List Extra NextIop entries

172.16.0.0/26 {A: N3} {B: Ns}

Fig. 5. Table partition.

prefix of the LPM table, as shown in the upper pipeline in Fig. 4.
There are three critical issues with this solution. Firstly, although the
IP prefixes are merged, maintaining a dedicated EM table for each
unique nexthop list generates a huge number of EM tables and leads
to the exhaustion of pipeline stages, as an MAU can only store a
limited number of tables even when there is still memory to store
more. Secondly, a single IP address may match multiple prefixes in the
LPM table, and the correct nexthop may be located in any of the EM
tables associated with these prefixes. However, an LPM table can only
return the result matched with the longest prefix during the lookup
process, providing no guarantee that the correct nexthop is located
in the associated EM table. Thirdly, the dependence between the LPM
table and the EM tables make them unable to be deployed in the same
MAUs [14], which results in unnecessary waste of MAU resources.

To address these issues, we propose to partition the MPT into
multiple groups. There is two types of groups, an LPM group consisting
of the table of LPM type and an EM group consisting of the table of
EM type. The proposed MaP consists of at most one LPM group but
a number of EM groups. When the size of a table in the LPM group
or EM group exceeds the capacity of one MAU, the rules not covered
by that MAU’s capacity will be transferred to subsequent MAUs. The
lack of dependence across groups allows for a more compact placement
of MaP, as shown in the lower part of the pipeline in Fig. 4. For a
given packet, the destination IP address and the VNI of the destination
VPC are matched with every group separately. The matched results are
gathered together and the one with the longest prefix is selected to be
the final result. For example, the MPT shown in Fig. 3 is partitioned
into one LPM group and two EM groups shown in Fig. 5. To look for
the destination IP address 172.16.0.0 for VPC B, the LPM group yields
N, with a prefix length of 20, the EM group 1 outputs N5 with a prefix
length of 26, while the EM group 0 does not output any result. Finally,
N5 is selected as the final result as it is associated with the longest
prefix.

Both the LPM group and the EM group can independently construct
and hold MPT, and are subject to the principle of zero-loss.> MaP
employs an LPM-EM hybrid scheme to minimize the overall memory
cost. In the remainder of this section, we will provide the detailed
designs of the LPM group (Section 3.2) and the EM group (Section 3.3),
analyze the distinctive features of these two groups including their
respective advantages and disadvantages, and illustrate how the hybrid

2 Zero-loss refers to the principle that the memory efficiency of the design
of a group must be better than or at least keep the same as that of the original
prefix table without entry merge.
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scheme benefits the memory cost (Section 3.4). Moving forward, in
Section 3.5 and Section 3.6, we will present a strategy to minimize our
memory cost.

3.2. Design of the LPM group

Intuitively, an LPM table is naturally suitable to store all IP prefixes,
and the nexthop lists can be held in an exact match table by adding
a tag® to each nexthop entry [15]. However, such a design cannot
guarantee the correctness since the output of the IP prefix match
should include all matched prefixes instead of just the longest one. For
example, the two prefixes in the LPM group shown in Fig. 5 are owned
by VPC A and VPC B respectively. To match the IP address 172.16.0.0
with the VPC A, the accurate result (N,) is associated with the prefix
172.16.0.0/16 instead of the prefix 172.16.0.0/20 which has a longer
prefix length.

To address this issue, we use a pre-extension scheme to prepend the
VNI of the VPC to each IP prefix as shown in Fig. 5. In this way, any
two prefixes belonging to different VPCs are distinguished, ensuring the
correctness of the longest prefix matching. As such, an LPM group can
be mapped to an LPM table directly. In Fig. 5, The extra key length of
24 after pre-extension is due to the appending of VNI, which is 24-bits
in most virtual routing protocols, like VXLAN. The lookup is processed
with the longest prefix matching against the LPM table using the key
that combines the VNI and the IP address together.

Although pre-extension scheme ensures the correct lookup in one
step and does not violate the zero-loss principle, the same IP prefix can
no longer be merged, and we lose the benefit of memory compression.
Besides, the TCAM space (used to build the LPM table) is scarce in the
ASIC pipeline, so the capacity to hold the LPM group is limited. On
the other hand, there are much more SRAM resource in the ASIC that
can be used to hold the EM groups, so we introduce the details of our
design for EM table next.

3.3. Design of the EM group

In addition to memory size, another crucial distinction between
TCAM and SRAM lies in their support for the lookup against variable
lengths of IP prefixes. Unlike the LPM table, which can accommodate
prefixes of different lengths, the EM table held by SRAM requires
all rules to have the same fixed key length. However, due to the
limitation of the number of tables, maintaining a dedicated EM group
for each key length is impractical. To address this issue, we pro-
pose the post-expansion approach. For an EM group whose longest IP
prefix has the length L, we expand all shorter IP prefixes to align
their lengths with L. For example, L = 22 for the EM group O in
Fig. 5. The IP prefix 192.168.0.0/20 is then expanded to generate
4 sub-prefixes 192.168.12.0/22, 192.168.8.0/22, 192.168.4.0/22 and
192.168.0.0/22, which inherit its nexthop list (N for VPC C and Ny for
VPC D). If a generated sub-prefix has an overlap with an existing one,
they will be merged by combining their respective nexthop lists. In case
the two have the same VNI corresponding to different next hops, the
nexthop entry of the longer IP prefix will be used. In Fig. 5, to resolve
the conflict during the merge of the existing IP prefix 192.168.0.0/22
and the sub-prefix of 192.168.0.0/20, the final nexthop of VPC C is set
to N;.

After the post-expansion, all IP prefixes in an EM group are of the
same length and thus can be processed with an exact match. To enable
an efficient lookup, we further divide information in each EM group
into a prefix table and a nexthop table (Fig. 6). We assign a unique ID to
each nexthop list, and every prefix in the prefix table is mapped to the
ID of its associated nexthop list. Obviously, prefixes associated with the
same nexthop list are mapped to the same list ID. In the nexthop table,

3 The tag is used to record the original nexthop list the entry belongs to.
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EM group 0 Prefix Table Nexthop Table
172.16.0.0/22 {A:N,} 172.16.0.0/22 1 1:A N,
192.168.0.0/22 {C:N;} {D:Ng} 192.168.0.0/22 2 26C N,
192.168.4.022  {C:Ng} {D:Ng} » 192.168.4.0/22 3 2:D Ng
192.168.8.0/22 {C:Ng} {D:Ng} 192.168.8.0/22 g gHE Ng
192.168.12.0/22  {C:Ng} {D: Ng} 192.168.12.0/22 3 3:D Ng

Fig. 6. Two-phase exact matching with the EM group.

Table 1
Notation.
Notaion Definition (# of)
N, Original IP prefixes
N, Merged IP prefixes
N, Distinct nexthop lists after the post-expansion
N, Entries in the prefix table of an EM group
N, Entries in the nexthop table of the EM group

every entry is tagged with a key formed with the ID of the nexthop
list [15] and the vni of a (vni, nexthop) pair and mapped to the nexthop
of this pair.

The lookup of an EM group is realized in two steps. First, the first L
bits of the input IP address are extracted as a key to match against the
prefix table to obtain a list ID. Then the returned list ID is combined
with the input VNI to form a new key used to match against the nexthop
table and obtain the final result. For example, to look up the IP address
192.168.0.0 for the VPC C in the EM group shown in Fig. 6, we get a list
ID 2 by matching the first 22 bits of this IP address against the prefix
table. Then we construct the key by combining this list 2 with the VNI
of VPC C, i.e., 2 : C, to match against the nexthop table and get the
result N;.

3.4. Memory efficiency analysis

Both the LPM group and EM group have their own advantages and
disadvantages. To make the comparison, we use the metric memory
efficiency.

For the convenience of discussion, we first introduce 5 notations in
Table 1. Suppose the length of the longest IP prefix of the original table
is L, within an LPM group, they are recorded in the LPM table with
an L + 24 bits key. The prefixes in an EM group are merged into N,,
ones, which are then expanded to N, IP prefixes of L-bit along with N,
nexthop lists. These nexthop lists are further expanded to N, nexthop
entries. So the prefix table of this EM group carries N, entries whose
key length is L, while the nexthop table carries N, entries whose key
length is 24 +log N,.

The key’s length of nexthop table of a EM group is log N;, which is
generally less than L. Therefore, the key lengths of the two tables for
an EM group are smaller than that of the LPM table. The tables for EM
group and LPM group are SRAM-based and TCAM-based, respectively.
In an MAU, not only that the total memory for the SRAM-based
tables is larger than the memory for the TCAM-based tables, but also
that a single memory block could hold more rule entries for SRAM
type. Consequently, the memory cost of implementing an LPM table
is usually higher than that of implementing an EM table with the same
number of entries. Suppose the memory efficiency of implementing an
EM table is X times that of implementing an LPM table, we can roughly
deduce that managing a set of merged prefixes as an EM group is more
memory efficient than managing it as an LPM group, as long as the sum
of N, and N, is smaller than X x N,. This holds true in all cases in our
experiments. For example, with a real world VXLAN routing table, we
implement it with 10 EM groups and calculate all parameters in total.
N, is more than 30 times larger than N, and is almost the same as N,,,
while X is approximately 2.0 according to a number of tests with the
Tofino chip we used.
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As such, if there is only one choice to implement MAP, EM group is
more memory efficient. However, we found that with the construction
of LPM group for part of the routing entries, the overall memory
efficiency can be further improved. As mentioned in Section 3.3, the
reason of using the post-expansion scheme is because an EM group does
not support variable prefix lengths, while the variable length is well
supported by an LPM group and the corresponding LPM table lookup.
For certain prefixes which generate many extra nexthop entries as a
result of prefix alignment, an LPM group is a better choice to hold them.
These prefixes are shared by a large number of VPCs and linked to long
nexthop lists in MPT. Fortunately, from our observations in Section 2,
there are very few heavily shared prefixes. Therefore, we can further
reduce the memory cost by moving such prefixes from the EM group
to the LPM group.

With the analysis above, we select an LPM-EM hybrid design to
implement MaP. As the EM table has a high memory efficiency to hold
the rule set, the EM group works as the primary to store prefixes. At
the same time, for certain rules that generate too many extra ones by
following the post-expansion scheme, we move them to a dedicated LPM
group.

There remain two problems to resolve. The first is the determination
of the key length of each EM group to minimize the memory cost.
The second is the selection of critical prefixes to be moved to the LPM
group. In the next two sections, we will introduce our resolutions for
these two problems.

3.5. Partition optimization

Algorithm 1: Dynamic programming of table partition
Input: N length groups {L;|1 <i < N}
and the partition number P.

1 calculate_cost_matrix();
2 opt[0][0] < O ;
3 for j < 1to P do

4 fori < 1to N do
5 optli][j] « INF;
6 for k <0toi—1do
7 res < opt[k][j — 1] + cost[k][i];
8 if res < opt[i][j] then
9 ‘ opt[i][j] < res;
10 end
1 end
12 end
13 end

The EM group is the key component of our approach to explore the
prefix similarity for memory compression. Thus, we make the EM group
the default and the preferred option to implement a partition of the
MPT, while leaving the LPM group as the worst-case guarantee.

During the initialization phase, the original rules are organized into
an IP prefix trie. Given our objective of achieving the global minimum
memory cost for partitioning EM groups, we employ a dynamic pro-
gramming method rather than a heuristic approach, which is unsuitable
for resolving such a prefixes partition problem [16]. As shown in
Algorithm 1, during the resolution process, we maintain two matrices,
denoted as opt and cost, and two temporary constraints, represented
by i and j, corresponding to the level of trie and maximum EM groups
respectively. The matrix entry opt[i][j] represents the minimum mem-
ory cost of dividing the prefixes on the first i levels into j EM groups,
while cost[i][j] signifies the memory cost associated with expanding all
prefixes from level; to level;_; to level; with the post-expansion scheme.
The matrix cost can be precomputed before the partition optimization
through a brute-force search. For a specified level range from level; to
level; in the trie, all prefixes in this range will be “pushed” to level,,
fixing the lengths of both prefix and data. Considering the lengths
of rules’ key and data along with the total number of rules, we can
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Fig. 7. Core process of partition optimization.

roughly estimate the resource usage [15] based on the size of the
memory block®. To precompute the matrix cost, we just need to traverse
all possible level ranges of the IP prefix trie with a time complexity
of O(N?). Srinivasan [16] employs a similar dynamic programming
approach to minimize memory overhead in IP prefix lookup. However,
our approach differs in that we combine the sizes of expanded prefixes’
next-hop lists and the cost of entry placement to measure the cost of
prefix expansion, rather than the number of expanded prefixes.

The core optimization process (referring to lines 5 to 11 in Algo-
rithm 1) is illustrated in Fig. 7, the goal is to resolve opt[i][j]. During
the traversal section in the current iteration, we explore all possibilities
of a selected trie level k. For each k, the first i levels are divided into
two parts, and the temporary opt[i][] is the sum of opr[k][j — 1] and
cost[k][i]. In this calculation, opt[k][j — 1] represents the minimum cost
of dividing the first k levels into j — 1 groups (refer to the dot-filled
triangle in the traversal part of Fig. 7), which has been resolved earlier.
The number of EM groups is fixed at j, of which j—1 groups are already
used to accommodate the first k levels’ rules. Consequently, there is
only one group for the rules from /evel, to level;, where all of the rules
from level, to level;,_, must be expanded to level; via the post-expansion
scheme introduced in Section 3.3. The memory cost of this expansion
is stored in cost[k][i] (referring to the shaded part of each triangle in
the section marked by Traversal in Fig. 7). Following the traversal
section, the minimum memory cost for these dividing attempts, along
with its corresponding dividing level k,,,,, can be determined. The value
of opt[il[,] is the sum of opt[k,,;,1[j — 1] and cost[k,,,;,1[i]. The maximum
trie level and the maximum number of EM groups are denoted as N
and P respectively. Finally, upon reaching these constraints for i and j
(as outlined on lines 3 and 4 in Algorithm 1), the minimum op?[N][P]
is obtained. To deduce the optimized partition scheme, a backtracking
process is executed, retracing each k,,,;, stored in the previous iterations.

Assuming IPv4 with N = 32 and P = 14, the size of cost and
opt are only 322 = 4096 and 32 x 14 = 1792. However, for a routing
table consisting of several million entries, the above computation is
time-consuming. We only run it once for a given routing table and
mainly focus on the memory cost. However, massive rule updates may
require reconfiguration, and we adopt a simple approach discussed in
Section 4.4.

3.6. Group fine tuning

While the EM group exhibits superior memory efficiency compared
to the LPM group table, we can further reduce the overall memory cost

4 The size of SRAM and TCAM in the ASIC is typically under NDA.
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with the help of the LPM group. When a prefix within the EM group is
associated with a long nexthop list or comprises numerous sub-prefixes,
applying the post-expansion operation results in significant memory
overhead. Therefore, moving such prefixes from the EM group to the
LPM group can effectively reduce the overall memory cost, because the
LPM group supports holding rules of different prefix lengths.

For example, as shown in Fig. 3, R8 = {D, 192.168.0.0/20, Ng}®
and R6 = {C, 192.168.0.0/20, N4} are merged and managed by EM
group 0 in Fig. 5. In Fig. 6, after post-extension, the prefix table entries
generated by R8 are shared by other original rules (i.e., R6 and R7 in
Fig. 3). Consequently, when relocating R8 to LPM group, we cannot
eliminate these prefix table entries, but can remove its corresponding
nexthop entries, including {2 : D, Ng}° and {3 : D, Ng}.

For a specific rule, we denote the overhead of relocating it as the
credit. Assuming the move operation reduces x prefix entries and y
nexthop entries while adding one entry to the LPM table, and the
memory efficiencies of the EM group’s prefix table and nexthop table
are a and p times that of the LPM table, respectively, then the credit
of moving this prefix is ax + gy — 1. The maximum number of entries
to relocate is constrained by the size of the LPM group, denoted as
Size; py- During computing the partition of EM groups, we can manage
all rules’ credits and maintain their order with a time complexity of
O(C), where C represents the total number of rules. Subsequently, we
can efficiently select Size; p), rules with the highest credits with a time
complexity of O(1).

4. System implementation
4.1. System architecture overview

As shown in Fig. 8, the Tofino ASIC of a commodity programmable
switch has two pipelines. Via the traffic manager (TM), A packet can
be scheduled between Ingress and Egress within the same pipeline or
across two pipelines. In addition to the ASIC, The rule controller and
p4 compiler are deployed in the Intel CPU integrated into the switch.

In the control plane, once being fed with the raw rule set, the
controller generates the configuration of LPM groups and the partitions
of EM groups in the form of P4 source files. After that, the P4 com-
piler checks the syntax and tries to allocate the necessary hardware
resources.

5 The format is {VNI, IP Prefix, Nexthop}.
6 The format is {List ID:VNI, Nexthop}
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The tables of the LPM group and EM group are distributed across
the Multiple Action Units (MAUs). The decision of how to deploy them
depends on the scale of the rule sets. All packets will first enter the
data plane through the Ingress of pipeline 0. If the memory resource can
accommodate the rule set, all tables will be deployed in pipeline 0. The
packets will then pass through the ingress of pipeline 0, get scheduled
to the egress of pipeline 0, and proceed along the normal path as shown
in Fig. 8. However, if the partition decision indicates that the memory
requirements exceed the capacity of a single pipeline, the tables will
be distributed across two pipelines. In this case, the packets will pass
through all tables in the ingress of pipeline 0 and then be scheduled
to the egress of pipeline 1. To continue processing, the packets will be
directed back to the ingress of pipeline 1 using a recirculation port and
finally scheduled to the egress of pipeline 0. This process is referred to
as the folding path, as depicted in Fig. 8. By such a pipeline folding
scheme [9], we can ensure that all tables are accessed.

4.2. Table implementation

In MaP, there are three kinds of tables to implement with hardware
lookup tables. The LPM group is implemented as a TCAM-based LPM
Table that works independently for the longest prefix matching of VNI-
prepended IP prefixes. With the partition optimization, the EM groups
are divided into multiple partitions, and each of them possesses a
unique length of key. Every EM group requires a Prefix Table (PT)
and a Nexthop Table (NT), with the PT looked up first. EMs can be
implemented using the tables in SRAM to perform exact matches.
However, as Tables in an MAU are accessed in parallel, PT and NT of an
EM group cannot be placed in the same MAU because of their read and
write dependence [14]. To enable a more compact table placement, we
could instead place the prefix table of an EM group with the nexthop
table of another group whose prefix table already looked up in the
same MAU, as depicted by MAU; in Fig. 8. It may seem that each
MAU can only hold one pair of PT and NP in Fig. 8. However, this
placement is solely to demonstrate the impact of table dependence.
In practice, for tables that are independent of each other, a MAU can
hold as many tables as it can accommodate. Additionally, during the
EM group partition optimization, we do not aim for table size balance
among different EM groups. Since there is no dependence among EM
groups, they are always placed into the MAUs in a ’left-aligned’ manner.
Specifically, the P4 compiler starts by placing all PTs of different EM
groups from the left-most available MAU, and then proceeds to place
all NTs. After placing all EM groups, multiple consecutive MAUs on the
left side of a pipeline are fully occupied, leaving the available MAUs
on the right side to hold other virtual routing rules or rules of other
functions.

Assuming that in the ith partition, the length of IP prefix are aligned
to L; and the number of the unique nexthop lists are N,,, the key
lengths of the PT and NT are set to L; and 24 + log N, respectively.
By default, we implement the LPM table using the built-in [pm table,
which is implemented with TCAMs. Since the VNI is usually of 24 bits,
the length of the key in the LPM table is set to 32+ 24 = 56 bits for IPv4
and 128 +24 = 152 bits for IPv6 respectively. We implement the PT and
the NT table with the built-in hash tables, which are implemented with
SRAMs and only support exact match. For a PT where all merged IP
prefixes are expanded to be of L bits in length, the length of the key is
set to L. Besides, in the PT, the nexthop-list ID associated with a prefix
is stored as the action data with the key representing this prefix. The
key of a nexthop table is a combination of the VNI and the nexthop-
list ID. The width of the nexthop-list ID is determined by the number
of distinct nexthop lists, the upper bound of which is the number of
distinct prefixes in the original prefix table. The reason for this outcome
is that, in the worst case scenario, each prefix is associated with a
unique nexthop list.
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Fig. 9. An example of the lookup workflow of MaP.

4.3. Packet lookup

An Example of lookup is shown as the workflow in Fig. 9. For a
given packet, its destination IP address and the VNI of the destination
VPC are used to perform the virtual routing lookup. With MaP, the
lookup of an IP address along with a VNI is processed in three steps.
First, a key formed by prepending the VNI to the IP address is matched
against the LPM table with a longest prefix matching. The result N H,,
along with the length of the matched entry Length,,, are recorded as
a candidate.

Then, the IP address along with the VNI is processed with all EM
groups, following the decreasing order of the length of the prefix table
in an EM group. In the example of Fig. 9, two EM groups are deployed.
Within each group, the dstIP is used to match against the prefix table to
get the nexthop list ID (i.e., LID), then the LID and the vni are used to
match against the Nexthop table to get the nexthop ID (i.e., NH,,).
The length of the prefix to match in an EM group is known at the
compilation time and available for all MAUs instead of being stored
in the entries, like the LPM group does. The N H,,, with the longest
Length will be set as the candidate generated by EM groups. Finally,
We check the final N Hp, p between the candidates of the LPM group
and EM group, which are N H,,, and N H,,, respectively, and the one
with the longer Length will be set as the final lookup result.

One may notice that our design employs a two-phase selection
process, where we first select the N H,,, from the EM groups and then
finalize the selection of the final N Hpy . Ideally, the search through
EM groups can stop once a destination is matched. This design is a
compromise resulting from the limitations of P4, [17], which serves
as the data plane language used by MaP but does not directly support
the selection logic for multiple inputs. However, as the prefix length
for each EM group is determined during compilation, the controller
can organize the search of EM groups using a series of nested “if-else”
statements and arrange them in descending order based on their prefix
lengths within the generated P4 source file. This hard-coded approach
ensures that once an EM group produces a valid result, subsequent EM
groups with shorter lengths can be bypassed, potentially leading to the
production of invalid results. After that, we can check the outputs of
these EM groups one by one until we find the first valid one as shown
in Fig. 9. This allows us to employ a standard two-element comparison
logic to implement the selection process.

4.4. Rule update

All updates, including insertion, deletion, and modification, are
translated into a batch of entry modifications for specific lookup tables
in the data plane. The key challenge is determining the appropriate
group. To improve memory efficiency in rule entry insertion, we pri-
oritize selecting the EM group that manages the entry’s prefix length.
If no entry space is available, we then consider the LPM group. To
mitigate entry overflow, redundant entry space is reserved in each table
of both LPM and EM groups. This approach minimizes the need for
table size modifications, which require recompiling the P4 source file
and restarting the pipelines. To delete or modify an existing rule entry,
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we first check the LPM group. If the rule entry is not found there, we
proceed to the EM group managing the rule entry’s prefix length.

Extensive rule updates leading to table capacity overflow or sub-
optimal partition parameters necessitate reconfiguration, involving re-
calculating the cost matrix and rerunning the dynamic programming
process. To alleviate the workload of the controller, a dedicated server
enhances its performance by managing reconfiguration at the back-end
while the controller handles updates at the front-end. Upon deciding
to reconfigure, the programmable switch continues forwarding packets
with old rules until it receives the latest group configuration sent from
the dedicated server.

Rule updates cannot be performed by the programmable ASIC itself
and must be managed by the controller on the equipped x86 CPU.
Currently, the latest programmable switches can update approximately
4000 rules per second. However, when the redundant rule space is ex-
hausted, that can only be delayed by reserve enough redundant space,
EM group partitions must be recalculated offline before installing new
rules. This partition calculation for a ruleset of about 20 million entries
can take several minutes on a dedicated server. In the future, we plan
to optimize update performance by improving the partition algorithm
to reduce calculation time and enhancing the vendor-supplied rule
installation API to speed up the process. However, our primary focus
in this work is on minimizing memory costs for a given ruleset.

4.5. IPv4/IPv6 hybrid design

As the ratio of IPv4/IPv6 traffic in clouds is changing constantly,
a hybrid design is recommended to pool the resources for [Pv4 and
IPv6 on the programmable chips [9]. Our LPM group management
approach follows the same principle by setting the key length of the
LPM table to 128 + 24 = 152 bits. This reduces the memory efficiency,
but the LPM table is only a small part of our approach. The design of
EM groups naturally support the sharing of memory resources between
IPv4 and IPv6 without any loss of memory efficiency. Because every
EM group manages a range of prefix lengths and the table key is set to
the longest length it manages, so IPv4 and IPv6 routing entries can be
simply managed together.

4.6. System optimizations

We further leverage two simple optimizations to improve the system
performance. The first is Route Aggregation. For a given VPC’s routing
table, we construct a prefix trie containing all its entries. If a subtree
exists where the root and all child nodes share the same nexthop, we
only need to retain the rule for the root. This approach reduces the
scale of rules without introducing any risk of lookup errors. The second
is Algorithmic LPM (ALPM). In our basic approach, the LPM table
is implemented with TCAMs using the built-in Ipm table. To improve
the memory efficiency, we adopt the approach used in Sailfish [9]
to implement the LPM group with the ALPM table provided by the
programmable switch. In this way, the usage of TCAMs can be reduced
at the expense of more usage of SRAMs. In addition, via the flexible
table partition with our approach (see Section 3.5 and Section 3.6),
the size of the LPM table can be controlled to achieve better memory
efficiency.

5. Evaluation
5.1. Methodology

Data sets: The data set consists of 5 real-world VXLAN routing
tables, which are referred to as tbl, b2, tb3, th4, and tb5 respectively.
th1 contains over 2M (i.e., Million) entries, whereas the other 4 tables
each have over 200 K (i.e., Kilo) entries. However, due to the NDA of
the data provider, we cannot disclose the exact distribution of prefix
lengths. Besides, we synthesized hundreds of virtual routing tables
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consisting of 1M entries with 2 different rule characteristics. Firstly,
we set 4 numbers of VPCs including 1 K, 10 K, 100 K, and 1M VPCs. In
each case, —— random IP prefixes were generated to be uniformly
distributed among the VPCs. Secondly, we set 4 rule distributions
including “20%-80%”, “30%-70%", “40%-60%”, and “50%-50%".
Here, “20%-80%” indicates that more than 80% of rule entries are
evenly distributed among less than 20% of the VPCs, and . For each
rule characteristic, 100 virtual routing tables consisting of random rule
entries are generated.

Evaluated schemes: We used the implementation of MaP with
two optimizations from Section 4.6 by default. Then, both Sailfish
and the LPM group of MaP leverage the ALPM table to support the
longest prefix match. For Sailfish, we select the most memory-efficient
configuration, referred to as Sailfish-m, from numerous parameter
combinations of the ALPM table. We found that the impact of the LPM
group on memory usage for MaP is significantly smaller than that of
the EM group. Therefore, we used a fixed configuration of the LPM
group for all of our experiments. MaP comes with its own parameters
specifying the number of EM groups and the size limitation of the LPM
group respectively, and we evaluated it with several configurations to
select the one with the lowest memory cost, referred to as MaP-m.

Performance metrics: Our focus is on hardware resource uti-
lization, specifically memory and stage (i.e., MAU) usage. We will
demonstrate that the increase of memory usage efficiency does not
affect the throughput or latency. To assess resource utilization, memory
usage is presented as percentages, in alignment with the device ven-
dor’s NDA. We generated all experimental results of resource usage by
parsing the compiler’s log files. It is crucial to highlight that some re-
sults may exceed 100%, indicating the successful task accomplishment
of the compiler in placing the tables of the EM groups and the LPM
group into specific MAUs of the pipeline. However, it also suggests that
this configuration cannot be deployed on a single device.

Experimental results: If there were no compilation errors, the
memory occupation, stage usage, and pipeline latency could be ob-
tained by parsing the compiler’s output. Thus, from Section 5.2 to
Section 5.4, we can get the experimental results right after the com-
pilation. In Section 5.5, both MaP and Sailfish are deployed within
a Tofino 1.0 programmable switch connected to the packet generator
server via a Mellanox ConnectX-5 100Gbps NIC. We utilized the Trex
software packet generator’ for measuring throughput in Gbps and
packet latency in us.

5.2. Performance overview

In this experiment, we evaluated the performance of Sailfish and
MaP using real-world VXLAN routing tables in [Pv4.

In Section 3.5, we discussed how the EM group partition with
minimized memory cost is derived by calculating op?(N, P), where N
represents the number of different prefixes’ lengths, and P denotes
the number of EM groups. In our device, the upper bound for P is
14. Afterward, as discussed in Section 3.6, we can further reduce the
memory cost by moving some prefixes to LPM group. Nonetheless,
it is crucial to consider that such a prefix moving operation could
potentially increase TCAM usage. Consequently, the pipeline’s stage
resources might be depleted quickly since TCAM resources for each
stage are limited. We address this concern by setting the upper bound
for the number of stages that can accommodate LPM group rules to
the number of stages available, which is 12 in the selected device. To
identify the optimal configuration, we perform an exhaustive search of
all combinations of partition numbers (i.e., the number of EM groups)
and the number of stages capable of storing LPM group rules. We
conduct our experiments on the virtual routing table rb1, and the
corresponding results are depicted in Fig. 10.

7 https://trex-tgn.cisco.com/
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As the number of partitions increases from 6 to 14, the SRAM usage
of MaP decreases first and then slightly increases. Accordingly, we can
choose appropriate parameters, including the number of stages of the
LPM table (denoted as N; p,,) and the number of EM group partitions
(i.e., Npy,) to configure the map-m. For the largest table, 751, we set
N;py = 1 and Npg,, = 10. For tables tb2 to tb5, due to their similar
rule scale and shared IP similarity, we set N, p,, =1 and Ny, =8 for
all of them.

Fig. 11 demonstrates clearly that, compared with Sailfish-m, MaP-
m reduces the usage of SRAMs by 25.3% ~ 47.7%. One may notice
that MaP-m does not utilize TCAM. This is attributed to the Alpm
primitive of the programmable switch, as mentioned in Section 4.6.
In addition, MaP is able to hold the biggest table (i.e., tb1l), with
only 59.4% SRAMs occupied. However, Sailfish exceeds 100% memory
consumption, making it unsuitable for deployment on the hardware.

As shown in Fig. 12, MaP’s superiority on memory efficiency also
affects the usage of pipeline stages, reducing the average number of
stages 25.0% ~ 50.0% compared to Sailfish. However, due to several
hardware limits, less memory cost does not always means less stage
usage. For instance, MaP can hold the biggest routing table with one
device, but it requires more stages than a single pipeline offers. As
such, we adopt the “pipeline folding” technique [9] to use two pipelines
together.

Fig. 13 presents the ratios of the pipeline latency in our approaches
to that in Sailfish-m. The pipeline latency is calculated by summing
all stages’ latencies, which are obtained from the compiler’s output.
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Thus, despite Sailfish being unable to deploy tb1 onto a single device,
a valid latency value can still be calculated. As depicted, MaP-m can
reduce the pipeline latency by more than 50% compared with Sailfish-
m in processing the biggest table. However, their superiority sharply
decreases when processing smaller tables, because the additional la-
tency brought in by virtual routing lookup against a small table is too
low in comparison with the base pipeline latency.

5.3. Performance with diverse rule distribution

In this experiment, we evaluated the performance of the two schemes
using all synthetic data sets with only IPv4 tables. Fig. 14 and Fig. 15
present the memory occupancies, including TCAMs and SRAMs, with
different scales of VPC and different rule distributions respectively.
MaP uses the memory-oriented configuration, via different data sets
of different characteristics, each of which has 1 million routing entries.
Sailfish shows the same performance because all rule sets have the
number of routing entries.

As shown in Fig. 14, when the number of VPCs grows from 100 to
100 K while ensuring that less than 20% of the VPCs own more than
80% routing entries, the usage of TCAMs and SRAMs with MaP out-
performs Sailfish by 50.0% ~ 100.0% and 34.4% ~ 39.3% respectively.
Besides, in 18.6% cases, MaP does not use any TCAMs, while its usage
of SRAMs in all cases varies by at most 7.5%. A similar trend can be
observed via Fig. 15 when the number of VPCs is fixed at 100 K and the
distribution of the entries’ ownership varies. As depicted, for any given
virtual routing table of a certain rule scale, as if the prefix similarity is
significant, MaP has stable high memory efficiency and outperforms
Sailfish.
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5.4. Performance with different optimizations

Fig. 16 presents how the performance is affected by pooling IPv4
and IPv6 tables. As depicted, pooling IPv4 and IPv6 tables decreases
the memory efficiency of the two schemes in most cases. This occurs
because the key length of IPv4 tables is aligned with that of IPv6 tables,
increasing the memory usage. However, there are two exceptions. First,
with Sailfish, the table pooling reduces the TCAM usage by 25.0%
though the SRAM usage increases by 54.8%. Second, with MaP, the
hybrid design for 12 can reduce the SRAM usage by 9.1%. In this ex-
periment, MaP’s superiority is reflected as the fact that the performance
influence of pooling tables with MaP is obviously lighter than with
Sailfish. Actually, Sailfish even fails in the compilation with a large
table 7b1.

Next, we evaluate the effects of two system optimizations. The
routing table used in this experiment is b1, and other tables show a
similar optimization trend. However, in the trend of increasing the size
of rule entries in the future, we believe the experimental results of
tbh1 are more instructive. Since Sailfish fails in the compilation with
pooling tables, we select the version of separate IPv4 and IPv6 tables.
As shown in Fig. 17, route aggregation is always useful in reducing the
memory cost for both schemes because it compresses the original tables.
Replacing the built-in LPM table with an ALPM table to implement
the LPM group of MaP can sharply reduce the usage of TCAM, but it
comes at the cost of a slight increase in the SRAM usage. From a global
perspective, the most effective optimization strategy is to implement
MaP with route aggregation and Alpm, as indicated by the right-most
bar in Fig. 17, which reduces memory usage by 41.3% compared to
Sailfish.

5.5. System performance

In this experiment, we use thl to assess large table deployment
performance. Additionally, because 152 to tb5 share similar rule scales
and prefix similarities, only ¢52 is used for small table deployment
evaluation. Both Sailfish and MaP deploy 42 individually. However,
Sailfish cannot deploy b1 onto a single device, so only MaP handles
tbl deployment. In b1 deployment, MaP adopts a pipeline folding
architecture (refer to Fig. 8).

As illustrated by the leftmost 2 bars of each group in Fig. 18,
the performance of MaP processing tb2 aligns seamlessly with that
of Sailfish. However, for the larger table b1, where two pipelines
are employed, the system throughput of MaP experiences a marginal
decrease ranging from 1.0% to 6.9%, as illustrated by the rightmost
bars of each group. Nevertheless, even under these conditions, MaP
consistently forwards packets of 1024 bytes at line speed.
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Fig. 18. System performance in forwarding packets.

6. Related work

The cloud gateway is a important component in a multi-tenant
cloud environment. Previous designs have predominantly focused on
software-based solutions [6-8], managing large-scale rules and traffic
with the aid of device clusters and high-performance IO techniques.
Jasper [18] focuses on implementing a near-simultaneous multicast ser-
vice tailored for multiple cloud tenants. Amazon Web Services (AWS)
Transit Gateway functions as a central hub, routing all traffic to and
from each VPC in a single location, thereby eliminating the need to
maintain complex peering relationships [19]. Sailfish [9] proposes the
first design based on programmable switches, yet its limited rule space
and memory manipulation capabilities pose challenges for deploying
extensive virtual routing rule sets at scale.

Before the emergence of the programmable switch, several works
attempt to improve the virtual routing lookup’s memory efficiency with
prefix aggregation. Luo et al. [12] propose a trie merging approach,
using a merged trie and a table of next-hop-pointer arrays to represent
multiple FIBs. Fu et al. [13] optimize the memory cost by maintaining
a prefix trie and a shared nexthop table. Huang et al. [11] leverage
an on-chip DAG to find the longest matching prefix by converting the
trie forest to DAG. Prefix aggregating is also used to reduce the entry
scale and the power consumption of a TCAM-based forwarding archi-
tecture [20-23]. However, some unsupported fundamental primitives
make them impractical to the programmable switch. In addition to
prefix aggregation, there are other solutions aiming to mitigate the
memory overhead. Both Song [24] and Mi [25] try to design a concise
prefix trie structure. However, in such solutions, data structures are
designed to minimize storage overhead on other platforms, making it
hard to deploy them on the programmable switch.

In addition to enhancing memory efficiency, some studies aim to
broaden the programmable ASIC rule space using external memory.
Kim et al. [26] advocate employing RDMA to extend the rule space of
the programmable switch, followed by a detailed design proposal [27].
Nonetheless, this approach introduces additional time overhead for
communication and maintenance overhead for external devices.

7. Conclusion

In this paper, we present the design of MaP, which adopts a novel
Merge-and-Partition approach to compress the virtual routing tables
and is verified to be Memory-efficient according to our performance
evaluation with extensive experiments. In processing real world VXLAN
routing tables with a programmable switch, MaP reduces the memory
cost by 25% ~ 47.7% in comparison to the state-of-the-art approach
Sailfish, without any adverse impact on throughput and latency. The
largest real-world table available to us contains over 2 million entries
for nearly 1 million VPCs. MaP could deploy it into a single pro-
grammable switch, only consuming 59% of memory and 63% of stages.
However, Sailfish requires two switches to handle the table. MaP takes
advantage of the strong similarity of routing entries across different
VPCs to largely compress the tables in the cloud gateway. This is a key
point for table compression in the cloud gateway, which may lead to
other optimizations with different system architectures.
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