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Abstract—Detecting anomalous BGP (Border Gateway Proto-
col) messages is critical for securing inter-domain routing systems
over autonomous system (AS)-level networks. The dynamic
nature of routing policies, massive scale of global routes, and
incomplete global topology visibility make BGP anomalies excep-
tionally challenging to identify—let alone trace back to malicious
or misconfigured ASes. To effectively overcome these barriers,
this paper proposes GraphBGP, a novel BGP anomaly detection
method that dynamically constructs real-time AS-level topolo-
gies, achieves precise anomaly detection and classification, and
accurately traces malicious or misconfigured ASes. Specifically,
to address the evolving nature of BGP routing status, Graph-
BGP constructs an attributed AS-level graph that dynamically
integrates node and edge attributes. It intelligently tracks BGP
updates to refresh this graph efficiently. Leveraging this enriched,
up-to-date representation, GraphBGP employs tailored detection
and tracing models grounded in graph convolutional networks
(GCNs), enabling precise anomaly identification and source trac-
ing. Comprehensive experiments with real-world and synthetic
datasets demonstrate that GraphBGP achieves state-of-the-art
anomaly detection accuracy while significantly reducing inference
time, even under partial BGP network visibility. Furthermore,
GraphBGP precisely traces malicious or misconfigured ASes
within a short time period of 7 milliseconds after anomaly
detection, enabling rapid mitigation.

Index Terms—Border gateway protocol, anomaly detection,
graph convolutional networks, incremental update.
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I. INTRODUCTION

THE Border Gateway Protocol (BGP) is one of the most
important protocols for computer networks, which is

applied to ensure the global network reachability between
Autonomous Systems (ASes) [1]. However, the protocol does
not include the authentication and validation steps, making
the global networks more vulnerable to malicious attacks and
misconfiguration, such as prefix hijack, route leak, network
outage and so forth [2]. Due to the global nature of BGP,
these attacks would generally cause much more severe con-
sequences than a normal attack, leading to a wide and fast
spread throughput the whole network [3]. For example, a
Facebook anomaly event caused by a BGP misconfiguration on
October, 4, 2021 led to a large scale network outage, as a
result of which, the service of Facebook was disconnected
from the global network for almost six hours, and its market
value shrunk by nearly 5% (an estimated loss of more than
$6 billion) [4].

To improve the security of global networks, two types of
methods are generally adopted: proactive defense and passive
detection. The proactive defense methods aim to filter out
abnormal routes according to the out-of-band information,
or alter the protocol by introducing security procedures such
as Resource Public Key Infrastructure (RPKI), Autonomous
System Provider Authorization (ASPA) and so on [5]. Never-
theless, it is hard for these methods to fully function as it is
very costly and time-consuming to deploy these schemes at
a large scale, and different ISPs have their different business
interests [6].

Therefore, ISPs generally prefer to employ passive detection
approaches to ensure the BGP security [7]. These methods
can help detect anomalies and locate where they occur for
subsequent processing by network operators. Passive detection
schemes can be further divided into two categories, rule-based
and Artificial Intelligence (AI)-based. Generally, rule-based
methods [8] construct a database to match each incoming
update message, and the messages not matched by the database
are recognized as abnormal behaviors. This type of method
is efficient for some simple anomalies, such as prefix hijack
or one-hop hijack. The dynamic network degrades its perfor-
mance because it uses rigid rules and is sensitive to incomplete
information.

The success of artificial intelligence (AI) techniques in var-
ious domains (such as natural language processing and image
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Fig. 1. The increasing and dynamic route status of BGP observed by the
collector routeview2 from 2001 to 2023. (The sub-figure is the number of
route updates messages comprising the total, announcement and withdrawal
during the whole day of May, 11th, 2023.)

processing) has sparked an interest in leveraging AI-based
methods, such as Graph Convolutional Networks (GCN), to
enhance BGP anomaly detection. In this paper, we will realize
online BGP anomaly detection method using the customized
GCN.

A. Motivation and Challenges

Implementing online BGP anomaly detection in real-world
deployments presents several challenges:

Firstly, detecting abnormal behaviors in a dynamic, large-
scale network is a significant challenge [9]. As of 2023,
the global network consists of approximately 70 thousand
ASes, hundreds of thousands of interconnected edges, and
millions of IP prefix routes. At peak time, the number of
route update messages may even exceed 106 per second, as
illustrated in Fig. 1. Given this scale and complexity, an
essential prerequisite is developing precise models to capture
AS-wise behaviors in such a vast and dynamic network.

Secondly, the incomplete BGP routes observed from the
global vantages make it challenging to infer the overall oper-
ational state of BGP. Major AS-level Internet stakeholders
typically keep their BGP routing information proprietary and
are unwilling to disclose it [10]. Consequently, obtaining
comprehensive and complete route data is often difficult.
Therefore, addressing the limitations posed by restricted vis-
ibility into the global BGP network topology is a critical
challenge.

Furthermore, merely detecting anomalies offers limited
practical value for operation and maintenance (O&M) per-
sonnel. Designing separate methods for different functions
may improve specificity but can hinder system efficiency and
responsiveness. Therefore, a unified framework needs to be
designed to integrate anomaly detection, type identification,
and root cause localization, ensuring a more effective and
streamlined approach.

B. Key Contributions

To address these challenges, this paper proposes a novel
BGP security scheme named GraphBGP. We first model

the BGP network as an attributed graph and propose an
incremental update mechanism adapting to dynamic status. We
construct a BGP anomaly detection framework based on graph
learning, combining local and statistical knowledge. Besides,
we present a root cause location method based on an auto-
encoder framework for tracing misbehaved ASes. Thus, our
method can not only efficiently model the evolving changes
of networks but also detect anomalies and pinpoint the root
cause accurately with incomplete information.

The contributions of our work are fourfold as follows:
• We propose a global BGP graph representation method

for online anomaly detection. To efficiently adapt to the
dynamic changes in the BGP network, we also design
a novel incremental update mechanism that incorporates
key decision-making factors from routers.

• We propose a novel method for both BGP anomaly
detection and root cause location, built upon the above
BGP graph representation. By carefully designing and
aggregating rich knowledge, our approach effectively
detects anomalies even with partial visibility and accu-
rately localizes root causes at the AS level.

• We have developed a workflow for online BGP anomaly
detection and root cause location, which includes the
following steps: data collection and labeling, graph build-
ing and update, anomaly detection and root location.
This process enables us to accomplish multiple tasks,
including detecting anomalies, identifying their nature,
and pinpointing their root causes.

• We evaluate our method using both real-world and syn-
thetic BGP datasets containing ten BGP anomaly events,
comparing it with six baseline methods. Experimental
results demonstrate that our method outperforms state-of-
the-art approaches in terms of detection accuracy and time
efficiency, particularly when dealing with the incomplete
information.

The remainder of this paper is organized as follows.
Section II reviews the related works. Section III provides
the preliminary knowledge and defines the problems to be
addressed. Section IV presents a novel BGP anomaly detection
method. The performance of the proposed method is evaluated
by comparing with other methods for BGP anomaly detection
in Section V. Finally, Section VI concludes this paper.

II. RELATED WORK

Existing methods on BGP anomaly detection generally
include two categories, namely, passive and active detection.
Most ISPs prefer to use the passive detection methods because
they will not occupy the additional bandwidth resource.

The passive detection methods can be further classified into
two types, the rule-based and AI-based methods. The rule-
based methods need to construct the rule sets, and then match
them against each BGP update message. These methods [11]
can be implemented in real time and provide explanatory
insights into the detected anomalies. For example, Sermpezis
et al. [8] propose a self-operated control-plane approach
Artemis. This method classifies the BGP anomaly into N types
according to the location of the suspicious AS on an AS path
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and then customizes the construction of information bases and
matching schemes for each type of anomaly. To further reduce
the false positive rate and filter out legitimate MOAS (Multiple
Origin ASes) conflicts, Qin et al. [12] analyse the causes of
legitimate MOAS in depth and devise a filtering mechanism.
However, this method is only effective for detecting specific
anomaly types, such as prefix hijacks and one-hop hijacks. In
addition, this type of method is very rigid in rule matching,
and hard to adapt to the dynamic changes and work in the
decentralized BGP network.

The AI-based methods usually utilize the classifiers of a
machine learning or deep learning algorithm to infer the
BGP anomalies within a time window according to different
features extracted from the BGP update behaviors. This type
of methods can learn the BGP anomaly patterns better in the
presence of network dynamics, thus having a better general-
ization performance. For example, Hoarau et al. [13] propose a
feature extraction tool that can obtain 46 BGP-related features
to capture the BGP anomaly behaviors. Cheng et al. [14] put
forward a Long Short Term Memory (LSTM) model for BGP
anomaly detection using wavelet transformation to extract the
multi-scale time series features. Although these methods could
identify between normal and abnormal samples, they generally
cannot well determine the anomaly type and provide the cause
for anomaly.

To better capture the rich information, the AS topology
can be modeled using a graph model. Although the graph
knowledge has been exploited to analyze the network fea-
tures of BGP [15], [16], it can not be easily employed to
achieve quick anomaly detection, as it is also very hard
to deal with such large-scale graph and obtain the up-to-
date global graph topology of ASes. There have been some
studies on graph-based BGP anomaly detection. For example,
Peng et al. [17] present a multi-view model, in which, the
temporal and statistical features are linked into one fully-
connected graph, and then a graph attention network (GAT)
is used to extract the abnormal representation. However, the
large topology of BGP network makes it time-consuming to
obtain these graph features.

In terms of root cause tracing, Feldmann et al. [18] propose
a method to localize the stability of Internet routing by
assuming that the root causes appear either on the new AS path
or the old substituted AS paths, but this assumption does not
stand in the pesence of the incomplete visibility of topology.
To address this issue, Javed et al. [19] design Poiroot, a real-
time system allowing ISPs to isolate the root causes of any
path change that affects the prefixes. Poiroot uses the BGP data
but also combines the active measurement to gain the visibility
of global networks. Unfortunately, this method can be only
used to trace the root cause for a given AS, but not to adapt
to the global BGP monitoring for its high complexity, and not
focus on detecting the anomaly types. Besides, an ontological
graph of ASes is proposed for locating the IP prefix hijacking
[20], which possesses considerable complexity when the graph
with large numbers of edges.

Several graph-based studies are also dedicated to anomaly
detection. Kreuzer et al. [21] propose a transformer-
based method for graph anomaly detection. Another

TABLE I
KEY FIELDS AND THEIR MEANINGS IN BGP RIB AND UPDATE MESSAGE

transformer-based anomaly detection framework presented by
Liu et al. [22] well learn discriminate knowledge from coupled
spatial-temporal dynamic graphs. Facing a large graph like
BGP network, this type of method generally consumes a lot
of computing and memory resources, with the complexity of
O(n2) or O(e2) where n and e are the numbers of nodes and
edges respectively. Ma et al. [23] survey the graph anomaly
detection with deep learning. However, these existing methods
cannot be directly adopted for BGP anomaly detection due to
the BGP network’s intrinsic characteristics, such as its large-
scale and decentralization nature.

Our approach differs from the existing methods in two
key ways. First, we perform anomaly detection across the
global BGP network while simultaneously tracing root cause
by modelling the global ASes as an AS-level graph, which
includes about 70 thousand nodes and hundreds of thousands
of edges. Second, we introduce an incremental BGP graph
update mechanism to adapt to dynamic BGP networks in real
time. Additionally, by leveraging GCN, we aggregate extensive
neighboring information and statistical knowledge to assess
the state of each AS and the global routing status, thereby
enabling early anomaly detection even with incomplete route
information.

III. PRELIMINARIES AND PROBLEM STATEMENT

Before describing our scheme in detail, we introduce some
notations and concepts first, and then formulate our problem.
Table I lists some important data fields in route information
base (RIB) or BGP update messages.

A. Classical Malicious Attack Models

1) BGP Anomaly Models: There are three main types of
BGP anomalies: prefix hijack, route leak and network outage.
See Fig. 2 for some example.

Prefix Hijack: An attacker configures an AS router and
announces the prefix(es) owned by other AS(es) to the net-
works, in order to hijack the traffic destined to the prefix(es)
into the attacker ASes. In Fig. 2(a), the attacker AS4 forges
the ownership of AS1 to prefix P. From the perspective of
the vantage point (VP), the path destined to prefix P changes
from the AS path (AS3, AS2, AS1) to the AS path (AS3, AS2,
AS4), causing the path offset.

Route Leak: According to the RFC 7908 [24], this type of
BGP anomaly is the propagation of BGP routing announce-
ments beyond their intended scope. In Fig. 2(b), attacker AS2
leaks the prefix P owned by AS1 to its neighboring provider
AS4. Compared to the expected route, this detouring path has
a direct negative impact on the network traffic flow.
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Fig. 2. Examples of each type of BGP anomaly.

Network Outage: An AS exchanges the network-layer
reachability information with a neighboring AS by building
BGP to keep alive messages within the hold time. However,
due to misconfiguration or other issues like natural disasters or
political events, the ASes are more likely to disconnect from
their peers, leading to unreachable paths and even disconnec-
tions with the other ASes. In Fig. 2(c), AS2 is disconnected
from its neighbors AS1 and AS3, causing the path (AS3,
AS2, AS1) to be unreachable. Therefore, AS1 has to select
an alternative path to guarantee a reachable path to prefix P.

2) Observations: The above examples show some obvious
irregular changes as follows when the anomaly events occur.
• BGP anomaly events significantly affect the logical topol-

ogy of AS. Different types of anomalies lead to distinct
changes in the AS topology. These changes in topol-
ogy have consequences, such as modifying AS’s k-hop
neighbors and introducing noticeable geographical and
topological detours in the paths to prefixes.

• In the context of BGP anomalies, it is essential to note
that if the malicious attacks or misconfiguration occurs,
the victim AS may not be immediately aware of the
negative changes occurring, because these changes typ-
ically originate from its surrounding neighbors first, such
as the addition of new links or withdrawal of old links.
Thus how to evaluate the status of one AS according
to the information of its surrounding neighbors could be
important.

• The changes of prefixes carried in the AS links can more
reflect the anomalous activities of networks.

By exploiting these observations and incorporating the
AI knowledge, we can achieve more precise detection of
large-scale events from the global view even though under
incomplete data.

B. Problem Statement

To illustrate the problem more clearly, we formulate the
anomaly detection problem for BGP as follows.

Given the time window size T , the sequence of BGP updates
is obtained from the collectors of RIPE NCC1 or RouteViews,2

namely, U t = [ui]t+T
i=t , where ui represents the i-th update

message from the starting time t. In a given period, we can get
multiple time windows. According to these sliding windows,

1https://www.ripe.net/
2https://www.routeviews.org/routeviews/

the output of anomaly detection is to infer whether these series
of windows are normal or not, i.e., {ỹt ∈ Y |ỹt ∈ C} holds
the normal label and other fine-grained BGP anomaly types,
where Y is the label vector, and C represents the set of anomaly
classes. Additionally, after the fine-grained anomaly detection,
the set of ASes that more likely have anomalous behaviors
Va = {vi},Va ⊂ V should be inferred and identified, where
V represents the whole set of global ASes. This process is
formalized as follows,

g(U t)→ ỹt, ỹt ∈ C,

f (U t)→ Va,Va ⊂ V , (1)

where g(·) is a mapping function for identifying the anomaly
type yi of each incoming BGP update sequence ũi and f (·) is
used to trace the problematic AS set if anomaly occurs.

There are some different places from other networks. To
start with, each AS has its ranking level to represent its
importance of AS. Then the link between ASes also have
weights. Ultimately, this graph continuously evolves as BGP
behaviors change, comprising the numbers of nodes and edges.
Therefore, there are some key questions to answer, as follows:
• Q1: How to update the dynamic graph in time for online

anomaly detection?
• Q2: How to model this large-scale dynamic networks

considering both effectiveness and accuracy?
• Q3: How to mitigate the negative effects caused by

limited visibility?
For the convenience of readers, the notation used in this

paper is summarized in Table II.

IV. METHODOLOGY

In this section, we first illustrate how to use our scheme
to incrementally update BGP graph in a timely manner in
Section IV-A and construct enriched graph in Section IV-B,
and then describe how our methods can achieve accurate
detection of BGP anomalies and trace the sources in detail
in Section IV-C. Our method is open source and available on
the Github repository.3

A. The Building and Update of BGP Graph

First of all, we transform the global BGP network into a
dynamic graph representation G(t) = (V(t), E(t), F(t),W(t)),
where these variables stand for the following:

3https://github.com/wuzheng1994/BGPgraph.git
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TABLE II
LIST OF NOTIONS

• V(t) = {vi}
N
i=1 is the node set at time t and each node

stands for a AS in global networks, where N denotes the
number of ASes;

• E(t) = {ei j} is the edge set at time t, where ei j denotes an
edge between nodes vi and v j;

• F(t) ∈ RN×K is the node attribute matrix at the tth
timestamp composed of the representation of each node
where K is the number of node attributes;

• W(t) ∈ RC×B is the edge attribute matrix at the tth
timestamp composed of the representation of each edge,
where C and B is the number of edges and the dimension
of edge attribute respectively.

In prior works [25], [26], a full update of the BGP graph was
made based on the complete RIB, which requires significant
time to update the graph and calculate the attributes, especially
for large-scale graphs. As a result, this approach is not well-
suited for BGP anomaly detection.

Compared to full update, in incremental update mechanism,
it only needs to infer the changes of links and then modify
the AS graph according to these changes and last snapshot
of topology, which is critical for perceiving the incremental
changes. In this paper, we focus on BGP update messages
related to prefix announcement or withdrawal that are driven
by a series of BGP router decisions. These decisions depend
on the route export policies derived from the contractual
relationship between ASes. According to these decisions, we
can further infer whether there is a route link between ASes
for a prefix. We make a simple and practical assumption
that the routers always select the best path to substitute the
old path according to their route policy, and announce this
update message to their neighbors [19]. It is noted that we
do not make specific assumptions about the router policy for
the universality of our method. Considering all the update
behaviors related to the prefix change, we induce three rules
to accurately capture the update behaviors and modify the
evolving graph.

RULE 1: Explicit withdrawal: When an withdrawal update
message is received with the path to the prefix in RIB not
being null, it denotes that the routing information in the local

Fig. 3. The incremental update of BGP graph.

RIB of the sending AS has been removed. Therefore, the links
appearing in the AS path need to be eliminated from the graph.
Formally, when a update message ut

i (ut
i ∈ U t) coming, we

define the explicit withdrawal as:

(ut
i.operation == W) ∧ (Rt

p , ∅), (2)

where Rt
p denotes the route set of prefix p at the timestamp

t, and ut
i.operation == W represents that the operation of the

i-th update is withdrawal.
RULE 2: Explicit announcement: If an update message is an

announcement and the path to the prefix in the RIB is empty,
this is an explicit announcement to indicate that there is no
path to the prefix before, thus the announced AS path is the
best route and should be added. It indicates that there is no
route to the prefix. Formally, it is defined that

(ut
i.operation == A) ∧ (Rt

p = ∅), (3)

where ut
i.operation == A denotes the update message ut

i
is an announcement BGP update. Therefore, the edges in
ui.as path could be added in the AS topology G(t).

RULE 3: Implicit withdrawal: If an update message is an
announcement and the path to the prefix in RIB is not empty, it
means that either the original AS changes its route preference
or some downstream AS on the AS path changes its export
policies. Formally,

(ut
i.operation == A) ∧ (Rt

p , ∅ ∧ ut
i.as path < Rt

p). (4)

Therefore it should remove the edges in the previous AS path
Rt−1

p from the graph G(t− 1), and add the edges in the current
AS path Rt

p, i.e., ui.as path.
Fig. 3 shows the incremental update mechanism. The raw

data from BGP collectors include BGP RIBs and update
messages. We initialize the graph G(0) according to the AS
path in the initial RIB R0. Then we update the RIB Rt at
the t-th timestamp utilizing the sequence of update messages
U t received at the t-th timestamp and Rt−1 the RIB of last
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timestamp. At the same time, we convert the graph G(t − 1)
to G(t) according to the changes of edge sets and the update
rules. To reduce the update bias of AS as much as possible,
we perform the topology correction using RIB tables at the
interval of 8 hours.

B. The Design of BGP Graph

Considering the evolving nature of the global inter-domain
network over time, it is crucial to capture the changes in
BGP behaviors as comprehensively as possible. To this end,
we incorporate the node and edge attributes that reflect these
changes into the AS network in the following manner.

First, the node attributes include two distinct parts: the node
state information (NSI) and node dynamic information (NDI).
NSI includes the long-term state information obtained from
authorized databases, comprising the geographic location and
AS rank. NDI reflects the real-time information calculation
from the graph of each snapshot, including the AS degrees,
PageRank values of ASes, and the top values of the degree and
PageRank of neighbors. Below, we provide detailed descrip-
tions of these attributes.

The geographic location attributes consist of the latitude
and longitude values of an AS obtained from geolocation
databases. As mentioned earlier, the BGP anomalies often
observe detouring behaviors. It proves to be an effective way
to capture these detouring behaviors by using the geolocation
data [27]. The AS rank collected from Caida4 is used to reflect
the impacts of one AS, which is calculated by the customer
cone size and the degree of AS.

The AS degree indicates the number of its neighbors.
The PageRank value of AS is well-known for its simple
calculations and exemplary performance in the Internet search
engines, which can reflect the importance of one AS. In this
paper, this value is calculated in the incremental way [28].

We also add the top values of the degree and PageRank
within the neighbors of the AS. In large-scale anomaly events,
the loss of connections from influential neighbors of the AS
may affect the service of AS.

All these node attributes are calculated or fetched from
databases directly, thus the time overhead is negligible. The
node attribute matrix F can be formulated as:

fi = [ fi1, · · · , fiK]

F = [ fi]N
i=1, (5)

where fi stands for the feature tensor of node ASi; N denotes
the number of nodes.

In addition, the importance of a link can be reflected by
the number of prefixes. The more IP addresses carried in the
AS link, the more significant the AS link is. However, the
calculation of the number of IP addresses for graphs with a
large number of prefixes is time-consuming, which can not
meet the real-time demand. Therefore, we devise a simple
measurement method based on the mask length as follows.

4https://www.caida.org/

Fig. 4. An example of a AS-level topology and the effect of an BGP anomaly
on the message passing of GCN.

The weight of AS link between ASi and AS j is calculated as
follows,

wi j
′ =

X
n∈P

mn − ln
mn

, (6)

where mn is the length of the IP prefix n, and mn is 32 for
IPv4 and 128 for IPv6; ln is the mask length of IP n; P is the
IP prefix set that the link (ASi, AS j) carries.

Large value range and variance may lead to the gradient
explosion of our model. We further encode the weight w′ as:

wi j = bins(w′, I), (7)

where the function bins(·) means that the value range of w is
binned averagely and this function returns the indices of the
bins. I is the vector of the split intervals.

C. Anomaly Detection Model

Given BGP prefix hijacking as an example, we explain how
to perceive the changing state of nodes just using BGP updates
in Fig. 4. Before anomaly occurs, all the traffic destined to
prefix P is routed to AS6. When AS5 announces the prefix
P deceptively and launches a prefix hijack, AS3 and AS1
are more likely to select the false route to AS5 due to the
shorter AS path. Thus the changes of linking behaviors of AS3
and AS1 take place. GCN model is known for transmitting
and aggregating node information, namely message passing.
Furthermore, this kind of AS linking behaviors comprising
the addition of new link (AS3, AS5) and the withdrawal of
old link (AS1, AS2) could alter the way of message passing
of AS nodes in the topology.

To better work with the proposed embedded graph, we
present an anomaly detection and cause tracing framework as
shown in Fig. 5. The whole model comprises graph learning,
graph pooling, and readout modules for anomaly detection, as
well as attribute reconstruction and bias computing modules
for root cause tracing.

1) Overview: Our GraphBGP method aims to learn the
changes of AS-level graph and then identifies the types of
BGP anomaly. Besides, if a BGP anomaly occurs, we try to
trace the problematic AS.
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Fig. 5. The framework of the proposed BGP anomaly detection and cause tracing.

To capture the spatial interactions among different ASes,
we exploit an M-layer GCN model with a node representing
an AS and an edge representing the connection between two
ASes. We perform the graph pooling operations on the outputs
of each layer to obtain the joint multi-order neighboring graph
representation. In addition, we incorporate the BGP behavioral
statistical knowledge into this graph and input the combined
tensor into readout layers to identify BGP anomalies. Upon
detecting the BGP anomalies, a novel auto-encoder framework
is designed to reconstruct the node attributes and trace the
abnormal ASes using the specially designed loss function and
compute the biases. The specific design is as follows.

2) Graph Learning: Considering the AS topology in BGP
infrastructures, we combine the corresponding adjacency
matrix and attribute matrix into the graph convolution neural
network and learn a layer-wise latent representation by the
following function.

F(l+1) = σ
�

D−
1
2 ÃD

1
2 F(l)θ(l)

�
∈ RN×H , (8)

where D is the degree matrix and A is the adjacency matrix.
F(l) is the node attribute tensor of the lth layer. Ã is self-looped
adjacency matrix and θ(l) ∈ RN×H is the trainable parameters of
the lth layer, and H is the size of hidden layers. Note that σ(·)
is the non-linear activation function, i.e., relu(x) = max(0, x).

To enable our framework to perceive the importance of each
edge, we configure the adjacency matrix Ã according to edge
attributes and Eq. (9).

Ã =

(
wi j i f ei j = 1
0 otherwise.

(9)

As a result, the detection model could pay more attention to
the changes of the prefixes carried in AS links.

3) Graph Pooling: To obtain each layer’s graph represen-
tation, we use the average and max functions as the pooling
functions to generate the graph representation tensor F(l),
which has been widely used in the previous works [29].
Mathematically,

F(l)
mean =

1
N

XN

i=1
F(l)

ih ∈ R
1×H ,

TABLE III
LIST OF STATISTICAL FEATURE USED IN ANOMALY DETECTION MODEL

F(l)
max = max

i
F(l)

ih ∈ R
1×H ,

F(l)
graph = pooling(F(l)

ih ) = Fmean ⊕ Fmax ∈ R
1×2H , (10)

where F l
ik represents the k-th attribute value of the i-th node in

the tensor F(l), and the graph representation F(l)
graph is calculated

by the F
(l)

max and F(l)
mean after the max and mean pooling.

Given the attributed matrix F, the m-th hop neighborhood
of each node can be effectively captured by M-layers graph
convolution. To absorb the knowledge of all M neighboring
nodes, the output matrixes F(l)

graph of M layers are concatenated
vertically to get the whole tensor Fgraph representing the spatial
knowledge of each time window as in Eq. (11).

Fgraph = [F1
graph, · · · , F

M
graph]T ∈ RM×2H . (11)

4) Feature Combination: The statistical features can reflect
anomaly behaviors in general and are often accompanied by a
relatively time-saving extraction process. Therefore, we choose
to extract some statistical features using a consistent time
window size for more accurate detection.

Considering its efficient performance, we use a well-known
feature selection method mRMR [30] based on mutual infor-
mation theory to achieve the top Q statistical features from
a BGP-related feature set listed in Appendix Table A1. In
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this paper, Q is set to 5 by grid search considering both the
time cost and accuracy, and the detailed features are listed in
Table III.

Therefore, 3 ∗ Q features are used to construct the matrix
carrying the statistical information on the updates messages
and then map it into the same scale with the spatial tensor by
stacking simple linear transformations.

After computing the statistical and spatial tensors, the
combined tensor Fcom is obtained by concatenating these two
tensors, where softmax(·) is the softmax function used to get
the predicted probability.

pi = softmax(MLP(Fcom)) (12)

5) Loss Function: The detection model uses the cross-
entropy (CE) loss in Eq. (13) to optimize the parameters
of model, which is the widely used in multi-classification
problem.

Lc = −
1
N

NX
i

CX
c=1

yic log(pic), (13)

where C is the number of classes and N is the number of
training samples. yic and pic are the label and output logit
calculated by the softmax(·) function respectively.

6) Attribute Reconstruction: An AS-level anomaly tracing
model is devised to pinpoint the abnormal ASes. This model
uses the auto-encoder framework to reconstruct the attributes
of each node in the normal status. If an anomaly event takes
place, the bias between these two tensors is more likely to be
large, and furthermore the nodes with the first k biggest biases
are probably problematic ASes or the most affected ASes. The
specific process is as follows.

In this paper, we reuse the trained multi-layer GCN in the
detection model to as the encoder part of the pre-trained model
and use well-trained parameters as the initial values to shorten
the training time. The decoder part uses the inverted structure,
i.e., the last layer of encoder is devised as the first layer of
the decoder module, and so on for reconstructing the node
attributes.

To restore the node attribute F of the normal label as
accurately as possible, the mean square error (MSE) loss
function is employed as follows,

bt
i =



 f̂ t
i − f t

i




2

lb =
X
i∈V

bi (14)

where f̂ t
i is the predicted attribute vector of node i at time t by

the decoder model and f t
i is the input to the encoder of node

i at time t. The reconstruction bias bi is the l2-norm between
the true value and predicted value. Note that lb is trained by
the only normal instances (i.e., the true label yi = 0 in this
paper).

Furthermore, the binary cross entropy (BCE) is used for
discriminating the normal and anomaly types instances as
follows,

lc = −
1
N

NX
i=0

yi log(ŷi) + (1 − yi) log(1 − ŷi), (15)

where ŷi and yi are the predicted logit and the true label of
instance i in the training set respectively. With the above two
losses, the total loss Lt of the tracing model is calculated,

Lt =

(
lc i f yi , 0
lc + lb i f yi = 0,

(16)

D. Bias Computing

When locating the cause of anomalies, it is found that a
larger AS usually has a greater loss because it aggregates more
bias from its large number of neighbors. To accurately locate
the cause, it is necessary to normalize bias as

b̂i =
bi − µ̂i

σ̂i
, (17)

where µ̂i and σ̂i are the estimated values of the median and the
inter-quartile range (IQR2) for node vi when the corresponding
label is normal. The anomalous AS set Va is obtained by

Algorithm 1 Framework of BGP Anomaly Detection and Root
Cause Tracing
Start with:

1: θa = (θg, θr): the parameters of anomaly detection includ-
ing graph learning and the remaining parameters

2: θt = (θe, θd): the parameters of cause tracing comprising
encoder and decoder modules

3: (Xtr,Ytr) and (Xte,Yte): the training and test datasets of
ASes and their corresponding labels

Initialization:
4: θa ← RandInit(|θa|), θd ← RandInit(|θd |); \\ randomly

initialize new parameters
5: Gtr = ConstrGraph(Xtr) \\ construct graphs for the

training data
Training:

6: pi ← Detector(Gtr,Ytr, θa)

7: θ∗a ← arg min
θa

�
Lc = − 1

N

P
i

CP
c=1

yic log(pic)
�

8: θd ← θ∗g; \\ pre-train the encoder part
9: Ĝ, Ŷ = Tracer(Gtr,Ytr, θt)

10: θ∗t ← arg min
θt

(lv(Gtr, Ĝtr) + lc(Ytr, Ŷ)); \\ train the param-

eters of Tracer
Training Output:
11: θ∗a and θ∗t \\ output the best parameters of Tracer and

Detector
Inference:
12: Gte = ConstrGraph(Xte)
13: ô← Detector(Gte, θ

∗
a); \\ infer the type of anomaly

14: if ô! = 0 then
15: va ← Tracer(Gte, θ

∗
t )

Inference Output:
16: ô and t̂as \\ output the type of anomaly and the anomalous

ASes

Va = {vi} = arg top-k
i

(b̂i). (18)

The whole process of our BGP anomaly detection and
location framework is shown in Algorithm 1. The algorithm
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Fig. 6. The process of instance labelling.

is input with each series of BGP updates within the time
window and the type of anomaly as well as the potential
anomalous AS set are output. In the first place, it needs to
update the graph and randomly initialize the parameters of
model. Furthermore, it uses the training dataset to optimize
the parameters of detector and root cause tracer respectively.
Ultimately, each BGP update set is detected within a time
window, if the result is an anomalous type, it needs to further
trace the root cause of the anomaly.

E. Complexity Analysis

In this subsection, we analyze the time complexity of each
component in the GraphBGP framework. For BGP incremental
update, the complexity is mainly caused by edge update,
which is O(|U |) where |U | is the number of updates within
each time window. In the anomaly detection model, GCN
brings the complexity of O(ENH ∗ M), where E, N, H
and M are the number of edges, nodes, node attributes and
GCN layers respectively. Besides, the calculation of statistical
features also brings complexity. Because these features can be
calculated by multi-process computing, we only need to focus
on the maximum computational complexity, i.e., O(|U |). For
root cause tracing, it mainly comprises encoder and decoder
parts, the time complexity is O(ENH ∗ M). Thanks to this
process deployed on GPU, the root cause tracing is fast with
multiprocessing. To sum up, the over-all time complexity is
O(2 ∗ |U | + ENH ∗ M) if the detection results is normal,
otherwise, the time complexity is O(2 ∗ |U |+ ENH ∗ M ∗ 2).

V. EXPERIMENTS

We conduct all the experimental evaluations using the
Python language on a server running Linux with configuration
of Intel◦ledR XeonTM CPU 8352Y@2.2GHZ and an NVIDIA
A100 80G graphics card. We implement the proposed method
with CUDA 12.0 and PyTorch-Geometric Library.5

A. Dataset and Baselines Description

1) Data Collection: The raw data are collected from mul-
tiple vantage points from RouteView and RIPENCC.6 These

5https://pytorch-geometric.readthedocs.io/en/latest/
6https://www.ripe.net/analyse/internet-measurements/routing-information-

service-ris/archive/ris-raw-data

TABLE IV

THE DETAILED DESCRIPTIONS OF THE PROPOSED ANOMALY DATASET

vantage points are selected by using MVP [31] to maximize
the utility of the global collectors. Each collector captures two
types of information, i.e., the BGP update packets created
every five minutes and the entire RIB obtained every eight
hours stored in the format of MRT (Multi-threaded Routing
Toolkit).

2) Data Cleaning: To reduce the distracting information
existing in raw data, we clean up the BGP routes before
making inference. First, the private ASNs appearing in AS
path are removed. Second, the aggregated AS paths are
decomposed into multiple corresponding paths. Furthermore,
we also remove the repetitive ASes on AS paths resulted from
AS path prepending. Finally, the ASes owned by IXPs are
removed from AS paths, where these IXP ASNs are collected
from PeeringDB.7

3) Data Labelling: To label each BGP instance as accu-
rately as possible, the whole process of labelling data involves
four steps to determine the period of BGP anomalies. First, we
collect the authorized headlines to determine a rough period.
Then, the bursts of updates are further used to determine
the starting and end time. Sometimes the bursts may be not
obvious and hidden in the background data. To cope with
this problem, the active measurement by probes is used to
confirm the anomaly period through RTT (round-trip time) and
the number of up/down routes for the involved prefixes using
Ark data [32]. Finally, in the above period, we search for the
problematic routes in the BGP update message to refine the
anomaly time range. The whole process of labelling instances
is demonstrated in Fig. 6. The obtained dataset comprises 10
real events with three types of anomalies, i.e., prefix hijack,
route leak and network outage for comprehensive experiments.
The details of each BGP anomaly event are presented in
Table IV.

In addition, the parameters of the proposed GraphBGP are
set to the best value using the grid search. More specifically,
we set the time window size to one minute, where the grid
search process is presented in Appendix. We compare the
performances of our proposed method with six state-of-the-art
anomaly detection methods based on AI techniques in Table V.
To accelerate the training process in parallel, we apply the
mini-batch mechanism [33] to optimize our GCN model.

7https://www.peeringdb.com/
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TABLE V

THE DETAILS OF THE COMPARED METHODS

Fig. 7. The average time comparison between full and incremental update.

4) Performance Metric: To evaluate the performances of
the proposed method and the baselines, we employ F1-score
(F1), precision, and recall scores as the metrics, which are
widely used in evaluating the anomaly detection performance.
We also assess the time consumption for the BGP anomaly
detection and cause tracing. In addition, to measure the time-
liness of anomaly detection, we calculate the average early
detection time n, where n indicates that the anomaly is detected
in the n-th time window after the anomaly event occurs. In
addition, the training and test datasets are split by five-fold
cross validation to guarantee the credibility of the experimental
results.

B. Performance of Graph Update

Fig. 7 compares the time taken for full graph updates
and incremental graph updates for three types of events:
route leak, network outage, and prefix hijack. Because the
proposed method makes modifications only on the corre-
sponding changed part of the graph, it can be observed that
the time consumption by the proposed incremental method
can be reduced to 10% ∼ 30% of that required by the full
update.

C. Performances of Anomaly Detection

1) Overall Performance Evaluation: In the training and
validation processes as shown in Fig. 8(a), there are rapid
drops of losses in the early stage, suggesting that GraphBGP
has a good convergence performance during the training
period. The confused matrix is shown in Fig. 8(b). This result
proves that the proposed method can identify each type of
BGP anomaly with an accuracy above 95%.

Fig. 8. The performances of anomaly detection using GraphBGP. (a) The
process of training and validation; (b) The confusion matrix of classification
results (NOR: Normal; RL: Route leak; PH: Prefix hijack; NO: Network
outage).

Fig. 9. The t-SNE plot of the readout layer of our model. (a) 2-D compressed
representation of BGP anomaly type using t-SNE; (b) 1-D compressed output
by t-SNE in the Facebook event where the anomaly period is shown with grey
shadow; (c) The number of BGP updates messages in the Facebook event.

Fig. 10. The performances of OA (left) on validation and occupied memory
(right) with different GCN layer.

Fig. 9(a) shows a t-SNE [37] plot with 2 dimensions. The
disparity of different types of samples and the similarity of
the same type denote that GraphBGP can extract discrimina-
tive representation for identifying different types of anomaly
events. In Fig. 9, we take the Facebook event as the test
dataset and present the temporal outputs of the readout layer.
GraphBGP can detect the anomaly throughout the events
because GraphBGP captures the changes from both statistical
and spatial views, while it is difficult to detect the negative
changes in topology using only statistical features, e.g., the
number of updates as shown in Fig. 9.

2) Parameter Selection: The layers of GCN reflect the size
of the perceptive field in the graph, so the parameter M is
important to our model. To select the proper number of layers
of GCN, we uniformly use the same number of epochs 50 to
train the model, considering both OA and memory occupied
by the prediction model. The obtained results are shown in
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TABLE VI

ABLATION ANALYSIS

Fig. 11. Performances of our methods and its baselines.

Fig. 10. We can observe that when the number of layers is
three, the detection model gets the best performance. It may
be because the combination of three layers of perspective can
obtain the most accurate information, including the local (the
1st, the 2nd layers) and wider perceptual field (the 3rd layer)
information. With the increase of layers, some negative factors
will be introduced, such as the redundant information and the
rising memory occupied by model. The presence of redundant
information leads to a decrease in both training efficiency
and accuracy of detection model, while the rising occupied
memory increases the deployment difficulty. In this paper, we
apply the GCN model with 3 layers to carry out the following
experiments.

3) Ablation Analysis: The ablation analysis is shown in
Table VI. Firstly, the original GCN model could obtain a
good score on BGP anomaly detection, which shows an
above-average detection performance. We also observe that
the edge attribute are most helpful for improving the model
performance, suggesting that it is conducive to capture the
anomaly behaviors. The multi-order neighboring perceptions
and statistical representation also help enhance the detection
accuracy compared to using the original GCN.

D. Method Comparisons

1) Accuracy Comparison: We compare the performance
using both the raw dataset and the balanced dataset, and the
latter is adjusted to have the equal number of normal and
abnormal instances for each event. The fine-grained classifi-
cation of each anomaly type is more complex than the binary
classification of normal and abnormal types. The balanced
dataset amplifies the impact of different types of anomalies.
Fig. 11 shows the comparison results.

TABLE VII

THE COMPARISON OF TIME PERFORMANCES

Fig. 12. The performance comparison of each method under different
incomplete ratios.

According to Fig. 11, itGraphBGP has the highest detection
accuracy in both datasets. The improvement of performance
compared to the second best is more obvious on the balanced
datasets. Moreover, the high recall and precision rates sug-
gest good performances of our method on every anomaly
type. However, the other methods can not detect these
fine-grained AS-level behaviors by simply relying on the
statistical information of the updated behaviors or the graph
measures.

2) Detection Time Comparison: Table VII shows that the
proposed GraphBGP has the shortest inference time and the
earliest detection time, because the proposed method is able
to perceive the anomaly through multiple neighbors using the
GCN-based model. In addition, in our method, cause tracing
can be employed almost seamlessly after detecting the BGP
anomaly, only taking 0.007 second.

3) Methods Under Incomplete Information: To evaluate the
performance of each method, we make sampling on BGP
update messages within each time window randomly with
the sampling ratios of 0.2, 0.4, 0.6, 0.8 and 1, respectively.
The sampling ratio r means that the r percentage of update
messages is randomly selected and retained, so a smaller r
denotes the more incomplete information in each time slot. We
use the well-trained models of each method with the complete
updates, i.e., r = 1 to evaluate the performances under the
incomplete information with different degrees. The specific
results are shown in Fig. 12. Compared with other methods,
our proposed method has a more stable performance because it
can extract the spatio-temporal stable information and a large
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Fig. 13. The confidence comparison of root location.

perceptive field of neighbors. The other methods are affected
by the incomplete information negatively to different degrees.

4) Root Location Comparison: To validate our location
method, we further conduct a comparative experiment between
our approach and PoiRoot. We calculate the root cause confi-
dence as

Ct =
Calert(ta, t)
Csum(ta, t)

, (19)

where Calert(ta, t) and Csum(ta, t) are the numbers of accurate
and summation alerts respectively when anomaly occurs inside
the time window ta to t. A bigger value means a better root
location performance.

We conduct experiments on the real-world dataset and label
the attacker and victim as the root cause of an anomaly event.
The confidence score of the cumulative distribution function
(CDF) is calculated in the way shown in Fig. 13. It is observed
that the scores of our method are mainly distributed from 0.6
to 0.9, higher than its rival PoiRoot. This result demonstrates
that our method behaves better than PoiRoot in terms of root
location.

E. Case Study

1) Facebook Outage: Facebook and its other platforms,
including Instagram, WhatApp and Messenger went down
globally for nearly six hours on October, 4, 2021. According to
the statement issued by Facebook, this network outage was due
to a misconfiguration on the backbone routers, which led to the
disappearance of AS paths to Facebook. In this subsection, we
study this serious network outage from the BGP perspective
by using our GraphBGP method.

We train the model using the proposed dataset excluding
the data of Facebook outage, and test the updates of each
time window of Facebook outage.

GraphBGP considers the ASes with the top reconstruction
biases to be problematic. Fig. 14 shows the time sequence of
Facebook (AS32934) and Cogent (AS174) ASes’ bias values.
A bigger AS tends to get more severe losses aggregated from
their large number of neighbors, leading to false location
results. To alleviate this adverse effect, we normalize the
reconstruction bias using the value of median and the second
interquartile range (IQR2). AS174, one of the most impacted
neighbors of AS32934, is thus taken as an example. Before

Fig. 14. Time sequence of bias and normalized bias of Facebook and Cogent
AS in Facebook event. The area with the grey shadow is the period of anomaly
event, and the red points are plotted when AS32934, the anomalous AS of
Facebook, is determined as misbehaved AS.

Fig. 15. The ego-subgraph of ASN32934 where the color and size of nodes
both denote the bias loss of each node.

Fig. 16. The results of Google’s route leak. (a) The reconstruction bias
computed by our proposed method where the shadow area denotes the interval
within which the anomaly occurred; (b) The heatmap shows the average
reconstruction bias of suspicious ASes respectively before, during, and after
the event.

normalization, during most time of this anomaly event, the
reconstruction bias of the anomaly AS32936 is lower than
that of the AS174, indicating that the true abnormal AS
can not be identified at most time. After the normalization,
it is noted that this negative impact has been significantly
alleviated.
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To demonstrate the performance of locating the anomalous
ASes, we further analyze the reconstruction bias of global AS
when the anomaly takes place. The ego-graph of AS32934
with the bias loss is plotted in Fig. 15. It is easy to find that
AS32934 has the most considerable bias, and its neighbors
also have the reconstruction bias in different degrees when
the BGP anomaly occurs. For other BGP events in the dataset,
GraphBGP can trace all the anomalous ASes accurately when
k is set to 10.

2) Google Route Leak: Some of Google’s major services
unexpectedly went off for a period of time on Nov. 12,
2018. Referred to the News [38], ISP AS37282 leaked 212
Google’s (AS15169) prefixes, covering a vast scope of Google
services.

The results of the proposed method are shown in Fig. 16. We
can observe that the biases during the events are significantly
higher than the normal time. Additionally, the number of
misbehaved ASes is higher than the other ASes when the event
occurs, indicating that our method can accurately locate the
problematic ASes.

VI. CONCLUSION

In this work, we propose a larger-scale BGP anomaly
detection method based on dynamic graph learning. This
method tries to model the update behaviors from the global
topology and statistical perspectives, so as to well capture
the behavioral patterns of BGP anomaly, even though under
the incomplete visibility of the BGP networks. Specifically,
the global AS-level graph is built by customizing the edge
and node attributes, which can adapt to the dynamic BGP
routes with an incremental graph update in a timely manner.
Furthermore, the GCN-based BGP detection model is specially
designed for the proposed AS-level graph. To locate the root
causes of the BGP anomaly event, the cause tracing model
reuses the GCN part of the detection model to carry out
seamlessly cause tracing after detecting anomalies and timely
identify the ASes with problems. Experiments reveal that
the proposed method outperforms the baselines in terms of
the detection accuracy, and can detect the anomaly event in
the first time window. Besides, the anomaly AS can also be
accurately traced within the interval of 0.007s after the BGP
anomaly detection.

A normal route change may cause the false positive
instances in our proposed system. To reduce this, we can
update the model on a regular basis so that normal routing
changes can be learned. In addition, we will investigate the
cause of positive false in depth to make more accurate anomaly
detection in the future.
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