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Abstract—In network-wide monitoring, finding the large
monitoring data entries is a fundamental network management
function. However, the retrieval of large entries is extremely
difficult and challenging as a result of incompleteness of
network measurement data. Enlightened by tensor model’s
strong capability of information representation and extraction,
we model the network-wide monitoring data as a 3-way tensor.
With tensor completion, the retrieval can be performed after
recovering all missing entries. However, this not only incurs
an extremely high cost when the tensor is large, but is also
unnecessary. Instead, to quickly retrieve large entries at low
cost, we transform the large entry retrieving problem to a cosine
similarity searching problem, and propose two algorithms:
1) Quickly reordering the factor vectors based on Locality
Sensitive Hashing (LSH) hash table so that vectors with small
cosine distances are placed in the same hash bucket; 2) Quickly
finding the similar vector of a queried one that the two together
determine a large entry without incurring the high cost of
recovering all entries through the dot products. In the process
of LSH table building and similarity query, several novel
techniques are proposed, including LSH table representation
with the LSH forest, good hash table building to support the
flexible search of cosine similarity, and bit-shifting-based quick
similarity query. Our experimental studies on 4 real world
datasets indicate that our technique is at least up to 60 times
faster than the approach based on direct tensor completion.

Index Terms— Large entry inference, tensor completion.

I. INTRODUCTION
A. Background

ETWORK-WIDE monitoring is important for many
network functions. Among which, finding the large
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monitoring data entries is a fundamental network management
function. Depending on the type of KPI (Key Performance
Indicator) recorded by the monitoring data, the large mon-
itoring data entries may correspond to elephant flows, the
large network latency paths, and the large packet loss paths
in the network. Many network applications can benefit from
the efficient identification of the large entries, including con-
gestion control [1], network capacity planning [2], anom-
aly detection [3], network SLA (Service Level Agreement)
tracking [4].

If we have complete network-wide monitoring data, such
a task is trivial and can be solved by simply sorting the
measurement data. Different types of KPI data between an
origin and destination pair can be measured through different
tools. For example, the traffic volume data can be measured
by Netflow, and the end-to-end latency can be measured by
ping probes. However, in practice, no matter what type the
KPI data belong to, the network-wide monitoring data are
incomplete due to the following reasons. 1) Network-wide
monitoring among all the origin and destination pairs introduce
high measurement overhead. Network systems usually adopt
sampling-based measurement to reduce the measurement over-
head; 2) The unavoidable data transmission losses under severe
communication and system conditions, including network con-
gestion, node misbehavior, monitor failure, a transmission
of measurement information through an unreliable transport
protocol. The retrieval of large entries is extremely difficult
and challenging as a result of the incompleteness of
network measurement data.

With incomplete Measurement Data, one possible approach
to achieve the goal is to first recover the missing data,
then return the large entries after sorting the recovered data.
Various studies have been made to handle and recover the
missing traffic data. Designed based on purely spatial or
purely temporal information, the data recovery performance
of most known approaches [5]-[7] is low. Recently matrix-
completion-based algorithms are proposed to recover the
missing traffic data by exploiting both spatial and temporal
information [8]-[10]. Although the performance is good when
the data missing ratio is low, the performance suffers when the
missing ratio is large.

For more accurate missing data inference, a few recent
studies [11]-[14] try to model the traffic data as a 3-way
tensor, and then fill in the missing data of traffic matrices
through tensor completion. Tensors, as the higher-order gen-
eralization of vectors and matrices, can take full advantage of
the multilinear structures to provide better data understanding
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and information precision. Compared with matrix-based data
recovery, the tensor-based approach can better handle the
missing monitoring data and will be used in this paper.

B. Problems

Although tensor completion is a promising technique for
accurate recovery of missing data, using it to retrieve large
entries with incomplete measurement data may suffer from
high computation cost. With incomplete measurement data,
one possible approach of finding the large entries is to first
infer data entries not measured/missing, then return the large
ones. Under tensor completion, two operations need to exe-
cute: 1)Training Phase: training the factor matrices through
tensor factorization using the partial measurement samples,
2) Retrieving Phase: recovering un-measurement/missing data
using the trained factor matrices, and retrieving all large entries
whose values are above a predefined threshold €. Although this
is a promising way, given an I x J x K network monitoring
tensor with its rank equal to R, the time complexity of data
recovering in the Retrieving Phase is O(IJK R). The need
of recovering all un-measurement entries before retrieving the
large ones is a big bottleneck that prevents the efficient finding
of large entries, especially when the size of the monitoring
tensor is large.

Existing efforts [15]-[20] on tensor completion generally
focus on the techniques of training phase. Only the recent
work [21] study the fast retrieving of top-k entries in tensors
with incomplete measurements. It proposes the use of discrete
tensor completion, where real-valued factor matrices in the
traditional tensor completion are represented by binary codes.
As a result, large entry retrieving problem is transformed into
the calculation of Hamming distance through lightweight XOR
bit operations. Although the transformation helps quickly find
the top-k entry locations, it compromises the accuracy of
recovering the un-measurement data values. However, it is
very important to know the data values in many applications.
For example, knowing large traffic volume values of a net-
work is the basis for designing a proper congestion control
algorithm.

The goal of this work is to design an efficient algorithm
that can quickly retrieve large entries whose values are larger
than a threshold e. To the best of our knowledge, we are not
aware that any prior studies on tensor completion have been
performed to retrieve both large entry locations and values.
Addressing the challenge may open a new avenue for the
tensor-based advanced data processing.

C. Our Contributions

Based on the analysis of relationship between tensor’s CAN-
DECOMP/ PARAFAC (CP) [22] decomposition and tensor’s
frontal slices, we transform the representation of tensor entry
with the dot product of three factor vectors to the dot product
of two vectors. With the observation that both the length and
the direction of two vectors influence the values of the dot
production, we transform the large entry retrieving problem to
a cosine similarity searching problem. Thus retrieving a large
entry is equivalent to the finding of a vector pair whose cosine
distance is larger than a threshold. We propose an Fast Large
Tensor Entry Retrieving framework based on the Locality
Hash Function (FLTER-LSH), which includes the following
two main processes.
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« Hash table building We propose an algorithm based on
LSH hash table to quickly store and reorder the vector set
so that the vectors with small cosine distances are placed
in the same hash bucket.

o Similarity querying Facilitated by the LSH hash tables,
we propose a query algorithm to quickly find the sim-
ilar vector of a queried one that the two together can
determine a large entry without incurring the high cost
of recovering all entries through the dot products.

The challenge and our technique contributions in above two
main processes are listed as follows.

(1) Hash table building: The difficulties in building LSH
hash tables to facilitate the cosine similarity searching lies
in two points: (a) Different vector pairs with different vec-
tor lengths have different angular level requirements thus
different cosine similarity requirements. (b) Current cosine
locality-sensitive hashing (Cosine LSH) function can only out-
put single bit hash index with two values (0 or 1), which cannot
support different angular levels of requirement. To conquer the
challenges, we propose two techniques:

o LSH forest to represent LSH table. To support different
angular level requirements, instead of using a single hash
function, we use multiple hash functions in Cosine LSH
to construct hash tables. More specifically, we build a
novel LSH forest to represent hash tables, where each
leaf in the forest corresponds to one bucket in a hash
table.

e Good hash table building for flexible search of
cosine similarity. To achieve accurate similarity query
for a given vector, we need a good LSH hash tables
(LSH forest) that meet two conditions: 1) All vectors
held in the same hash bucket as the one queried have
a high cosine similarity with it, and 2) No vectors with
high cosine similarity are missing from the bucket. From
the theoretical analysis, we find the relationship between
the angular requirement and the parameter setting in
LSH forest to build good hash tables. To reduce the
computation cost, we partition the vectors into multiple
groups and build multiple groups of hash tables with
different sizes of forest to store different vector groups.
Each group has similar vector lengths thus similar angular
requirements for vector query.

(2) Similarity query: Although building multiple forests
can reduce computation cost in hash table building, it may
introduce a high cost to perform the similar query, as a query
vector needs to be matched against multiple groups of hash
tables with each group corresponding to a forest. To address
the issue, we propose the following strategy.

o Bit-shifting-based quick similarity query. Taking
advantage of the features of our proposed common
hash group shared by multiple forests, we develop a
light-weight query algorithm. When querying against
M groups of hash tables, only the hash indexes for one
group with the largest forest size need to be calculated,
based on which the hash indexes of other groups can be
deduced with simple bits sift operations.

We analyze the time complexity and space complexity of
FLTER-LSH. With the help of our well designed LSH hash
table, we can quickly retrieve large entries through low cost
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hash computation. In addition, LSH forests are virtually built
rather than physically exist, thus the storage cost is low.

We conduct comprehensive experiments on 4 publicly real
world datasets to comparatively evaluate and demonstrate the
effectiveness of the proposed method. Compared with the state
of art tensor completion algorithms, our algorithm can achieve
high data retrieving accuracy using significantly smaller time.

The rest of the paper is organized as follows. We intro-
duce the related work and the preliminaries of tensor in
Sections II and III. We introduce the problem and its chal-
lenge in Section IV. We transform the large entry retrieving
problem to a cosine similarity searching problem in Section V.
In Section VI, we present our solution overview. In Section VII
and VIII, we present in details our algorithms for LSH hash
table building and similarity query, respectively. We analyze
the time complexity and space complexity of our FLTER-LSH
in Section IX. Finally, we evaluate the performance of the pro-
posed algorithm through extensive experiments in Section X,
and conclude the work in Section XI.

II. RELATED WORK

During the data-acquisition and processing, there may exist
data missing due to mechanical failures, human-induced fac-
tors, and measurement cost saving. Estimating the missing
values based on a few observed entries in a tensor is usually
referred to as tensor completion.

With the rapid progress of sparse representation techniques,
following the compressive sensing [23], [24] and matrix
completion [25]-[29] to process one-dimensional and two-
dimensional data arrays, tensor completion has attracted lots
of research interests recently. Compared with compressive
sensing and matrix completion, tensor completion can more
accurately recover the missing data, taking advantage of the
multidimensional data structure.

Besides its traditional application scenarios in signal
processing [30], recently, tensor completion has started
to be used in network field for complete network data
analysis [11]-[14]. Different from these initial applica-
tions [11]-[14] apply tensor completion to recover the com-
plete monitoring data with a few measurement samples,
this paper wants to apply tenor completion to quickly and
accurately retrieve the large entries with a few measurement
samples.

Generally, to retrieve large entries in tensor with partial
samples, we should first train the factor matrices to recover the
missing entries, and then return the large entries. Many vari-
ants [15]-[20] of tensor completion algorithms are proposed to
train the factor matrices. Depending on the optimization algo-
rithms adopted to train the factor matrices, these algorithms
can be divided into three types: alternating least squares (ALS)
[18], [19], stochastic gradient descent (SGD) [18], [20], and
coordinate descent (CCD-++) [19], [20]. This paper does not
focus on factor matrix training, and we can apply these existing
studies to train the factor matrices.

As introduced in Section 1, only one recent work [21]
studies the problem of retrieving the top-k large entries of
the tensor. It proposes the use of discrete tensor completion
to represent the real-valued factor matrices in traditional tensor
completion model with binary codes. Accordingly, it can
calculate Hamming distance through lightweight XOR bit
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operations to quickly retrieve the locations of top-k entries.
Rather than only identifying the locations of the top-k entries,
we aim to find both the locations and values of the entries
whose values are larger than a threshold.

Different from existing studies, to quickly retrieve large
entries of tensor with partial measurements, this paper trans-
forms the large entry retrieving problem to a cosine similarity
searching problem. To provide a simple solution, we propose
an algorithm based on LSH hash table to quickly reorder the
factor vectors so that the vectors with small cosine distances
are placed into the same hash bucket. Facilitated by the LSH
tables, we further propose a query algorithm to quickly find
the similar vector of a queried one so they together determine
a large entry without incurring the high cost of recovering all
entries through the dot products.

III. PRELIMINARIES

In this paper, scalars are denoted by lowercase letters
(a, b, ), vectors are written in boldface lowercase
(a, b, - - - ), and matrices are represented with boldface capitals
(A, B, --- ). Higher-order tensors are written as calligraphic
letters (X, ), ---). The elements of a tensor are denoted by
its symbolic name with indexes in subscript. For example, the
i-th entry of a vector a is denoted by a;, the element (4, j) of
a matrix A is denoted by a;;, and the element (7,7, k) of a
third-order tensor X is denoted by x;;;. The row (column)
vectors of a matrix are denoted by the symbolic name of
the matrix with indexes in subscript. For example, the i-th
row (column) vector of a matrix A is denoted by a; (a(;).

And [ja]| = /), a? denotes the length (Euclidean norm)

of vector a, |[A[]* = />, ; a;
a matrix A. Some preliminaries in this paper can be found
in [31]-[33].

Definition 1: A tensor is a multidimensional array, and is
a higher-order generalization of a vector (first-order tensor)
and a matrix (second-order tensor). An N-way or Nth-order
tensor (denoted as A € RI*12XXIN) js an element of the
tensor product of N vector spaces, where N is the order of A,
also called way or mode.

The element of A is denoted by @i, iy in> in €
{1,2,-+-,I,} with 1 < n < N. In this paper, we take an
3-way tensor as an example to illustrate our algorihtm.

Definition 2: Slices of a 3-way tensor are two-dimensional
sub-arrays, defined by fixing all indexes but two.

In Fig.1, a 3-way tensor X" has horizontal, lateral and frontal
slices, which are denoted by X;.., X.;. and X.., respectively.
In this paper, we denote the frontal slice X..; as Xj.

Definition 3: The outer product of two column vectors aob
is the matrix defined by: (aob),; = a;b;.

Definition 4: The outer product of three column vec-
tors a o b oc is a rank one 3-way tensor defined by:
(aoboc),, = abjcy.

denotes Frobenius norm of
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Definition 5: The rank of a 3-way tensor is the minimal num-
ber of rank one tensors, that generate the tensor as their sum,
i.e. the smallest R, such that X = Ele a0 by oc
where a(), b(,), and c .y are column vectors.

Definition 6: The idea of CANDECOMP/PARAFAC (CP)
decomposition is to express a tensor as the sum of a finite
number of rank one tensors. A 3-way tensor X € RI*J*K
can be expressed as

R
= Zr:l a0 by oy, )
with an entry calculated as
R
Tyjp = Zr:l @irbjrChr )

where R > 0, ai, bjy, cp, are the i-th, j-th, and k-th entry
of column vectors a(,y € RY, b,y € R7, and cry € RX,
respectively.

By collecting the vectors in the rank one components,

we have tensor A’s factor matrices A = [a(l), e ,a(R)] €
RIXR, B = [b(l), s ,b(R)] S RJXR, and C =
[c(1), s em)] € REXE. Using the factor matrices, we can

rewrite the CP decomposition as follows.

x=3" 3)

In Fig.2, a three-way tensor can be represented through CP
decomposition as the sum of R outer products (rank one
tensors). That is, X = Z - a(r) o b,y oc), with column
vectors ag) € RY, b,y € R’ and ¢,y € R¥. In addition,
an entry x;;, can be calculated as the sum of the dot product
of row vectors a;, b;, and ci. That is, z;;, = a; e b; e ¢y,
where a; ebjec), = Zle airDjrcrr is the dot product of the
three row vectors a;, b;, and ¢, with a; € R E b, € RI*E
and c;, € RIXE,

Definition 7: Given a 3-way tensor X € RIX/XK with
observed entries denoted by Q = {(7, , k) |xijx is known},
the tensor completion problem is to train the factor matrices A,
B, C through solving following problem

a() o by o) =[A,B,C]J

. . ) 2 2 2
AHll31,I(13 Z (xz]k az.bj .ck) +a||A|| +ﬁ||B||
1,j,k€Q
+1llCl]? @

where A € RI*E B € R7*E and C € REXT gre factor
matrices with a;, b;, and c; being the i-th row vector of A,
the j-th row vector of B, and the k-th row vector of C.

In Eq.(4), x;j1, is the observed entry at (7, j, k) while a;eb;e
ci is the recovered entry. Eq.(4) aims to train factor matrices
A € RI*E B ¢ R/*E and C € RE*E to minimize the
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recovery error at the observed entries. «, (3, and 7 are the
regularization coefficients. || A||2+03||B||2+7||C||? is added
in the formulation to prevent over-fitting problem. After factor
matrices A, B, and C are obtained, the un-observed entries
can be recovered with Z;;, = a; e b; e .

IV. PROBLEM AND ITS CHALLENGE

We model the network monitoring data as a 3-way tensor
X € RIXIXK where I, J, and K correspond to the number
of origin nodes, the number of destination nodes, and the
number of time intervals monitored, respectively. Each entry
m;y, indicates the end-to-end monitoring data from the origin
node ¢ to the destination node j in the time interval k. If the
tensor records traffic volume data of a network, each entry
m;, indicates the end-to-end traffic volume data from the
origin node ¢ to the destination node j in the time slot k.
If the tensor records the latency of a network, an entry myj
indicates the latency from the origin node ¢ to the destination
node j in the time slot k.

Given some observed entries (i.e., measurement samples)
in a monitoring tensor, the aim of the paper is to retrieve all
large entries whose values are above a predefined threshold e.
As shown in Fig.3, based on tensor completion, a straightfor-
ward way of retrieving large entries includes two phases:

Training Phase: Given a 3-way monitoring tensor
X € RIXJ*K yith observed entries in the set Q =
{(2,7,k) |ziji is known}, training the factor matrices A, B,
and C through tensor factorization by solving the problem
in Eq.(4). This paper does not focus on factor matrix training,
and we can apply existing studies [15]-[20] to train the factor
matrices.

Inferring and Retrieving Phase: After three factor matrices
A, B, and C are trained, the large entry retrieving problem
can be expressed as

{(i,5: k) € [1] x [J] x )

where ¢ is the threshold and the dot product a; e b; e c;,
corresponds to the recovered entry ;.

Directly solving the problem in Eq.(5) requires recovering
all entries through the dot products with the order of com-
putation cost at O(IJK R). This will become the bottleneck
when the size of the tensor is large. Large entries are often
resulted from anomaly, and often have lower number in reality.
To reduce the computation cost, we transform the large entry
inferring problem in Eq.(5) to a cosine similarity searching
problem in Section V.

[K]|a;ebjec, >c}
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V. PROBLEM TRANSFORMATION

To facilitate the problem transformation, in this section,
we first investigate the relationship between tensor CP decom-
position and the decomposition of a frontal slice of the tensor,
based on which, the dot product with three vectors is trans-
formed to the dot product based on two vectors. According
to Eq.(3), the CP decomposition of a 3-way tensor X can be
written as follows.

R
X=3 apobyocy =[AB,C] (6)

where matrices A € RI*E B ¢ R7*E and C € REXE gre
the factor matrices in the CP decomposition. This decomposi-
tion process is illustrated in Fig.4(a), and in Fig.4(b), a frontal
slice X, can be written as

X = cr1agy o by + -+ + ckrar) o ber)

R
= Zi:l Cri(iy © by (7

where c¢p1,cr2, - ,ckr are the entries of the k-th row
(i.e., c) of the factor matrix C.

As A = [ag), - ap)] and B = [b), b))
according to (7), X can be rewritten as

M, = A, BT (8

where A € RT*% and B € R7*% are the factor matrices in
the CP decomposition, 3, = diag (ci,), and c;, € R % is
the k-th row of the factor matrix C. Let D* = AX;,, we have
X, = DFBT. As A € RT*XE ¢, € RY*E we have 3, €
REXE and thus D* € RIXE,

Let d¥ and b; denote the i-th row and j-th row of matrices
DF and B. After factor matrices A, B, C have been trained,
the entry (7, j, k) can be recovered through

dijr =df eb; ©)

1959

Judge cos(df.b;):
oif cos(dfb)= € /(|dH|| ||bjl ), retrun index (ij k);
eelse, discard.

B

query vector

df L
| Ve
iz

Dk

D :

Fig. 5. Similarity search problem.

which is the dot product operation between d¥ and b.
According to Eq.(9), our problem of finding the large entry
a; eb; e c; > ¢ is transformed to a problem of finding pairs
(dik, b;) such that d,* e b, > e. Obviously, we further have

€
@i = d¥ eb; > & — cos(O(dF, b;)) > ————
o gy
where ||v|| = />, v# denotes the length (Euclidean norm)

of vector v, cos(0(d¥, b;)) is the cosine similarity defined as
the cosine of the angle ©(d¥, b;) between vectors d¥ and b,

. . d,]v“ob7
that is: cos(©(d¥,b;)) = T

Therefore, the large entry retrieval problem can be trans-
formed to a cosine similarity search problem. As an entry
is considered large if cos(©(d¥, b;)) > m, we can use
each vector d¥ to query against all b ; and check if there exists
a vector pair (d¥, b;) that has the high cosine similarity value.
As shown in Fig.5, we call d¥ the query vector.

(10)

VI. OVERVIEW SOLUTION

For a vector df to query, a straightforward strategy of
finding similar vectors in B is to test all b; it contains.
However, this would result in a in high computation cost for
a large-size tensor.

To reduce the computation cost, we propose to exploit
Locality-sensitive Hashing (LSH). We will reorder and store
vectors of B in LSH hash tables, and further propose a light-
weight LSH query algorithm to quickly find similar vectors
through simple hash calculations.

A. Locality-Sensitive Hash Families

Formally, an LSH family is defined as follows [34], [35]:

Definition 8 (Locality-Sensitive Hashing): A family of H is
called (r, cr, p1, p2)-sensitive if for any two items p and q,

1) if Dist(p,q) < r, then Prob[h(p) = h(q)] > p1

2) if Dist(p,q) > cr, then Problh(p) = h(q)] < p2
where Dist(p, q) calculates the distance between items p and
q, h(v) is the hash value of the item v calculated by LSH hash
function h(). Here ¢ > 1 and p; > po.

Intuitively, a hash function is locality-sensitive if its prob-
ability of collision (by hashing two items to the same hash
value) is higher for “nearby” items than for items that are “far
apart”. Two items are nearby if their distance is at most 7,
and they are far apart if their distance is at least cr, where
c > 1 quantifies the gap between “near” and “far”.

Based on LSH function, we could find the approximately
similar neighbors of any item, simply by finding the bucket
that it hashes to, and returning the other items in the bucket.
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B. Cosine LSH

It is possible to define such locality-sensitive hash families
using many different distance functions Dzist, including the
Cosine distance, Jaccard measure, the Hamming norm, and
the /1 and l5 norms.

According to Eq.(10), given a vector df’, the aim of this
paper is to quickly find the vector b; € B that has a high
cosine similarity to d¥. We design our algorithm based on
Cosine LSH as follows.

Definition 9 (Cosine Locality-Sensitive Hashing): A family
of Cosine H is defined as

h(v)zsgn(vow)z{

1 vew >0

11
0 vew<0 (i

where v is the input item and w is a normal unit vector to
denote a random hyperplane.

The basic idea of Cosine H is to choose a random hyper-
plane (defined by a normal unit vector w) and uses the
hyperplane to hash input items. h (v) = {1 or 0} depends on
which side of the hyperplane v lies. It is not difficult to prove
that [36], for two vectors u, v, Pr[h(u) = h(v)] = 1— w,
where 6(u, v) is the angle between u and v. Therefore, Cosine
H is (0, ch, p1, p2)-sensitive, where p; = 1 — %, py=1— ir—e,
and p; > po.

Standard Cosine H in Eq.(11) only produces a single bit
hash index. The probability for two vectors to have the same
hashed bit value is proportional to the angle between them.
Obviously, to find vector pair (d¥, b;) whose cosine similarity
value exceeds the threshold m, it also depends on the
length of ||d¥|| and ||bj||. Therefore, different lengths of the
vector pair have different angular requirements.

C. Overview of Quick Retrieving of Large Entries

A single hash function of Cosine H only generates one
single bit hash index, and can not support the query for
different angular levels required in our problem. Instead of
using a single hash function, we use multiple hash functions
in Cosine 7 to construct a set of hash tables.

e Step (1): Choose m functions hy,ho,- -, hy, uni-

formly at random (with replacement) from Cosine H.
For any item bj, place b; in the bucket with label
g(bj) =(hi(b;), ha(by), -+, hin(bj)).

o Step (2): Independently perform step (1) n times to

construct n separate hash tables, with hash functions g1,
G2y - s Gn.

For each g;, it consists of m basic cosine hash functions
and can be denoted by g; = (hj1,hj2, -, hjm). As each
h; outputs one “digit”, each hash bucket in one table has an
m-digit label.

In order to exploit hashing to find similar items, we would
like items of higher similarity to fall into the same bucket,
i.e., creating hash collisions, but ones not similar to avoid
collisions. Step (1) concatenates m hash functions together
to identify the hash bucket. If two “distant” items have
a probability py of collision with one hash function, their
collision probability drops to p3* with the concatenation, which
will reduce the rate of false positives in a query process.

However, if p; is the probability of two similar
items collision with one hash function, the concatenation
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Fig. 7. The relationship between the LSH forest and the hash label: (a) hash
table, (b) LSH forest.

of m functions also reduces the chance of collision between
similar items and leads to the miss of similar items thus large
entries in a query process. To improve the recall (i.e. the
ratio between the number of similar vectors retrieved and the
total number of similar vectors existing), step (2) constructs
multiple hash tables for a given group of data to increase the
chance of finding similar items. As long as the key is hashed
to the same bucket in any of the tables, the similar item will
be retrieved from the query.

Specifically, n such compound hash functions g1, go, - - -,
gn are constructed in step (2), each of which corresponds to
one hash table. In Section VII, we will provide our algorithm
to set parameters m and n. With Steps 1 and 2, we apply
totally n x m hash operations to build the hash tables, and we
organize these hash functions into a hash generation matrix
as shown in Fig.6. Obviously, one row in the hash matrix
generates an m-digit hash label, which corresponds to a hash
bucket in one hash table. To build n hash tables in step (2), the
hash generation matrix should have n rows, as shown in Fig.6.
To help understand our solution, we build an LSH forest to
present the hash tables. As shown in Fig.7, the LSH forest has
n trees with the tree height being m + 1. Each tree represents
one hash table. A square node in these trees denotes a leaf
node, which corresponds to a hash bucket. For a given item,
at each tree node, a hash function will be applied, and the
binary hash value determines the tree will go for left or right
children branch for this item. Thus, all trees in the forest are
binary, and the hashed digits along the path from the root to
the leaf can be used as the label of the leaf node.

Note that we only use the LSH forest to help introduce the
operations in this paper, with the LSH forest virtually built.
Physically, we only need to build the hash tables and directly
map items to store and keys for query to the trees in the forest.
Based on the LSH forest, we design our algorithm for the
quick large-entry retrieving with the following three steps:

Preprocessing: re-order and store each b; € B into
n buckets (leaf nodes) in n different hash tables (trees) with
their labels being g1(b;), g2(b;),- -, gn(b;).

Similarity search: for each df, search all buckets (leaf
nodes) g1(d¥), ga(d¥), -+, g.(d¥) in n hash tables (trees).
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Let z1,zs, - - - , z; encountered therein be the candidate similar
vectors. Obviously, z1,zo,---,2; are the collision vectors
of df.

Large entry retrieving: For each candidate similar vector
z; found in step 2, calculate the dot operations d} ez, if de
z; > ¢, return the corresponding entry and its entry value.

For a similarity search, the items matched in any bucket of
g1(d¥), g2(d¥), -+, g, (dF) in the n hash tables are returned
as the candidate similar vectors. As long as any of them meets
the similarity search condition, the matched item is found.
Thus building multiple hash tables can improve the query
recall.

For each querying vector d¥, instead of calculating the dot
operations among all d¥ and b; pairs with J dot operations
for all 1 < j < J, only [/ dot operations are needed. Thus, the
computation cost can be largely reduced.

VII. BUILDING LSH HASH TABLES
A. Challenge

Requirement: to achieve accurate similarity query and
reduce the computation cost, building a good LSH hash
tables (LSH forest) should guarantee that: 1) all z1,2z2,--- ,2;
encountered in the hash buckets have high cosine similarity
with the query vector d¥; 2) no vectors with high cosine
similarity are missing.

However, it is challenging to determine the parameters m
and n that control the hash table building. With the hash
table designed based on Cosine H which is (6, c6, p1,p2)-
sensitive, to find the cosine similar neighbor for dik, we need
to know the angular distance 6 in order to select m and n.
In other words, once we determine what constitutes a “nearby”
point (distance less than ) and what constitutes a far-away
point (distance greater than c#), it is possible to construct
a tuned index that returns approximately similar neighbors.
However, different pairs (dik, b;) have different vector
lengths, thus different angular requirements to be identified
that the corresponding entry is a large entry. So the LSH index
calculated by a particular angular requirement 6 of a single
vector pair d;" and b; cannot ensure all pairs can achieve a
good performance. On the other hand, it would incur a high
storage and computation cost to build the LSH index for every
different 6.

To address the above issue, we first investigate the rela-
tionship between angle requirement and parameter setting, and
then present our algorithms to build the hash tables and support
flexible cosine similarity query with different 6 requirements.

B. Building Hash Tables for a Given 6

The ball of radius 6 centered at d¥ is defined as X (d¥, ) =
{b: € BlO(df,b) < 6} Let Y(dF,0) = {b} €
B|O(df,b) > cf}.

To satisfy the Requirement in Section VII-A, parameters m
and n should be chosen to ensure that the following properties
hold:

Ry:if b} € X(df,0), then g,(b%) = g,(d}) should be met
for some 1 < p < n thus the similar item is not missed during
a query.

Ry: if b € Y(d¥, cf), then g,(b7) # g,(dF) for all
1<p<n

1961

Following we will demonstrate that if properties 7 and
R hold, the search procedure works correctly. In our solution
overview in Section VI-C, items in g1 (d¥) Ugs (dF)U---U
gn (d¥) are returned as the candidate similar vectors of df
after the similarity search.

According to the property Ra, the buckets g,(d¥) forall 1 <
p < n cannot contain any items from Y (d¥, cf). According
to the property R, every b} € X (d¥,0) is contained in at
least one bucket g,(d¥) for some 1 < p < n, so all similar
items can be returned upon the search.

Obviously, when m and n are set to guarantee the properties
Ry and Ry, g1 (dF) U g (d¥) U--- U g, (dF) contains only
b; such that ©(d¥, b;) < c.

Let property 2 hold with a probability P;. When R; holds,
Rj holds with a probability P%. In the following Theorem 1,
we will show both P; and P» are large when m and n are set
to meet the two conditions for good search performance.

Theorem 1: Given angular requirement 6, setting m =
10g(,, /p,) 2NV and n = (2N)” guarantees that

e R; holds with the probability being at least 1 — %
o when R; holds, Ry holds with the probability being larger
than 1
2

wherep1:1—%,p2:1—%,p:—%,and]\fis

the number of b; in B that are needed to query against.

Assume that b} € X (d¥,6); the proof is similar when b’ ¢
X (d¥, ch). Consider any point b;$£ € Y(d¥, ch). Clearly, for
every g, with 1 <p <n, we have

Py = Pr({[g1(b}) = g1(d)] U... U[gn(b}) = gn(d})]})
() (12)

where pi* is the probability of g;(b}) = gi(d¥) (1 <t <),
as g, consists of m basic cosine hash functions.
By substituting m = log,, /,,y2N in py", we have

2N)

pTI”’ = pllOg(pl/pz)( (13)
Let p11°g<P1/P2>(2N) = f, then we have
p11°g<p1/p2)(2N) = f
= 10gp1p110g(P1/P2)(2N) = logplf
< log(pl/pQ) (2N) = 1nglf
& (p1/p2)'08wr/r0 BN) = (py /p,)Io8n
< 2N = (P1/P2)logp1f
108, /po) (P1)
o (QN)log(pl/pz)(pl) — ((p1/p2)10g”1f) (p1/p2) _ f
(14)
Thus, we obtain (2N)°8@/e2®)  — Wit
P18/ CN) = £ and (2N)°8@1/p2 P = £ we have

P18 /p2) (2N) — (QN)lOg(m/m)(pl) and

Inp
p71”’ :pllog(m/z‘z)(QN) = (QN)m = (ZN)_/) (]5)

In(p1)

T /p3)" With (14), we can write (12) as follows

where p = —

Pi=1-(1—p™)" =1—(1—(2N)")@V)"

= 1= (14 (=(2N)7)~ e (16)
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Let —(2N)? = ¢, then P, can be rewritten as P, =
—q
(1 + %) . Obviously, P; is a monotonically increasing func-
(—o0 lim 1—
q——00

7=1- 1. When n = (2N)”, probability P is at

tion of ¢, where q €
1+
least 1 — 1

To facilitate the finding of the probability P», we define the
property Wy as:

Wa: if b7 € Y(d¥, cf), then g,(b7)
I1<p<n

We can find the conditional probability P for W when
R; is held:

—1]. Then we have

= gp(d¥) for some

/ Pr(Ws A Ry r(Wa
Py =Pr(Ws| Ry) = (Pr(Rl) ) < Pr((Rl))
. ({[gl(b#) =g1(d )] U...u [gn(bf) = 9n (d 1)
— Pr({[g1(b}) = g1(@})] U... U [gn(b}) = gn(d})]})
)
1—(1—pp)"
L-p8)" _ (1=p\" _ (P3\"
(1—pTY1_><1—pT) <<<5?) 4

By substituting m = log,,, /,,)2N and n = (2N)” in (17),

we can easily find that P} < (ﬁ)(QN)p
be written as:

. Therefore, P> can

1\ @
Reie Y omeie S (%)
b# ey (df,0) b# ey (ak,0)
(2N)”
1 1
>1—<—) 25 (18)
2 2

Thus, setting m = log,, /,,)2N and n = (2N)” ensures
that both P, and P, are large. The proof completes.

C. Pruning to Further Reduce Complexity

Large m and n will result in high hash computation cost for
vector insertion and query of similar vectors. From Theorem 1,
the parameters of the hash tables (i.e., m and n) are the
function of the angular requirement 6. From Eq.(10), the
determination of large entry is further impacted by the length
of ||d¥|| and ||bj||. This allows us to further prune vectors
and reduce m and n.

As cos(dF,b;) € [—1,1], based on Eq.(10), the vector pair
d’ and b; do not need to be considered if ||d¥||||b;]| <
€. In this case, x;;; is certainly not a large entry and we
should require that ||df[[||b,[| > ¢ for the similarity search.
Accordingly, we can prune some vectors and do not need to
include them when building LSH hash tables.

Let MaxLd and MaxLb denote the maximum vector
lengths of dik and b; respectively, where 1 < ¢ < I,
1<j57<J,and 1 < j < K. We can have the lower bound of
1d;¥]| and b,

def S

d,%|| > > ¢(d,;” 1
171 = I1b]] = edit) = oo (19)
g def g
Al > > ) = 2
|[b;| > Tk 2 e(bj) = 37— (20)
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Fig. 8. Prune strategy: (a) vectors before pruning, (b) vectors after pruning.

If ||d;"|| is smaller than (d,"), there are no vectors b that
can satisfy d;” e b; > . So that we can prune it. Similarly,
we can also prune b; if its length is smaller than £(b;).

Fig.8 gives an example to illustrate the prune strategy, where
¢ = 3. There are 10 query vectors in two matrices: D' =
{d1(0.2,0), d1(0.1,0), d1(0.1,0.2), d}(0.2,0.1), di(3,0)},
and D? = {d3(0,3), d3%(0,0.2), d3(0,2), d3(0.1,0),
d2(0.02,0)}. There are also 10 vectors in matrix B: by (0, 11),
b2(2,4), bs(4,3), bs(0.5,0), bs(0,0.5), bs(5,0), br(3,0),
bs(0,3), by(4,0), and byo(3,4). According to Eq(19) and
Eq(20), we obtain two thresholds (b;) = 1, e(df) = 0.27.

As the lengths of the query vectors di(0.2,0), d3(0.1,0),
d}(0.1,0.2), d}(0.2,0.1), d3(0,0.2), d3(0.1,0), d2(0.02,0)}
are less than £(d}), they are pruned. Similarly, as the lengths
of b4(0.5,0) and bs(0,0.5) are less than £(b;), they are also
pruned.

D. Building Hash Tables Using a Common Group of Hash
Functions

— < and

From Theorem 1, as p; = p

_ _ _In(p)
P = e fp2)
to the length of the hash index and thus the tree height) and n

(corresponding to the number of hash tables and the number
of trees) of the LSH hash tables are the functions of # and c.
So we have

]- - %’ p2 =
obviously, the parameter m (corresponding

m = 1ogL99 2N 20
and
In(1—0/7)
= (2N) G-/ Gr=co) (22)
and then
01 D1l N p1/p2 T N m | 23)
p2 | pl ()

That is, the tree height and the number of trees in the
forest are the decreasing function of the angular requirement 6.
Furthermore, according to (10), we have

(| | 16| cos(df, by) > & = O(d], by)
€
< argcos(—r——r) (24)
[ 1ol
That is, given a pair (dik,bj), to identify that d;* and b;

are the similar vectors, the angle between these two vec-

tors should less than arg COS(W). Therefore, given a
i J
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Fig. 9. Partition matrix B: (a) vectors before partitioning, (b) vectors after
partitioning.

pair (dik,bj), their angular requirement is denoted as 6 =

arg COS(W). We further have

m |
nl

According to Eq.(25), m and n are the decreasing functions
of (||d;"||||bj]]). Using ||d;"|| and |[b;|| as the variables,
we denote these two functions as m = f,,(||d;"]|,||b;||) and
n = f.(]|d:"|[,||b;||), respectively.

Therefore, when the vector length ||d;*||||b;|| becomes
large, m and n should be set to small values, and we can
build a smaller forest with lower tree height and fewer trees.
On the contrary, a small vector length ||d;*|[||b;|| will result
in large m and n values, and consequently a large forest with
larger tree height and more trees.

In our design, all vectors are stored in the leaf nodes in the
forest. Vectors in the matrix B have different vector lengths.
If we store all vectors in one forest, it will require building a
very large forest with the size determined by the smallest value
||d;"||||b,||. However, for those vector pairs with a large value,
a small forest can be built to satisfy the requirement. Large
forest means more hash computations, therefore, storing all
vectors using a large forest may result in the cost from redun-
dant computations to insert or query a vector for those pairs
that have a large value ||d,¥||||b;||. To reduce the cost, we pro-
pose to build multiple LSH forests with the following steps:

Step 1: Partitioning the matrix B. We first sort the row
vectors in matrix B according to their lengths in a descending
order, then group the vectors of matrix B into M parts
{B1,Ba, - ,B}, each consisting of the vectors of roughly
similar length.

Step 2: Building a LSH forest for each part B; with 1 <
i < M. Denoting b! the vector with the smallest length in B,
we have bl > ¢(b;). To support similarity query from all d;*,
we use the low bound (d;*) in (19) and low bound b! to set
the tree height m; = f,,(||e(d;")|,||bl||) and the number of
trees n; = fn(||e(d;")[, |[bl]]) in the forest.

Step 3: Inserting vectors in B; into the LSH forest corre-
sponding to B;.

In Fig.9, after pruning, the remaining 8 vectors are first
sorted, and then partitioned into two sub-matrices B; = {by,
bs, bg, blO} and B, = {bg, by, b7, bg} After ﬁnding m;
and n; for a LSH forest in Step 2, to insert vectors, a group of
hash functions 91,92, ,Gn; with g; = (hjl, hjg, e 7hjm,;)
should be applied to calculate the hash indexes of these
vectors.

|| [[bs]| 1= 6 = arg cos( ) 1= (25)

__c
[ [] 11b;
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Fig. 10. Generate hash functions for the LSH forest.

To store the row vectors in M sub-matrices, we need to
build M LSH forests. However, directly building M LSH
forests requires M groups of LSH functions, which would
result in a high cost in both the maintenance of LSH hash
functions and hash computations. In Fig.10(a), if we maintain
one hash generation matrix for one LSH forest, we need M
hash generation matrices to form M LSH forests.

From Section VI-B, one Cosine LSH only produces a
single bit hash index, and we will exploit this feature
to produce one common hash generation matrix that is
shared by all M forests. More specifically, with Mg, =
max{mi,ma, - ,Mam}, Nmae = max{ni,ng, - ,num},
we have the common hash generation matrix consisting of
Nmaz X Mmae hash functions from Cosine H (Fig.10(b)).

For each sub-matrix B; with 1 < ¢ < M, we build the LSH
forest (with parameters m; and n;) to store the vectors in B;
following two steps:

o Selecting the first n; rows and first m; columns from the
common hash generation matrix as the hash generation
matrix.

o For each vector b; € B;, with the selected hash genera-
tion matrix, calculating the vector’s LSH indexes in the
forest to insert b; into the leaf nodes.

In the example of Fig.9, the smallest length vectors in
B; and Bs are bz and bg, respectively. The smallest-length
query vector after pruning is d2. Using the pairs (bs,d3) and
(bs,d3) to calculate the required tree height and the number
of trees for sub-matrices B; and Bs, we have m; = 2,
ny = 3 and me = 3,ny = 4, thus we can get the common
generation matrix with 4 x 3. Accordingly, as shown in Fig.11,
we select two hash generation matrices (one is 3 x 2, another
is 4 x 3) from the common hash generation matrix to calculate
the hash indexes of vectors in B; and Bs. Accordingly,

we have the hash indexes of vectors in By and Bs. For
00

01
00

example, the hash value of by is , which includes three

hash indexes 00, 01, and 00.

Using the selected hash functions, we build two LSH forests
to store the vectors in B; and Bs, as illustrated in Fig.12.
In Fig.12 (a), the forest with the tree height m; + 1 = 3 and
the number of trees n; = 3 is applied to store vectors in Bj.
Fig.12 (b) contains the LSH forest to store vectors in Bo,
with the tree height my + 1 = 4 and the number of trees
ny = 4. With three indexes 00, 01, 00 in Fig.11, b; € By is
inserted into three leaf nodes corresponding to 00, 01, 00 in
three trees. To save the space, we do not need to really insert
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Fig. 12. Build LSH forests to store vectors in B; and By: (a) build LSH
forest to store vectors in B1, (b) build LSH forest to store vectors in Ba.

actual vectors, but only need to insert and store the vector IDs
for the similarity query.

VIII. SIMILARITY SEARCH

We have translated the problem of large-entry search to
the task of the similarity search. Given a query vector df,
we just need to find similar vectors b; in B so that
the Victor pair (d¥,b;) has a high cosine similarity with

] I3
cos(dy’, by) > fmie;T -

With M LSH forests to store vectors in By, Bo, -+ , By,
the similarity search should be performed against all the
forests. For any sub-matrix B;, denoting the largest vector
length in B; as b}, the forest corresponds to the sub-matrix
B, should be searched following below steps:

Step 1 (Ildentifying the Hash Functions): We first find
the search range (mjq,niq) corresponding to the tree height
miqg = fm(]|di¥|],]|b¥||) and the number of trees n;, =
Fa(ldi® ], [Ib%]]), and select the first n;, rows and first m;,
columns from the common hash generation matrix.

Step 2 (Calculating the Bucket Index): With the selected
hash generation matrix, we find the n;, bucket indexes in the
Njq trees.

Step 3 (Returning the Similar Vectors): If the bucket indexes
calculated correspond to the leaf nodes in the forest, our search
algorithm returns the vectors of the leaf nodes; Otherwise,
if the bucket indexes correspond to internal nodes, our search
algorithm will return all vectors stored by leaf nodes corre-
sponding to the descendants of these internal nodes.

In order to facilitate similarity queries from all d¥, when
storing vectors b; € B;, we build the forest with the parame-
ters m and n determined according to the low bounds E(dik)
and bé in B,. Instead, for the similarity search, we use the up
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Fig. 13.  Bit right-shifting operation.

bound b¥ with the query vector d¥ to identify the search range
(Mg, nig) to avoid missing the similar vectors. If (1m;q, niq) <
(m, n), the searching bucket indexes correspond to internal
nodes in the forest.

Among M sub-matrices with M LSH forests, we denote

Yy = ) gzug}\ s bY. For a query vector d¥, the largest searching

range (Mpax (di—“), Nmax (df)) is determined according to
the length d¥ and b%; . The query hash indexes of d¥ can
be calculated using the hash functions taken from the first
Nmax (d¥) rows and muax (d¥) columns of the common hash
matrix, denoted as g;(d¥), go(d¥), - - I (1) (dF).

In the following Theorem 2, we will show that for a given
query vector df, if we have the query hash indexes fall
into the range (Mmax (d¥) ,7max (dF)), the corresponding
query hash indexes for other forests can be easily deduced by
simply performing bitwise right-shift of these indexes under
(Mmax (d¥) , Mimax (dF)). The bitwise right-shift operation
is illustrated with an example in Fig.13, where a bitwise
operation is performed over the binary representation of an
integer. In this paper, we use right logic shift operation (>>)
to deduce hash indexes.

Theorem 2: Given the query vector d¥, the hash indexes
of d¥ under the search range (m,, n,) can be quickly
calculated as follows

9 (df) >> (mmax (d,];) - mq),

92(d¥) >> (mmax (AF) — my),

gy (dF) >> (Mmax (df) —my).
where g1 (d¥), g2(d¥), - - -, g,,, (d¥) are the hash indexes under
the largest searching range (mMmax (dF) , nmax (d¥)).

The hash functions for searching range
(mmax (df) s Mmax (df)) are selected from the common hash
generation matrix, as shown in Eq.(26).

[ hu him, P () ]
h21 ham, P2 ()
h"ql hnqmq nqmnlax(d?)

L hnmax(df)l hnmax(df)mq hnmax(df)mmax(d? J

(26)

Using the hash generation matrix in Eq.(26), the hash index
under Mmax (df) and nmax (df) can be calculated as

g;(d}) = (hju(d}), hja(df), - 7hjmmax(df)(df))

for 1 < j < npmax (df)

27)
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Fig. 14. Hash df one time for multiple LSH forests.

The hash functions for searching range (m,, n,) are shown
in Eq.(28).

hll hlg hlmq
hat hog ham,

. . (28)
hnq 1 hnq 2 hnqm,q

Using the hash generation matrix in Eq.(28), the hash index
under the searching range (mg, ny) is calculated as

tj(d?) = (hjl(d?)a th(d§)7 T 7hmq (df))

forall 1 <j <mn,.

According to the Cosine LSH function defined in
Section VI-B, the hash functions (for example hjo(dF)) in
both Eq.(27) and Eq.(29) generate one bit value (1 or 0).
By comparing t;(d¥) with g;(dF), the first m, hash values
are the same. Therefore, we have

tj(dic) = gj(df) >> (mmax (df) - mq)

The proof completes.

We use Fig.15 as an example to illustrate our algorithm
on the quick search of similar vectors. Following Fig.§,
after the pruning, there are three query vectors di, d?, and
d? remained. We take d3 as an example to illustrate our
similarity query process. As the largest length vector in B; and
B, are b; and by, the search range in the LSH forests of
B, and By can be calculated using (d2, b;) and (d2, b»),
and we have (miq = 1, n1g = 2) and (mag = 2, nog = 3).

As maq > miq and ngy > ny4, we only calculate the query
hash indexes for the largest search range (mog = 2, n2q = 3)
that corresponds to the second forest in Fig.15(b). From the bit
shifting, we can easily obtain the query hash indexes for the
first forest in Fig.15(a). For both forests, the search ranges do
not reach the tree height and the number of trees of the forest.
Therefore, the hash indexes can only point to internal nodes in
the forest. We can easily obtain the candidate similar vectors
by moving down the leaf nodes from the matched internal
nodes. From the first forest in Fig.15(a), we find two candidate
similar vectors by and bg. We also find two candidate similar
vectors by and bg from the second forest in Fig.15(b). After
merging the two results, we obtain all the candidate similar
vectors by, by, bs and bsg.

(29)

(30)

IX. ALGORITHM ANALYSIS
A. Time Complexity

To reduce the computation cost of large entry retrieving,
we transform the problem of retrieving large entries based on
dot-product to the problem of query of similar items based
on LSH forests. As our solution has two major processes,
hash-table building and similarity query, we analyze the time
complexity based on these two.

1965

Query multiple LSH forests with common label |
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Fig. 15. Query multiple LSH forests: (a) select hash index from a common

hash matrix, (b) query LSH forest 1, (c) query LSH forest 2.

1) Hash Table Building: To facilitate similarity query,
we build LSH tables to reorder and store vectors in B.
As shown in Section VII-D, vectors in B are divided into
M parts {By, By, -+, Bys}. For each part B;, totally
m; X n; hash functions are applied to find the hash indexes
of each vector in B;, which incurs the total computation
cost of O(m; x n;). To reduce the hash table building cost,
in Section VII-C, we apply a pruning strategy to exclude
the vectors that are not needed to store as they certainly
do not correspond to the large entries. As a result, the
total number of vectors to insert is less than J, the total
number of items in B. As a result, the total hash computation
cost of inserting all vectors into the hash tables is at most
O(M, ((J/M) x m; x n;)) if the vectors are uniformly
distributed among the M parts.

2) Similarity Query: We have M groups of LSH hash
tables to store {B1,Ba, -+ ,Bjs}. One group of LSH hash
table stores one part and also corresponds to one LSH forest.
To find the similar vector for the vector df’ to query, we can
only calculate the hash indexes once for one forest, while
deducing the hash indexes for other forests through simple bit
shifting. Thus the hash computation cost is O(Mmpax (df) X
Nmax (d¥)). As our pruning strategy in Section VII-C not only
is able to prune the vector set in B but also prune the query
vector set {dﬂl <i< 1,1 <k< K}, the number of query
vectors is at most / x K, so the computation cost is at most
O(T % K X e (A5) X T (d5) ).

After collecting all returned vectors in the hash buckets of
all hash tables, we have a set of candidate similar vectors. For
each candidate similar vector b; found in step 2, calculating
the dot operations df eb;, and the corresponding entry and its
entry value will be returned if d¥ eb; > . For each querying
vector d¥, instead of calculating the dot operations among all
df and b; pairs for 1 < 57 < J, only | < J dot operations
are needed where [ is the number of similar items found from
the hashing tables. Thus, the computation cost can be largely
reduced. In the simulation part, we will shown that our method
based on LSH hashing can bring significantly large speed gain
compared to the direct dot operations.

B. Space Complexity
Although we use LSH forest to represent hash tables for
the convenience of illustrating the similarity query process,
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Fig. 16. Train rank: (a) Harvard226, (b) WS-Dream, (c) Traffic, (d) PM2.5.

the LSH forests are virtually built from the basic hash tables
rather than physically exist. In our method, only the hash tables
are physically built and stored.

Moreover, instead of storing a vector itself in the hash table,
only the vector ID needs to be stored in the hash table. For the
vectors in B;, as we build n; hash tables to store these vectors,
n; copies of vector IDs are required to store in the hash table.
Moreover, not all vectors in original matrix B are required to
store because of our pruning strategy. The space complexity
of storing vector IDs is at most O(Ziﬂil ((J/M) x n;)) if
the vectors are uniformly distributed among the M parts. The
space complexity is not high.

X. PERFORMANCE EVALUATION

Four public data sets are used to evaluate the performance
of our proposed FLTER-LSH:

o WS-DREAM [37] records the traffic volume between
142 users and 4500 Web services over 64 consecutive
time slices, at an interval of 15 minutes. The top-k
entries in WS-DREAM are the k user-service pairs whose
throughputs are the largest.

o Harvard226 [38] contains measurement data of
application-level RTTs between 226 Azureus clients
collected in 72 hours. The top-k entries in Harvard226
are the client pairs that have the k largest RTT latencies.

e PM 2.5 [39] includes PM 2.5 air condition data col-
lected every one hour in the time span of 2014-05-01 to
2015-04-30 from 437 monitoring locations in 43 cities.
The top-k entries in PM2.5 denote the locations that have
the worst air quality with %k largest PM2.5 values.

o Traffic [40] includes traffic speed data collected from
142 road segments in Manhattan (New York City) every
five minutes from 04:00 AM to 23:55 PM everyday
during the time span from 2017-11-29 to 2018-01-11.
The top-k entries in Traffic denote the road segments that
have the k largest speeds.

Although we use network monitoring as an example to illus-
trate our algorithm, it is general and will find many practical
applications. Therefore, besides two network monitoring data
sets WS-DREAM and Harvard226, we also utilize one sensor
network data set PM 2.5 and one transportation data set Traffic
to evaluate our algorithm.

As rank R impacts the recovery accuracy [41], [42],
to identify the proper rank setting for different data sets,
we vary the rank R in Fig.16 with the metric Error =
\/Z(i,j,k) (ms g =10 51)

\/Z(m,k) (mij,0)?
data and the recovered data at (i,7,k)-th element of .Z,
1<i<1<j<Jand 1<k < K.

In Fig.16, as expected, the error decreases with the increase
of rank, as an under-estimated rank R makes the CP decom-
position far from capturing the full structure of the data sets.

where m;;;, and 1,5 denote the raw
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Fig. 17. Data recovery performance under different inferring algorithms:

(a) Harvard226, (b) WS-Dream, (c) Traffic, (d) PM2.5.

After R reaches 20 (PM 2.5), 20 (Traffic), 40 (WS-DREAM),
and 42 (Harvard226), further increasing R will not bring
much gain in reducing the recovery error. Therefore, we set
R to 20 (PM 2.5), 20 (Traffic), 40 (WS-DREAM), and 42
(Harvard226) in the rest of experiments.

To retrieve large entries with partial samples in a tensor,
the tensor factorization parameters (factor matrices) should be
first trained, then we can apply our FLTER-LSH to return
the large entries. This paper does not depend on specific
factor matrix training process. We implement five tensor
completion algorithms C Py [43], C P,y [44], C'Pys [45],
C'Pyopt [46], and DCP [21] to find the best factor matrices
with good missing data recovery performance.

Besides the above five tensor completion algorithms,
we also implement two classical inferring methods,
NMF [25] (Non-negative Matrix Factorization) and
KNN [47] (K-Nearest-Neighbor) to compare the recovery
performance.

Fig.17 compares the recovery performance with 20% miss-
ing data. Although we use the best rank setting for DC'P, its
recovery accuracy is very poor compared with other CP-based
tensor completion algorithms. Among other six algorithms
(CPrmu, CPopt, CPyis, CPyopt, KNN, and NMF), CPys
achieves the best performance with the lowest error for most
of the data sets. In following experiments, we only present the
experiment results of our FLTER-LSH with the factor matrices
trained by C'Pys.

A. Parameter Setting

Three performance metrics (precision, recall, computation
time) are utilized to evaluate FLTER-LSH. We set the large
entry threshold ¢ as the top 0.01% entry values in the data
sets. The three metrics are defined as follows.

In the field of information retrieval, precision is the fraction
of retrieved entries that are relevant to the query (31), as shown
at the bottom of the next page.

In the field of information retrieval, Recall is the fraction
of the relevant entries that are successfully retrieved (32), as
shown at the bottom of the next page.

Computation time: the average number of millisconds
taken to retrieve the large entries.

All experiments are run on a Microstar workstation, which
is equipped with two Intel (R) Xeon (R) E5-2620 CPUs with
2GHz processor, 24 Cores and 32 GB RAM. We insert a timer
to all schemes implemented.
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Fig. 18. Impact of the size of parameters 6 and c.

In Section VII, we have known that parameters m and
n impact the retrieval performance. As our main goal is to
quickly retrieve the large entries, we run experiments to set
proper m and n to achieve the fastest speed.

According to Eq.(21) and Eq.(22) in Section VII, we know
that the value m and n are further determined by parameters
0 and c. To find the proper m and n that can retrieve the top-k
largest entries with the fast speed, we search for the proper
0 and c. Fig.18 shows the speed of large entry retrieving by
varying 6 and c. We find when § = 0.44 and ¢ = 2.1 for
Harvard226, 6 = 0.34 and ¢ = 2.2 for WS-Dream, 6 =
0.36 and ¢ = 2.5 for Traffic, # = 0.36 and ¢ = 2.5 for
PM2.5, our FLTER-LSH achieves the fast speed of large entry
retrieving.

According to Eq.(21) and Eq.(22), given 6 and ¢, we can
calculate and set parameters m and n as follows: m = 2 and
n = 5 for Harvard226, m = 5 and n = 9 for WS-Dream,
m = 3 and n = 3 for Traffic, m = 2 and n = 3 for PM2.5,
respectively.

Moreover, given 6 and ¢, according to p; = 1 — %, po =
1-— %, p1 and po can also be identified as: p; = 0.86 and
p2 = 0.71 for Harvard226, p; = 0.89 and p» = 0.76 for
WS-Dream, p; = 0.89 and p, = 0.71 for Traffic, p; =
0.89 and py = 0.71 for PM2.5.

B. Performance Under Large Entry Retrieving

As we are not aware any existing work studies the large
entry retrieving problem in tensor field, to compare with
our FLTER-LSH, we implement a straightforward solution
(denoted as straightforward in Fig.19 and Fig. 20) where all
un-measurement entries are recovered first before large entry
retrieval.
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Fig. 21. Computation time under different tensor size.

In Fig.19 and Fig.20, we investigate recall and precision
at different data missing ratios. From Fig.19, as the missing
ratio increases, the recall of both straightforward solution and
our FLTER-LSH decrease. Under all the missing ratio, our
FLTER-LSH achieves nearly the same recall as that of the
straightforward solution.

From Fig.20, we find the precision under our FLTER-LSH
is always larger than that under the straightforward solution,
which demonstrates the good large entry retrieving perfor-
mance of our FLTER-LSH. This is because our hash table can
effectively filter the small entries, which leads high precision
in finding the large entries.

Therefore, compared with the straightforward solution, our
FLTER-LSH can achieve higher accuracy in large entry
retrieving with the same recall with large precision. Moreover,
in Fig.21, we will show that by filtering out small entries
before performing the dot production to recover the large
entries, our FLTER-LSH achieves significantly faster speed
to retrieve the large entries than the straightforward solution
under the same tensor size. Our FLTER-LSH can be at least
60 times faster than the straightforward solution.

Precision —

[{existing large entries} N {retrieved large entries}|

[{retrieved large entries}|

€19

Recall =

[{existing large entries} N {retrieved large entries}|

[{existing large entries}|

(32)
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C. Speed and Scalability Testing

To test the scalability of FLTER-LSH, we change the tensor
size by adding in data sequentially. In Fig.21, xz-axis denotes
the size ratio of the large tensor holding the whole data set.
As expected, with the increase of tensor size, the computation
time under both algorithms increase. However, the compu-
tation time gap between the two becomes larger with the
increase of the tensor size. The computation time FLTER-LSH
remains small even though tensors become larger.

Combining Fig.19, Fig.20 and Fig.21, we can conclude that
our FLTER-LSH can achieve much better accuracy in large
entry retrieving with significantly fast speed.

XI. CONCLUSION

Given incomplete measurement data, this paper aims to
efficiently retrieve large entries. Taking full advantage of the
multilinear structures, we can apply tensor completion to first
recover the un-measurement/missing data and then find the
large entries. However, recovering all un-measurement/missing
data before retrieving will incur high time complexity when
the size of the tensor is large. Instead, we propose to first find
the candidate locations of large entries and only recover the
corresponding entries. To achieve the goal, we transform the
large entry retrieving problem to a cosine similarity searching
problem. We propose to exploit LSH hash tables to reorder the
factor vectors so that the vectors with small cosine distances
are placed into the same hash bucket. We also propose a
query algorithm to quickly find the similar vector of a query
one so they can be applied together to find a large entry.
Several novel techniques are proposed in above two processes,
including the LSH table representation with the LSH forest,
good hash table building to support flexible search of cosine
similarity, and bit-shifting-based fast similarity query. We have
conducted extensive experiments on 4 real world datasets to
evaluate the performance. Compared with the solution based
on conventional tensor completion, our technique is up to
60 times faster.
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