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Abstract

The evolution of mobile networks toward ubiquitous connectivity
envisioned by International Mobile Telecommunications-2030 has
caused a surge in control plane traffic. A deep understanding of the
control plane’s internal characteristics and mechanisms is crucial
for delivering optimal services. However, existing measurements
often neglect the control plane or treat it as an opaque box, focusing
on overall performance instead of its intrinsic characteristics.

In this paper, we introduce a 3GPP-compliant control plane eval-
uation framework and conduct the first in-depth analysis of the
characteristics and overheads exhibited by various network func-
tions (NFs) under large-scale connectivity conditions, based on
empirical measurements. We selected three core network systems
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and conducted performance measurements on 500,000 User Equip-
ment during UE registration and PDU session establishment pro-
cedures. We reveal the substantial resource demands and limited
scalability of the Access and Mobility Management Function (AMF)
and the Network Repository Function (NRF). Furthermore, our
analysis identifies a significant need for an enhanced state man-
agement mechanism. The insights derived from our measurements
underscore the immense potential for optimization within the core
network. Key optimization pathways include enhancing protocol
stack processing, mitigating potential leverage-based attacks, and
implementing an integrated state management framework.

CCS Concepts

« Networks — Network measurement.
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1 Introduction

Ubiquitous connectivity—the seamless interconnection of users
across diverse geographical locations and access technologies—is
a central vision of mobile networks[33, 75]. It helps bridge the
digital gap by connecting unconnected populations[34], and enables
the development of emerging applications, such as drone-based
delivery, satellite services, and large-scale IoT deployment[1, 57].
To realize this vision, the mobile core requires a robust and scalable
control plane that can simultaneously achieve low latency and high
scalability.

However, achieving ubiquitous connectivity inevitably intro-
duces additional design constraints and exacerbates the limitations
of existing 5G control plane architectures. First, the joining of un-
connected elements into the network increases the connection
density from 10°/km? to 108 /km?[18], subsequently leading to a
significant rise in control plane signaling. Second, the new control
plane introduces more NFs (from 6 to more than 30[59, 60]), which
adds even more control plane signaling. Third, ubiquitous con-
nectivity enables users to switch between different networks[61],
further increasing the control plane signaling. Collectively, these
factors elevate the challenges to an unprecedented level and may
significantly degrade the performance of the control plane.

To foster ubiquitous connectivity and address the aforemen-
tioned challenges, numerous studies have explored optimization
strategies for the mobile control plane. For latency reduction, L25GC
[35], SoftBox[45], and Neutrino[3] optimize control plane respon-
siveness through mechanisms such as fast path processing and light-
weight signaling. For enhanced scalability, PEPC[66], MMLite[49],
and CoreKube[37] aim to enhance scalability by improving resource
elasticity, load balancing, and autoscaling strategies. Despite the
importance and large amount of effort in increasing the efficiency
of the control plane, there lacks a deep understanding of its charac-
teristics. This would make the designs from various sources ad hoc
and incoherent.

Existing measurements have explored the performance of Access
Network (AN) - another essential component of mobile networks
[7, 15, 21, 42, 51, 52, 79], cross-layer assessments [53, 77], and Key
Performance Indicators[20, 27, 39, 63, 78]. However, they either
entirely exclude the control plane or treat it as a monolithic, opaque
box, which is unable to serve as guidance for other deployments
and limits their effectiveness in delivering profound insights for
the optimization of the overall network services.

This paper delves into the performance analysis of the control
plane through the measurement of control plane prototypes. Our
principles and contributions are as follows:

«+ Generalizability: We designed a measurement framework that in-
tegrates 3GPP standard analyses, studies on cutting-edge academic
research, and industrial configurations. We address conclusions re-
lated to 3GPP standards, which are beneficial to both academia and
industry, rather than being limited to a specific implementation.

+ Practicality: We conducted tests using real-world systems. Al-
though we were unable to access commercial core networks, we per-
formed measurements on three open-source, 3GPP-compliant 5G
core network implementations, some of which have been adopted
by consortium-based 5G frameworks such as Aether[2] and SD-
CORE[70].
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« Novelty: To the best of our knowledge, this work introduces

the first systematic measurement framework and performs the

first comprehensive measurements that open up the control plane

opaque box. Our measurements have uncovered a range of pre-
viously undiscovered and overlooked issues, offering valuable in-
sights for the standardization and implementation of next-generation
networks.

Our key findings are as follows:

AMF exhibits limited scalability. In the control plane, AMF
handles essential tasks such as mobility management and connec-
tion management[60]. As expected, AMF consumes substantial
resources: 29.3% of control plane CPU usage, 39.1% of memory
usage, and generates over 40% of the network traffic. However,
AMF shows poor scalability as the service rate rises, with the CPU
demand growing by 20.6% and memory demand increasing by 50%.
« Implications. Ubiquitous connectivity increases complexity in
mobility management. The traditional over-provisioning strategy,
aimed at scalability, is ineffective as it causes low resource use
and poor adaptation to more fluctuating demands, underscoring
the need to focus on system mechanisms[10]. Our work identifies
inefficient signaling processing as one of the major causes of these
issues.

Overlooked NRF poses risks to latency. NRF is a novel NF within
the 5G system and is crucial for enabling seamless and automated
NF discovery, a key requirement of ubiquitous connectivity. [59, 60].
However, this frequently overlooked NF profoundly impacts system
performance. We find it accounts for 20.1% of the control plane CPU
usage, over 20% of network traffic and incurs significant temporal
overhead.

« Implications. With the expansion of ubiquitous connectivity, NRF
will extend its role from local NF discovery to cross-network NF
discovery, further increasing both complexity and significance. Con-
sequently, NRF will face more significant challenges, necessitating
a more refined design and more efficient NF discovery algorithms.

Limitations of Existing State Management. State management
forms the backbone of advanced NF functionalities. However, our
measurements reveal a hidden bottleneck: as system load increases,
state management triggers a superlinear surge in memory consump-
tion across critical NFs—a behavior that remains invisible under
conventional low-load evaluations.

« Implications. As ubiquitous connectivity drives rapid user growth,
state management must evolve from fragmented and disjointed
practices toward coordinated collaboration between local memory
and persistent databases. Current flat, coarse-grained, and single-
medium approaches are no longer effective. A new framework is
essential to unify user state lifecycles, correlate signaling events,
and accommodate diverse access patterns.

The structure of this paper is organized as follows. We provide
the necessary background information in §2 and elaborate on the
principles of our measurement framework in §3. We then present
the measurement results and analyses for control plane NFs, net-
work traffic, and database in §4, §5, and §6, respectively. Finally, we
present a discussion in §7, review related work in §8, and conclude
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Table 1: Our findings

Section | Category | Description | Rootcause | Figure/Table/Chapter
| General | Stable NFs and bursting NFs | 3GPP standards® | Fig. 6
Control Plane NFs | gbservations - .
4 | | Heavy NFs and light NFs | 3GPP standards | Fig. 7
| Potential | The scalability issue in AMF and NRF | 3GPP standards | Fig. 8
| bottlenecks | Inefficient protocol processing | 3GPP standards | Fig. 9 and 11
| | Inefficient state management | Implementation® | Fig. 10 and 12
Network | General | Leading NFs - AMF and SMF | 3GPP standards | Fig. 13
§5 \ observations \ Promising growth in NRF traffic | 3GPP standards | Fig. 13
| | Booming demands for differentiated data retrieval | 3GPP standards | Fig. 14
‘ blggttlg?lteiglis ‘ Leverage effect on AN-CN traffic poses security risks ‘ 3GPP standards ‘ Fig. 15
Database \ General \ Core network data access characteristics | 3GPP standards | Fig. 16 and 17
§6 | observations | New demands for database | 3GPP standards | Tables 6 and 7
| Potential | Non-scalable data organization | Implementation | §6.1
| bottlenecks | Non-scalable access frequency | 3GPP standards | Fig. 16

“This indicates the corresponding finding is implementation-agnostic and applies to all 3GPP-compliant systems, including commercial ones.
bThis indicates the corresponding finding is due to the specific implementation and the lack of standardization in the specifications.

§ 6: Database the selection of databases is delegated to individual implementa-

Database tions. The data plane consists of one or more User Plane Functions
Traffic § 4: Control Plane NFs (UPFs), which receive session management instructions from SMF
[ .NRF ] [ o ] [ Dthor ] and transfer data traffic accordingly.
Inter-NF NFe UE-Data Network connection. Connections between UE and
§ 5: Network Traffic the Data Network form the foundation for users to access exter-
[ AMF ] [ SMF ] [ AUSF ] nal networks. It starts from UE and goes through gNB and several
AN-CN UPFs before finally reaching the Data Network. This connection is
P Traffic [p essential for providing fundamental network services, regardless
L_.__._.{ AN Component { UEagNB | [ UPF ] Y of variations in the deployment environment and access method. It
(___J on component ‘ ' Data Network requires two indispensable control plane procedures: UE Registra-
tion (UER) and Protocol Data Unit Session Establishment (PDUSE).
Figure 1: 5G architecture « The UER procedure serves as the foundation for all other proce-

dures between UE and the control plane. It handles UE identification,
authentication, and UE context configuration. Afterward, UE can

in §9. Additionally, we summarize the findings of this paper in Ta- initiate subsequent advanced procedures.

ble 1, and the abbreviations related to 5G are provided in Section D + The PDUSE procedure establishes a PDU session, which pro-
to facilitate reader comprehension. vides end-to-end user plane connection management and enables

communication between UE and the Data Network[60].

Ubiquitous connectivity will undoubtedly enhance the impor-
tance of the UER procedure and the PDUSE procedure. When transi-
tioning between different access networks, the UER procedure can
be used to re-establish user context, while the PDUSE procedure
can be triggered to complete the PDU session handover.

2 Background

5G Architecture. The 5G standards are developed by the 3GPP
group. 5G networks are composed of the AN and the core network
(CN), as shown in Fig. 1. The 5G AN consists of User Equipment (UE)
(e.g., smartphone, laptop) and gNodeB (gNB) (commonly known as

the base station). The 5G core network adopts a control-/user-plane Ubiquitous connectivity requirements for 5G. Ubiquitous con-
separation design, in which the control plane processes all user mo- nectivity—among everything, by which every means, and every-
bile signaling, while the data plane transfers data between the AN where [18]—presents challenges to 5G networks in two aspects: the
and the Data Network (e.g., the Internet). The control plane consists dramatic increase in the number of UEs and the interworking of
of AMF, NREF, Session Management Function (SMF), Authentication multiple access methods.

Server Function (AUSF), Unified Data Management (UDM), Unified For the 5G control plane, the former emphasizes that the control
Data Repository (UDR), Policy Control Function (PCF), and other plane should maximize scalability while maintaining the current
NFs. These NFs utilize the HTTP/2 protocol for communication. latency. The latter, on the other hand, highlights the importance of

The control plane also utilizes databases for data storage. However,
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procedures and signaling responsible for interworking, such as the
UER procedure and PDUSE procedure.

3 Methodology
3.1 Principles

Our measurement is based on the following principles:

« Generalizability: Our framework adheres to 3GPP standards,
incorporates academic and industrial insights, and focuses on com-
mon patterns across diverse scenarios and deployments, ensuring
the relevance of our findings beyond a specific implementation.

« Practicality: We base our study on measurements from real-world
systems, complemented by 3GPP standard analysis, to ensure that
observed phenomena and issues are genuine and practical while
remaining agnostic to specific technical implementations.

« Novelty: Our goal is to identify critical issues that have been
overlooked or remain undiscovered but are essential bottlenecks
either now or in the future.

3.2 Aspects

As shown in Fig. 1, we partition the core network into three aspects
and evaluate each one separately:

Control plane NFs aspect. In 5G, NFs require considerable CPU
and memory resources to execute computational tasks and store as-
sociated states. Therefore, in §4, we primarily focus on the CPU load
and memory load from a holistic perspective, transition to an NF
perspective, and then conduct a detailed analysis of representative
NFs.

Network aspect. The new 5G Service-Based Architecture brings
innovation and flexibility. However, compared to 4G, this architec-
ture significantly increases the number of NFs and signaling. We
aim to unveil the characteristics of traffic volume and interactions
between NF pairs within the 5G core network in §5. We partition
the network part of the 5G core network into three distinct seg-
ments:
« Inter-NF Traffic. This segment is known as the Service-Based
Architecture, which enables intercommunication among different
NFs. It predominantly relies on the HTTP/2 protocol for communi-
cation.
« Database Traffic. This segment involves specific NFs communi-
cating with external databases. The 3GPP standards delegate this
choice to implementations.
« AN-CN Traffic. This segment is known as the N1/N2 reference
point, which facilitates control plane procedures between the core
network and the UE/gNB. It primarily utilizes the Non-Access Stra-
tum (NAS) protocol carried over the New Generation Application
Protocol (NGAP) to communicate.

We investigate the characteristics of traffic volume and interac-
tions between NF pairs of the three segments.

Database aspect. The 3GPP standards leave the selection of databases
to implementations. However, databases can profoundly influence
performance. We would like to understand how open-source im-
plementations utilize databases in §6. We choose to evaluate their
performance using metrics such as throughput, query time, and the
most frequently accessed data.
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3.3 Experimental Parameters

In this part, we discuss how we configure the control plane pro-
cedure, UE number, and service rate to adapt to the demands of
ubiquitous connectivity. A summary is provided in Table 5.

Control plane procedure. In the core network control plane, the
most common procedures are UER, PDUSE, handover, and service
request. Based on our principles, we consider UER and PDUSE to
be the most representative procedures. As shown in Table 2, we
present the number of NFs involved in different procedures and the
corresponding number of signaling associated with each procedure.

The UER and PDUSE procedures involve interactions with most
NFs and more signaling messages. They are most likely to reveal
system scalability bottlenecks and best reflect the NFs and their as-
sociated capabilities (e.g., NF discovery, data retrieval). In contrast,
the others engage with far fewer NFs and signaling [64]. Further-
more, a significant number of studies and optimizations[22, 23, 35,
37, 38, 67, 72] target the UER and PDUSE procedures, indicating
that they are of paramount importance in research on the 5G core
network.

In most of our experiments, we initiate the PDUSE procedure 1
second after the UER procedure is finished for each UE, which is
the smallest interval that our emulator can set. When conducting
independent PDUSE procedure tests, we first wait for all UEs to
complete the UER procedure. This ensures that any influence from
the UER procedure is excluded.

UE number. In our experiment, the number of UEs is the most
critical parameter for reflecting workload under ubiquitous connec-
tivity. Traditional measurements often select values that are too
low or too high, resulting in either the failure to reveal the true
bottleneck or the exaggeration of issues that are not relevant to the
current stage of development.

As shown in Table 3, we utilized 5G standards, academic research,
and real-world case studies to derive an appropriate UE number.
They indicate that a UE number on the order of 100,000 per core
network is appropriate. Specifically, we present the details of our
specific decisions:

« Standards: The 3GPP standards propose requirements for UE
density in different scenarios. The requirements for UE density can
reach up to 500,000/km? (broadband access in a crowd case)[58].

» Academia: Research [44] in the academic community indicates
that a capacity of 250,000 UEs per core network is recommended.
«+ Use case - smart factory: Typically, only a single core network is
deployed in a smart factory. An Ericsson report[16] shows that a
typical smart factory needs 0.5 connected devices per square meter.
Therefore, this means that a factory with an area of 1 square kilo-
meter would need 500,000 UEs.

« Use case - connected vehicle: Emerging applications like con-
nected vehicle have set stringent performance demands (e.g., latency
< 20 ms[5]), necessitating the core network be deployed in the same
city. Given that the average population of the top 150 most pop-
ulous cities in the United States is 496,328[76], the core network
workload in future scenarios can be a scale of this population figure.

Therefore, we set the UE number to 500,000, a suitable bench-
mark that is aligned with standards and provides excellent gen-
eralizability for diverse use cases under ubiquitous connectivity.
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Table 2: The relationship between procedures and NFs

Procedure | AMF | SMF | AUSF | PCF | NRF | NSSF | UDM | UDR | The number of exchanged signalings[64]
UER[61] | v | | v | v | v | | v | v | 67
PDUSE[61] | v | v | | v | v | v | v | v | 53
Service Request[61] ‘ v ‘ v ‘ ‘ v ‘ ‘ ‘ ‘ ‘ 11
Handover[61] ‘ v ‘ v ‘ ‘ ‘ ‘ ‘ ‘ ‘ 10
Table 3: Real-world guidance on the UE number
Category ‘ Conclusion ‘ The order of magnitude of UE
3GPP standards[58] ‘ UE density can reach up to 500,000/km? ‘ 100,000
an academic study[44] ‘ 250,000 UEs are associated with each core network ‘ 100,000
use case: smart factory[16] ‘ typical UE density is 0.5/m? ‘ 100,000
use case: connected vehicle[76] ‘ average population of the top 150 US cities is 496,328 (assuming one vehicle per person) ‘ 100,000
Table 4: Real-world guidance on the service rate
Category ‘ Conclusion
An ITU report[32] ‘ A region in Tunisia with 527,947 users experiences an average of 1 attach event per user per hour.
An academic research (Esa and Juha[17]) ‘ Attach events occur at a rate of 0.5 per user per hour.
An academic research (Archibald et al. [4]) ‘ It distinguishes between busy-hour and common-hour load, with a ratio of 1.5 to 2.
Table 5: Experimental Parameters Therefore, we configured two workloads, busy hours and com-
mon hours, with a ratio of 2. We set their absolute quantities to 150
Parameter | Value | Unit for busy hours and 75 for common hours based on our specified
Procedures ‘ UER, PDUSE ‘ _ 500,000 UEs. Furthermore, we put the default service rate at 150

and set 75 as a baseline unit to observe the trend as the service rate
increases.

Service Rate ‘ 150 (if unspecified) ‘ procedures/s

UE Number | 500,000 | -

3.4 Testbed Setup

Our experiment aims to measure the control plane prototypes ad-
hering to 3GPP standards. However, due to the unavailability of
a commercial core network, we focus our analysis on three open-
source, 3GPP-compliant 5G core network systems: Free5GC [24],

Furthermore, we also conducted tests with 250,000, 1 million, and
2 million UEs, all of which exhibited similar results to the 500,000

workload. Open5GS[25], and OpenAirInterface[26] to ensure generalizabil-
Service rate. We define service rate as the number of UER pro- ity. Our goal is not to compare the strengths and weaknesses of
cedures and PDUSE procedures executed per second. Each UER open-source core network implementations but rather to present
procedure is followed by the execution of a PDUSE procedure, the common characteristics of the control plane prototypes.
aligning with the 4G experience. We set its value based on existing Since we conducted our analysis from different perspectives, we
standards and the workload of 500,000 UEs. have selected measurement approaches based on their respective
Since 3GPP standards do not specify the ratio between the UE characteristics:
number and the corresponding service rate, we have compiled «+ For the control plane NFs aspect, 3GPP standards provide de-
the information from available sources to the best of our ability, tailed specifications for the internal functions of each NF to enforce
as shown in Table 4. We also compile a list of literature sources uniformity, and studies have shown their similarities in terms of
that are not utilized and provide the reasons for their exclusion in control plane NFs[9, 36, 47, 68]. Finally, we consider Free5GC as
Section B. The two key points from the above information are: first, the exemplary core network to present the common characteris-
we need to distinguish between busy hours and common hours tics, as it supports 80 operations—45 by OpenAirInterface and 40
to reflect the temporal characteristics of the real-world workload by Open5GS—and offers the best implementation of the selected
accurately, and second, the service rate is approximately 0.5 to 1 procedures[47].
per hour per UE, which translates to about 75 to 150 per second for « For the network aspect, the 3GPP standards define mandatory
500,000 UEs. communication interfaces and protocols between NFs, with detailed
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Figure 2: Testbed architecture

specifications for each packet. Therefore, the network aspect is en-
tirely implementation-agnostic[47, 73]. For brevity and consistency
with the previous sections, we use results from Free5GC as a repre-
sentative example..

« For the database aspect, since the 3GPP standards leave the choice
of database to implementations, each implementation may differ.
Therefore, we analyze all three open-source implementations.

We provided more detail more detailed similarities and differences
among the three core networks in Section E.

We deploy the 5G system separately in a virtual machine (5GC-V)
and Kubernetes[6] (5GC-K), as shown in Fig. 2.

5GC-V is suitable for measuring bare core network characteris-
tics under controlled resources because process-based NFs eliminate
the overhead introduced by containerized NFs in 5GC-K and are of-
ten used by 5G service providers. Each type of NF is instantiated as
a process. This virtual machine has 32 CPU cores and 197GB mem-
ory, running on Ubuntu 20.04.4 LTS and Linux 5.4.0-125-generic
kernel. It is deployed on a DELL R7525 server with two AMD EPYC
7742 64-Core Processor clocked at 3.4GHz and 640GB 3200MHz
DRAM, running CentOS 7.4.1708. The resources are sufficient for
our chosen workload, ensuring no performance impact, as shown
in Fig. 3.

5GC-K is suitable for monitoring network traffic due to the
container-to-container traffic monitoring tools available in Kuber-
netes. Each type of NF is instantiated as a container. We use the
Kubernetes client v1.27.0 and server v1.27.1, deployed on a DELL
R7525 server with 2 AMD EPYC 7763 64-Core Processor and 504GB
memory to ensure sufficient resources.

We deployed a high-performance commercial UE/gNB emulator
on another server and connected it directly to the core network viaa
10 GB Ethernet link (this bandwidth is demonstrated to be adequate,
as detailed in §5). The emulator emulates a specified number of
UEs and gNBs per second based on the configured service rate and
UE number. Each gNB then establishes a connection with AMF in
the core network using the NGAP protocol. We performed each
experiment three times and used the mean value. Unless mentioned
otherwise, the coefficient of variation was below 5% in all cases.

For the control plane NFs aspect, we use 5GC-V to conduct
this experiment. We use Linux tools from sysstat package[74] and
procps package[65] to record and analyze CPU load and memory
load. For the network aspect, we use sysstat tools to monitor coarse-
grained overall traffic patterns under 5GC-V and use in-built tools
of Kubernetes to monitor finer-grained traffic patterns between NF
pairs under 5GC-K. For the database aspect, we use 5GC-V and the
built-in monitoring tool for the databases.
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4 Control Plane NF Characteristics

We first check the general performance trend of the core network.
As shown in Fig. 3, with 500,000 UEs and a gradually increasing
service rate, system latency significantly rises, and success numbers
sharply drop once the service rate exceeds 375. Fig. 4 reveals inad-
equate CPU resources, causing failures in handling upcoming UE
requests and a decrease in memory load due to the drop in success
numbers. Moreover, latency remains relatively high even at lower
service rates, indicating the need for deeper investigation.

In this section, we begin by examining the core network from a
holistic view (§4.1). Next, we delve into the NF level (§4.2). Then, we
focus on representative NFs (§4.3). Finally, we provide a summary
of the findings (§4.4).

4.1 Holistic View

Ascending and fluctuating CPU. As shown in Fig. 5, we present
the CPU load of the core network using three metrics: the average,
maximum, and minimum values within a 60-second window. The
minimum value remained stable at approximately 30%. The maxi-
mum value had high fluctuations and exhibited a gradual ascent,
ultimately reaching around twice the magnitude of the minimum
value. The average value, following an almost linear trend, steadily
increased from 34% to 54%.

This significant gap between the maximum and minimum val-
ues, along with their increasing deviation from the average value,
implies the high fluctuations of the CPU load. High fluctuations
necessitate additional redundant CPU resources and introduce un-
predictability, while the increasing average value suggests a grow-
ing demand for CPU resources over time under a fixed service rate.
This reveals a significant scalability issue. We next explore this
matter at the NF level.

4.2 NF Level View

We analyze from two perspectives: the temporal trend of resource
demand during a single test and the total resource demand across
different tests.

Temporal trend. We observe two types of NFs based on the tem-
poral trends of CPU load: "stable NFs" and "bursting NFs". Fig. 6
shows two representative NFs from each type.

Stable NFs include NRF, Network Slice Selection Function (NSSF),
and MongoDB database. Fig. 6b displays the stable CPU trend of
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Figure 7: The proportion of resources used by NFs

NRF, with maximum, minimum, and average values around 11%,
7%, and 9%, respectively.

Bursting NFs include AMF, SMF, AUSF, PCF, UDM, and UDR.
Fig. 6a shows that the maximum CPU values of AMF exhibits a
near-linear increase toward our predetermined maximum, rising
from 7% to 30%. Upon reaching this maximum, it remains consis-
tently at the peak level, while the average value continues to grow
linearly. It is noteworthy that the gap between the minimum and
maximum values progressively widens. Consequently, the overall
CPU performance is likely to become increasingly disordered and
unpredictable.

Percentage and Growth rate. Fig. 7 depicts the proportions of
the average CPU load and memory load of NFs over the entire dura-
tion of the experiment, respectively. AMF, NRF, and SMF together
use 66% of CPU, and AMF and SMF together use 60% of memory,
while the remaining NFs collectively utilize the rest of the resources.
Fig. 8a shows the average CPU load under different service rates
while serving the same number of UEs. AMF and NRF demand most
of the CPU resources, both displaying nearly linear increases in
CPU load. Their average growth rates are 20.6% and 37.2%, respec-
tively. The remaining seven NFs demand modest CPU resources.
Fig. 8b depicts the final memory load under different service rates
while serving the same number of UEs. The primary contributor to
memory growth is AMF, which has an average growth rate of 50%.
The remaining NFs exhibit much lower growth rates.

To sum up, AMF is noteworthy from the perspectives of CPU
and memory due to its significant proportion and scalability issues,
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Figure 8: The variations in resource load with service rate

which align with 4G experiences[8, 49]. NRF is particularly note-
worthy from the CPU perspective due to its high proportion and
scalability issues because there is no direct counterpart to NRF in
the 4G system; instead, its functionalities are primarily fulfilled by
DNS, a shared network infrastructure rather than an NF within
the mobile core network. This represents both a technical gap, re-
quiring a new mechanism to adapt to 5G characteristics, and a
performance gap, with significant scalability issues.

4.3 Analyses on Representative NFs

Based on the previous discussion, we focus on AMF and NRF as
representative NFs for analyses in this part. We profile the starting
and ending 5 minutes of an experiment to analyze CPU and memory
usage. We focus on two aspects: dynamic change, which examines
the difference between periods, and static proportion, which looks
at the proportion at a specific period.

AMF CPU analysis. Fig. 9 depicts the profiled CPU time of AMF.
We further divide it into 4 logical types: runtime, NGAP, HTTP/2,
and HTTP. NGAP, HTTP/2, and HTTP represent the correspond-
ing protocol handling modules. Runtime refers to the underlying
supporting environment provided by the programming language.
Additionally, we further elaborate on the functionality of these
modules for each type in Section C. The unit minute/core refers to
the amount of computational work executed by a single processor
core in one minute.

» Dynamic changes: It reveals a rapid increase in the gcBgMark-
Worker module, which rose from 10.3% to 61.1%, accounting for
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most of the overall increase. This surge indicates that garbage col-
lection becomes a major bottleneck as more UEs connect. Garbage
collection is required for the data structures involved in UE context
retrieval, incoming NGAP packet processing, and other related op-
erations, as their numbers vary with the change in the number of
UEs.

« Static proportion: Excluding the surge in gcBgMarkWorker, the
growth of profiled CPU time in other types is relatively minor.
Their proportion ratio fluctuates between 0.9 and 1.1, indicating an
acceptable variation. In this context, NGAP type and HTTP/2 type
consume most of the CPU time. Their ratio is around 7:3. Since
NGAP type mainly includes the dispatch and decoder modules, op-
timizing these two would be highly beneficial.

AMF Memory analysis. Fig. 11 depicts the profiled allocated mem-
ory of AMF during the starting 5 minutes. We exclude the ending 5
minutes as the allocated memory remains stable. We aim to empha-
size the memory consumption of NGAP type. It consumes the most
memory, around 220GB, while other components use only around
10GB. In the NGAP type, the handleConnection module, which main-
tains NGAP connections, uses around 170GB. The dispatch module
processes AMF logic and occupies around 27GB, and the decoder
module consumes around 21GB.

NRF CPU analysis. Fig. 10 depicts the profiled NRF CPU time,
where we show the time of three major logical types: runtime,
HTTP/2, and HTTP.

« Dynamic changes: The disparity in profiled CPU time between
the starting and ending periods is minimal.

« Static proportion: The majority of CPU time is consumed by
HTTP/2 type and runtime type, accounting for 51.4% and 42.8%,
respectively. The primary module within HTTP/2 type is runHan-
dler, constituting 41.5% of the total profiled CPU time. The runtime
type, similar to that in AMF, is mainly composed of gcBgMark-
Worker module and mcall module, with gcBgMarkWorker module
consuming 31.6% of profiled CPU time.

NRF Memory analysis. Fig. 12 shows the profiled allocated mem-
ory in the starting 5 minutes. HTTP/2 accounts for the majority of
the memory, approximately 51GB, with other types accounting for
a significantly lower portion, approximately 10GB.

In summary, protocol processing consumes substantial CPU
and memory resources, such as NGAP in AMF and HTTP/2 in NRF.
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Specifically, protocol encoding and decoding use a significant por-
tion of CPU and memory resources, accounting for an average of
30% of the resources in AMF and NRF. This feature is also found
in other NFs. Therefore, enhancing protocol processing can signifi-
cantly improve scalability. Besides, inefficient state management
is the root cause of CPU spikes in NFs and contributes to the lack of
scalability. Stable NFs, such as NRF and NSSF, manage fewer states
proportional to the number of NFs, while bursting NFs manage
states proportional to the number of UEs, resulting in high memory
usage.

Bursting NFs and stable NFs differ fundamentally in the target
of their state management. Bursting NFs primarily manage state on
a per-UE basis. These NFs handle a large volume of bursty access
requests from numerous users and maintain substantial per-UE
information. In contrast, stable NFs serve other NFs. On one hand,
NFs have significantly less state information; on the other hand,
compared to the number of UEs, the number of NFs is much smaller,
and their access patterns are more static and predictable.

Therefore, we recommend shifting the design of bursting NFs
from a user-centric paradigm to a data-centric paradigm. Currently,
all data of a user is organized as a large monolithic structure, which
leads to substantial data redundancy. In contrast, a data-centric
paradigm leverages similarities within the data, as well as their
access frequency and importance, to achieve effective information
consolidation.

4.4 Summary

The main findings are as follows:

General observations.

« Stable NFs and bursting NFs: Based on the temporal trend of CPU
load, we distinguish between stable NFs and bursting NFs. Bursting
NFs exhibit CPU spikes, while stable NFs maintain a steady CPU
load. The former can result in inefficient resource utilization.

+ Heavy NFs and light NFs: We identified resource-heavy NFs
(AMF, SMF, and NRF) that consume the majority of resources, while
the remaining NFs share significantly fewer resources. It is essential
to prioritize resource-heavy NFs.

Potential bottlenecks.

+ The scalability issue in AMF and NRF: The resource allocation for
AMF and NRF is significant, with demand increasing rapidly. Some
resource demands display superlinear growth, posing a challenge
for efficient utilization. This highlights the need for optimization of
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Figure 13: Inter-NF traffic breakdown

AMF and NRF in response to the growing demand for ubiquitous
connectivity.

« Inefficient protocol processing: Both NGAP and HTTP/2 pro-
tocols consume significant resources. Methods such as L25GC[35]
and Neutrino[3] address this issue by using shared memory and
space-for-time techniques. However, these solutions have signifi-
cant limitations, sacrificing scalability and compatibility, and there
remains considerable potential for further exploration of this issue.
« Inefficient state management: Inefficient state management has
caused CPU spikes and heavy memory load and will be exacer-
bated by frequent state transitions and surging UE numbers under
ubiquitous connectivity. However, there is a limited exploration
of state management strategies at present. A stateless core repre-
sents the opposite extreme, decoupling computation from the state
entirely, trading communication overhead for more efficient state
management.

5 Network Characteristics

The 5G core network utilizes the HTTP/2 protocol for NF intercon-
nection, enabling NF deployment across multiple hosts and regions.
However, recent research highlights the high latency[35] and com-
putational burden[46] of the HTTP/2 protocol. Therefore, a deeper
understanding of the HTTP protocol is essential. This hinges on
understanding the traffic patterns between NFs. This section begins
with traffic between NFs (§5.1), followed by a discussion of database
traffic (§5.2), then traffic between the AN and the CN (§5.3), and
concludes with a summary (§5.4).

5.1 Inter-NF Traffic

Fig. 13a and Fig. 13b show the traffic volumes across different NF
pairs during the UER procedure and the PDUSE procedure, respec-
tively. We have identified the following findings:

Key NFs driving the main traffic. In the UER and PDUSE pro-
cedures, AMF and SMF dominate the traffic volumes and initiate
the main transactions in logic, with the traffic of AMF and SMF
accounting for 41.65% and 67.69% of the total traffic in the two
procedures, respectively. AMF and SMF also lead the traffic in logic.
The UER procedure comprises four AMF-centric sequential trans-
actions: (1) AMF-AUSF pair for authentication; (2) AMF-PCF pair
for AM policy association; (3) AMF-UDM pair for UE context re-
trieval; (4) AMF-NRF pair for NF discovery. The PDUSE procedure
comprises four SMF-centric sequential transactions: (1) SMF-AMF
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pair for message transfer; (2) SMF-PCF pair for SM policy associa-
tion; (3) SMF-UDM pair for UE context retrieval; (4) SMF-NRF pair
for NF discovery. The remaining transactions can be regarded as
consequences of these main transactions. AMF and SMF are subject
to a high percentage of traffic load, making it essential to focus on
optimizing their performance.

Promising demand for NF discovery in NRF. As shown in
Fig. 13, NRF accounts for 21.8% and 29.16% of the traffic in the
UER procedure and the PDUSE procedure, respectively. The high
percentage of NRF traffic volumes indicates a significant demand
for NF discovery. With numerous NF instances (e.g., cloud), the
importance of NRF is undeniable. NRF prevents each NF from stor-
ing information about thousands of other NFs, reducing significant
lookup and storage overhead. In future trends, the role of NRF will
become increasingly critical. NRF must handle a larger number of
NFs and more diverse NF queries, positioning itself as an enabler
of distributed intelligent networking and automatic NF discovery
and management. Moreover, since NRF requires regular commu-
nication with each NF, it also holds the potential for efficient fault
detection. Therefore, a significant increase in NRF traffic in the
future is inevitable.

5.2 Database Traffic

Fig. 14a and Fig. 14b show the traffic volumes between different NFs
and the MongoDB database in the UER procedure and the PDUSE
procedure, respectively. The MongoDB database primarily commu-
nicates with three NFs: NRF, PCF, and UDR. The NRF-MongoDB
database pair accounts for the majority of traffic, at 53.31% and
79.34%, respectively, while the UDR-MongoDB database pair ac-
counts for 46.68% and 18.37%, respectively. The high percentage of
traffic volume between NRF and the MongoDB database supports
the point we made earlier about NRF.

3GPP standards specify three common data retrieval approaches.
The first approach is the UDM-UDR approach, which is adopted by
most NFs (e.g., AMF, SMF, and AUSF). In this method, UDM acts
as a proxy to store subscription data. The second approach is the
direct UDR approach. UDR is responsible for storing policy data,
structured data for exposure, and application data. For instance,
PCF communicates directly with UDR through the N36 reference
point and retrieves policy data[60]. The third approach bypasses
UDR and utilizes the Unstructured Data Storage Function (UDSF)
or a database for data storage. This strategy is employed by NRF.
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It is worth noting that the third, differentiated method accounts
for a significant proportion, and we anticipate its future share to
increase. Firstly, as analyzed in §4, state management will become
a bottleneck limiting the scalability of NFs. Unstructured data, such
as UE context, will necessitate specialized databases for manage-
ment. Secondly, future networks will require more Operations,
Administration, and Maintenance functionalities, which will de-
mand substantial data storage (e.g., performance log, fault log).
These unstructured data are extensive in volume and generated at
high velocity, thereby placing substantial performance demands on
network transmission. This necessitates the development of novel
architectural and protocol designs.

5.3 AN-CN Traffic

The leverage effect can lead to an attack. Fig. 15 compares the
internal and external traffic in terms of packet number and through-
put. The pronounced difference in packet count and throughput
between internal and external traffic demonstrates a notable lever-
age effect. Based on logical attribution, we classify Inter-NF Traffic
and Database Traffic as Internal Traffic, while AN-CN Traffic is des-
ignated as External Traffic. We observe that the ratio of internal to
external traffic is approximately 50:1 in both packet number and
throughput. Moreover, different procedures have different ratios.
The UER procedure has a ratio of 42:1, while the PDUSE procedure
has a higher ratio of 72:1.

This traffic pattern resembles the DNS system, where a single
request can generate numerous processing packets. Consequently,
the core network is vulnerable to attacks akin to DNS reflection
attacks. Fortunately, the authentication mechanism can halt fur-
ther processing if authentication fails, reducing the internal packet
volume, but it can be bypassed[61] in special cases (e.g., emergency
cases), leaving room for exploitation.

5.4 Summary

The main findings are as follows:

General observations.
+ Leading NFs - AMF and SMF: We find that AMF and SMF serve
as the leading NFs regarding traffic volume and traffic logic, while
other NFs act as ancillary NFs to them. They should be prioritized
in network optimization.
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+ Promising growth in NRF traffic: Currently, NRF handles a high
percentage of traffic. In the future, it will be a key enabler for
distributed intelligent networking, automated NF discovery, man-
agement, and efficient fault detection. Its increased traffic demands
more efficient mechanisms.

« Booming demands for differentiated data retrieval: Differentiated
data access demands currently account for a significant portion
of data traffic, with expectations for further growth. Operations
and Maintenance and NF context management demand improved
transmission rates and quality, necessitating new architectures and
protocols.

Potential bottlenecks.

« Leverage effect on AN-CN traffic poses security risks: We find
that external traffic has a leverage effect on internal traffic, poten-
tially resulting in attacks, with the rise of external traffic under
ubiquitous connectivity further exacerbating the risk. Traffic moni-
toring and analysis mechanisms will be crucial in addressing threats,
particularly for monitoring complex procedures such as UER and
PDUSE.

6 Database Characteristics

In the 5G core network, critical data are stored in databases and
require retrieval during runtime. Databases play a pivotal role in
overall system performance, but the 3GPP standards leave data-
base selection to implementations. In this section, we examine the
current database usage in implementations (§6.1) and the character-
istics of data access in 5G systems (§6.2) to provide valuable insights
for the standardization and implementation of future mobile net-
works. We further explore the new requirements for databases
under future mobile networks and conclude with a summary (§6.3).

6.1 Data Types and Granularity

In general, 5G NFs can persistently store provisioned data and
temporarily store runtime data.

Provisioned data is typically managed by UDR. All mainstream
open-source implementations primarily use UDR to manage pro-
visioned data. As shown in Table 7, UDR always employs modern
databases for data management, such as MongoDB and MySQL.

Runtime data, such as NF profiles (by NRF), is managed by the cor-
responding NF. 5G NFs may require database support to store large
runtime data, as exclusive reliance on in-memory storage could
lead to inefficient data lookup and resource wastage. As shown in
Table 7, open-source implementations have already recognized the
necessity of using databases. For instance, Open5GS and Free5GC
have integrated databases with PCF and NRF for data management.

However, as demonstrated in §4, other NFs (e.g., AMF) have an
even greater need for database support in managing runtime data,
as in-memory storage has already led to significant scalability issues.
With the development of ubiquitous connectivity, it is foreseeable
that more NFs will require assistance from databases to manage
runtime data effectively. However, there is currently a lack of de
jure or de facto specifications.

Table 6 further elaborates on the types of provisioned and run-
time data and the extent of usage in open-source implementations.
We observe that different implementations store varying amounts
of data: Free5GC stores both provisioned data and runtime data,
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Table 6: The classification of the data stored in databases

Functionality ‘ Free5GC | Open5GS | OpenAirInterface
Identification (IMSI, MSISDN) ¢ yes yes yes
.. Authentication (subscriber key, authentication method es es es
Provisioned Data ) ( v & b ) Y Y Y
Slice and Session (SST, SD, session type, PCC rule) yes yes no
The Others (subscribed AMBR, PLMN id)¢ yes yes no
Authentication Status yes no no
Runtime Data 3GPP Access Information yes no no
NF profiles yes no no
“IMSI: International Mobile Subscriber Identity; MSISDN: Mobile Subscriber ISDN Number;
bSST: Slice and Service Type; SD: Slice Differentiator; PCC: Policy and Charging Control;
‘AMBR: Aggregate Maximum Bit Rate; PLMN: Public Land Mobile Network;
. . . . —~16 16
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followed by Open5GS, which stores provisioned data, while Ope- service rate

nAirlnterface stores only a subset of provisioned data. We believe
that with the realization of ubiquitous connectivity, the increas-
ing reliance on databases for managing runtime data will become
inevitable in the future.

Additionally, the granularity of data organization also differs
among the implementations. OpenAirInterface and Open5GS or-
ganize data by user, with all data for a single user stored together
in one document or a row in a table. In contrast, Free5GC distin-
guishes between different types of data. Simply consolidating data
can lead to several limitations: Storing all user data in a single row
or document may hinder scalability, as rows or documents can
become excessively large, leading to performance degradation. It
may also encounter concurrency and synchronization issues, where
extended locks on large data structures can reduce system efficiency
and increase contention.

6.2 Data Access Frequency

We further examine the access frequencies of different types of
data. Fig. 16 illustrates the relationship between service rate and
the time spent on different collections during a 1-second window.
We observe that the time increases in proportion to the service rate.
At loads of 75, 150, and 375, the cumulative time for accessing all
collections is approximately 150ms, 350ms, and 900ms, respectively.
When the load exceeds 375, most of the time within the 1-second
window is consumed, increasing database query latency. This aligns
with the performance in Fig. 3, where latency worsens beyond a
load of 375.

Fig. 17 presents the time spent on different collections, proce-
dures, and read/write instructions in detail. We observed that differ-
ent collections exhibit varying read/write characteristics, which can
be leveraged to guide data partitioning strategies. By understanding
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Figure 17: The correlation of
query time and access fre-
quency in different collec-
tions

Figure 16: The variations in
query time of collection with
service rate

A:policyData.amData; B:policyData.smData; C:authentic-
ationStatus; D:authenticationSubscription; E:amf3gppAcc-
ess; F:smData; G:amData; H:smfSelectionSubscriptionD-
ata; INfProfile

these characteristics, we can optimize data distribution to minimize
read/write contention and improve overall system performance.

Besides, we observed that the access frequencies of different
collections are closely correlated with latency, which suggests po-
tential scalability issues, especially when dealing with the NfProfile
collection. As shown in Fig. 18, for each UE, NfProfile is accessed
8 times in the UER procedure and 5 times in the PDUSE proce-
dure through NRF. More information about NfProfile is provided in
Section F.

To alleviate the scalability challenges of NRF querying, caching
strategies have been adopted in some commercial core networks[11].
These approaches can reduce redundant queries; however, their
effectiveness is constrained by the sensitivity to query parameters.
Any variation in the query parameters often leads to cache misses,
thereby limiting the long-term benefits of caching.

Reducing the overall number of queries is therefore considered
a promising direction. One effective method is procedure-aware
batch querying, which leverages the logical dependencies among
signaling procedures. By anticipating the information needed for
upcoming procedures, it is possible to prefetch and consolidate
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multiple data items in a single query, significantly reducing the
querying frequency.

Nevertheless, these optimizations face inherent limitations under
ubiquitous connectivity. The exponential growth in the number
of UEs, coupled with increased heterogeneity and mobility, leads
to more frequent cache replacements and higher cache miss rates.
Moreover, due to frequent cross-operator roaming and geographic
dispersion of NF instances, a single UE may be served by NFs reg-
istered in different NRFs. This fragmentation further complicates
caching and batching, as the queries may need to be resolved across
multiple network domains. Hence, while caching and batch query-
ing offer partial mitigation, standalone optimization techniques are
insufficient. Targeted architectural support must be incorporated
into the design of next-generation mobile networks.

6.3 Summary

The main findings are as follows:

General observations.

« Core network data access characteristics: We detail the corre-
spondence between procedures and collections, and the read/write
frequencies on collections. This information helps refine data model
design and improve retrieval mechanisms.

+ New demands for databases: NFs will face stronger and more
refined demands for managing runtime data via databases due to
increased user volume and insufficient local memory, limited flexi-
bility of UDR, and the trend towards distributed deployment. The
current utilization of databases is both inadequate and imprecise,
leaving significant room for adaptation to NF and future distributed
deployments.

Potential bottlenecks.

« Non-scalable data organization: We found that the granularity
of data decomposition in implementations is insufficient. Simply
aggregating a user’s data results in overly large data structures,
which potentially leads to concurrency and synchronization issues.
Currently, there is a lack of a data partition framework that can en-
sure efficient management based on read/write frequency, lifecycle,
and signaling logic.

+ Non-scalable access frequency: High access frequency to the
database can lead to query timeouts. Minimizing the frequency of
database accesses can alleviate the problem, such as by employing
caching mechanisms and the procedure-aware batch querying we
suggested.
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7 Discussion

Enabling ubiquitous connectivity. Ubiquitous connectivity of
6G introduces higher connection density, more diverse access meth-
ods, and tighter cross-domain collaboration. This trend is driving
the evolution of core networks from centralized cloud-based deploy-
ments toward edge-oriented and distributed deployments, thereby
imposing significantly higher performance demands on NF coordi-
nation and protocols.

On one hand, the importance of AMF and NRF has substantially
elevated in response to massive device connectivity and the need
for dynamic inter-NF coordination. A major challenge herein lies
in state management, and we considered it necessary to transition
from a user-centric to a data-centric paradigm. The current par-
adigm aggregates per-user data into a monolithic structure and
incurs substantial redundancy and inefficiency. In contrast, the
data-centric paradigm can enhance efficiency by utilizing data sim-
ilarities, access frequency, and criticality.

On the other hand, mobile protocols have become increasingly
critical for state synchronization, backup, and recovery among NFs
in distributed deployments. Conventional TCP-based HTTP suffers
from head-of-line blocking and high handshake latency, failing to
meet demands for low latency and frequent small transfers. We
propose QUIC-based HTTP/3 as a superior alternative. It overcomes
TCP’s transport-layer limitations, significantly improving efficiency
and robustness for distributed deployments.

Generalizability of our work. Although commercial core net-
works are proprietary, confidential, and optimized for better capital
expenditure, our findings can still contribute to their improvement.
First, commercial systems strictly adhere to 3GPP standards, making
their architecture consistent with our measured open-source core
network. Regarding NF deployment, although mainstream commer-
cial systems have integrated certain NFs, they still maintain separa-
tion of critical NFs such as the AMF, SMF, and NRF[14, 28, 54, 80].
Regarding communication protocols, these systems also employ
standard HTTP to ensure interoperability with other commercial
core networks[13, 30, 55, 81]. Second, our measurement framework
aligns with the settings of commercial systems. Key parameters
used in our analysis—such as the number of UEs[29, 31] and ser-
vice rate[12]—are consistent with those deployed in operational
commercial core networks.

8 Related Work

Measurements on the 5G core network. Since the deployment
of 5G systems, numerous measurements have emerged. However,
research on measuring and analyzing the 5G core network remains
few and far between.

Some research focuses on the analysis of signaling and stan-
dards. Silveira et al. [73] presented a tutorial on the protocols and
evaluated three open-source 5G core network implementations
for compliance with 3GPP standards. Meng et al. [43] collected
signaling data from real-world systems and analyzed its distribu-
tion. However, these studies did not conduct tests on real systems,
making it impossible to identify bottlenecks in the 5G core network.

Some research focuses on testing actual systems. Lando et al. [36],
Chen et al. [9], and Reddy et al. [68] conducted preliminary analyses
on the performance of open-source core networks. In their tests,
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the UE numbers were limited (< 100), and the specific service rates
were not disclosed. Besides, their focus was more on comparing the
strengths and weaknesses of different implementations rather than
addressing common issues. Mukute et al. [47] measured the system
call overhead in open-source core networks. Instead of focusing on
common issues arising from 3GPP standards, this work emphasizes
the differences in system call usage across various open-source
implementations.

Compared to these studies, we combine standard analysis with
actual system testing and establish a reliable measurement frame-
work. We focus on the common issues arising from 3GPP standards,
aiming to provide universally applicable conclusions and sugges-
tions.

Additional 5G Measurements. Most research focuses on the AN
or the whole 5G system. A significant amount of work [15, 21,
42, 50-52] has measured the AN from various aspects. Besides,
considerable research has also measured various key performance
indicators of 5G as a whole, such as reliability[39], bandwidth[41,
78], mobility[19, 20, 27, 63], and round-trip time[69]. Additionally,
some studies[53, 77] measured cross-layer metrics.

These studies have all made outstanding contributions to the
development of 5G. However, they treat the control plane as an
opaque box, resulting in a lack of in-depth analysis of the control
plane. Our work fills this gap by conducting pioneering measure-
ments of the control plane and providing a measurement framework
that lays the foundation for future measurement efforts.

9 Conclusion

This paper presents a comprehensive measurement of the 5G core
network control plane in the context of ubiquitous connectivity, fo-
cusing on three aspects: NFs, network, and database. Our in-depth
analyses of these aspects identify AMF and NRF as key perfor-
mance bottlenecks and show that state management significantly
impacts the performance of the core network. Based on these find-
ings, we propose recommendations for future NF development and
discuss the potential optimizations from these findings for both the
academic and open-source communities.
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Appendix
A Ethics

This work does not raise any ethical issues.

B Literature Sources Unused in Service Rate
Formulation

« Inreference to[40], it is observed that the session establishment
occurs every 106.9s for each device on average. The term "session
establishment" refers to the service request procedure[62] in their
work and does not apply to our experiment.

« In reference to[43], they do not provide a specific service rate
for attach or registration procedures.

+ In reference to[71], although it claims a service rate of 9,000
per second for 1 million subscribers, the cited source does not
substantiate this service rate.

« The memory growth of the database is minimal, as it pre-allocates
a sufficient amount of memory during the startup phase.

C Functionalities of Main Modules for Each
Type in Representative NF Breakdown

« In runtime type, the gcBgMarkWorker module is a background
marking worker function in the Go language’s garbage collector.
Its primary function is to mark active objects during the garbage
collection process, enabling the safe reclamation of unmarked ob-
jects afterward; the mcall module is a critical function in the Go
runtime, primarily responsible for switching from Go code to run-
time system code to perform various low-level system operations.
This function is invoked in various scenarios, such as scheduling,
garbage collection, and system call handling.

« In NGAP type, the handleConnection module is responsible for
maintaining the SCTP connection used for transmitting NGAP
messages, as NGAP messages are encapsulated within SCTP; the
decode module is used for decoding NGAP messages and extracting
the control plane signaling contained within them; dispatch module
is used to distribute the decoded control plane signaling to specific
processing functions.

« In HTTP/2 type, the serve module is the main module for handling
HTTP packets.

« In HTTP type, the readFrames module and the writeFrame module
are responsible for performing read and write operations on HTTP
messages; the runHandler module is specifically responsible for
handling the logic within HTTP/2.

D Abbreviations
Please refer to Table 8.

E Comparison of Different Open-source Core
Networks

We compare the similarities and differences among open-source
core networks from three perspectives—NF, network, and data-
base—as summarized in Table 9.

From the NF perspective, their architecture remains uniform
across core networks, although their realization strategies are di-
vergent. Regarding architecture, all core networks strictly adhere
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to the standard Service-Based Architecture, and all communication
between NFs are conducted using the HTTP protocol. Regarding
realization strategies, there are several points of difference. First,
differences in the underlying libraries and programming languages
lead to variations in performance. Table 10 presents the propor-
tion of CPU usage and memory increase of each NF in three core
networks under normal operational conditions !. Second, the user
scaling methods are implemented differently. Free5GC and Ope-
nAirlInterface do not require a pre-defined total user number and
instead allocate resources dynamically as users access the system.
Open5GS, however, depends on a pre-set limit and pre-initialized
resources, which does not fit well with the highly dynamic nature
of user numbers under ubiquitous connectivity. Third, the com-
pleteness of implementing individual NFs varies significantly. For
instance, NRF exhibits notable differences in implementation depth
and feature support. Specifically, Open5GS and OpenAirInterface
implement NRF using local memory, as shown in Table 7, which
eliminates the overhead of accessing a remote database. More im-
portantly, both Open5GS and OpenAirInterface employ an oversim-
plified NF profile search mechanism, which only supports searching
for NFs using a limited set of static fields. Although these mecha-
nism greatly reduces the computational load on NREF, it is inade-
quate for supporting ubiquitous connectivity, as such environments
require more sophisticated, dynamic, and flexible retrieval capabili-
ties. Therefore, we selected Free5GC in order to demonstrate the
performance of NRF under ubiquitous connectivity conditions.

I'The service rate is 75 for Free5GC and Open5GS, whereas it is 25 for OpenAirInterface.
When the service rate of OpenAirInterface exceeds 25, the success rates of UER and

PDUSE decrease significantly. To ensure full functionality, we choose a service rate of
25 for OpenAirInterface.

Table 8: Abbreviations used in this paper

Abbreviation ‘ Full form
3GPP 3rd Generation Partnership Project
AMF Access and Mobility Management Function
AN Access Network
AUSF Authentication Server Function
CN Core Network
gNB gNodeB
NAS Non Access Stratum
NF Network Function
NGAP New Generation Application Protocol
NRF Network Repository Function
NSSF Network Slice Selection Function
PCF Policy Control Function
PDUSE Protocol Data Unit Session Establishment
SMF Session Management Function
UDM Unified Data Management
UDSF Unstructured Data Storage Function
UDR Unified Data Repository
UE User Equipment
UER UE Registration
UPF User Plane Function
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Table 9: Comparison of capabilities on three open-source core networks

Capabilities | Free5GC | Open5GS |  OAI
Architecture & Standards Compliance ‘ ‘ ‘
Service-Based Architecture ‘ Supported ‘ Supported ‘ Supported
HTTP/2 Compliance ‘ Supported ‘ Supported ‘ Supported
NGAP Protocol Compliance ‘ Supported ‘ Supported ‘ Supported
Selected 5G Procedures ‘ Supported ‘ Supported ‘ Supported
Deployment ‘ ‘ ‘
Cloud-Native Deployment Support ‘ Supported ‘ Supported ‘ Supported
UE Scaling Method ‘ Dynamic ‘ Static ‘ Dynamic
Functional Completeness & Performance ‘ ‘ ‘
NF Completeness ‘ High ‘ Low ‘ Low
Supported Service Rate ‘ High ‘ High ‘ Low
Signaling Protocol Overhead ‘ High ‘ High ‘ High
Database Utilization Efficiency ‘ High ‘ Medium ‘ Low
NF Discovery Completeness ‘ High ‘ Low ‘ Low

Table 10: Comparison of control plane NFs on three open-source core networks

| Resources | AMF | SMF | NRF | UDM | UDR | PCF | AUSF | Database

|
Free5GC |  CPU | 2959% | 21.73% | 16.56% | 9.05% | 9.56% | 4.52% | 4.11% | 3.09%
| Memory | 37.27% | 28.57% | <1% | 16.77% | 1.86% | 11.80% | 2.48% | <1%
OpensGs |  CPU | 5477% | 6.77% | <1% | 8.92% | 637% | 4.88% | 2.67% | 9.67%
| Memory | 2053% | 21.05% | <1% | 19.65% | 5.96% | 12.98% | 5.96% | <1%
OAL | CPU | 56.04% | 4.21% | 1.44% | 6.26% | 3.05% | \* | 336% | 25.23%
| Memory | 44.48% | 37.55% | <1% | 7.54% | <1% | \ | 159% | <1%
“OAI basic deployment [56] does not contain a PCF.

Beyond the noted differences, the systems share universal chal- From the network perspective, the strict definition of the stan-
lenges. First, the overall ranking of NFs is consistent, with the AMF dards results in a similar overall traffic profile across the core net-
confirmed as the performance bottleneck. As shown in Table 10, works. For NGAP signaling, all exhibit a high degree of compliance
although the CPU and memory usage proportions of the individual with the 3GPP specifications. For HT TP signaling, the overall traffic
NFs differ slightly, the overall ranking of resource consumption volume is similar across the core networks; however, the specific
is similar. Critical NFs consume a significant amount of resources, signaling messages are not identical. This discrepancy is attribut-
with AMF, in particular, occupying the majority of them. Second, able to varying degrees of implementation fidelity to the standards
state management presents a significant challenge. Although the among the different core networks. A more complete implemen-
three core networks differ in their scaling methods (dynamic access tation inherently generates a larger volume of HTTP signaling.
vs. pre-configuration), state management consistently proves to Further details on the implementation completeness can be found
be a time-consuming process that consumes substantial computa- in [48].
tional and storage resources. Third, protocol processing introduces From the database perspective, the differences far outweigh the
a significant overhead. Our flame graph analysis of all three core similarities. This is a consequence of the lack of standard defini-
networks reveals that the HTTP and NGAP protocols account for a tions in this domain. Nonetheless, based on the requirements of
high proportion of the processing resources. ubiquitous connectivity, we can infer potential directions for fu-

ture standardization and identify mechanisms for more efficient
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implementation. Potential standardization directions could include
specifying cache strategies and cache invalidation mechanisms,
defining data lifecycle policies, and establishing requirements for
data synchronization timeliness. Recommended implementation
mechanisms may involve more optimized data models and im-
proved data compression strategies to enhance performance.

F Details of NFProfile

In 5G Networks, NRF maintains crucial metadata for each registered

NF instance. This metadata is essential for enabling service discov-

ery, lifecycle management, and ensuring seamless communication

within the network. The following list delineates the fundamental
attributes associated with an NF instance record stored within the

NREF:

o NF Type&ID: Denotes the functional type (e.g., AMF, SMF, UDM)
or a unique identifier assigned to the specific NF instance. This
is the primary key for distinguishing different NFs.

o Services Provided: Enumerates the standardized service-based
interfaces (e.g., namf-communication, nsmf-pdusess-ion) that
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this particular NF instance is capable and authorized to provide.
Consumers query the NRF to discover instances offering a spe-
cific service.

sNSSAI: Represents a unique identifier for a Network Slice. This
attribute is critical for associating the NF instance with a specific
network slice, ensuring that service discovery and requests are
confined within the intended slice boundaries.

IPv4 Address: Specifies the IPv4 endpoint address of this NF
instance. This address is utilized by other NFs for establishing
HTTP/2 communication to consume the services provided by
this instance.

NF Status: Indicates the current registration status (e.g., REGIS-
TERED) of the NF in the NRF. This status reflects the operational
availability and reachability of the NF instance.

PLMN: Identifies the mobile network operator to which this NF
instance belongs. This is a key parameter for facilitating inter-
PLMN operations and ensuring network isolation and security.
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